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I M  T H I .M A TTER  O F TH E  LEVESON IN Q U IR Y

SSCO ND W IT N E S S  S TA TE M E N T OF C H R IS T O P H E R  C R A H A M

I,, C h ris to ijN e r G ra h a m , o f
= w in  say  as fo flo w s :-

In order to help  the Inquiry further, I should like to comment on 

some points raised in evidence by others.

This second witness statement adds to the account I have already 

given or events within my own knowledge that occurred subsequent 

to my appointment as Information Commissioner in June 2009, This 

suppiementary witness statement adds to, but hoes not subtract: 

from my eariier statement, which ! beileve to be true.

The facts In this supplementary witness statement are within my 

own knowledge or obtained from reading the documents relating to 

this matter.

For ease of reference this statement has been merked up with page 

numbers or references to documents In the bundle submsitted with 

this statement.

l . i  My attention has been drawn to evidence from Ms Pia

Sarma of News International. In this connection I also note 

the implicstlon in the cross examination by Mr Davies that 

the 'blagging' of ex~d I rectory telephone numbers should 

not be regarded as a breach of section SS of the Data 

Protection Act 1998 f'DPA") because, In many cases, such 

Information could be obtained, apparently iawfuiiy, from
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various commercial online providers. Hy predecessor 

Richard Thomas touched on this point in his evidence., I 

have made enquiries about these oniine services and made 

an assessment of their legal status.

1.2 It is not uncommon practice for phone numbers, inciuding 

ex-directory numbers, volunteered by customers to be 

recorded on business databases and retained for iater use. 

Such information may then be shared with other 

companies, including so called Identity Management 

Businesses (''IHBs'S; provided that individuals have been 

informed that this wiil happen and have been given an 

opportunity not to have their details shared. Appropriate 

data sharing agreements should also be in place.

L i  The ICO has given advice in this sense from time to time. 

Where individuals become aware that their personal 

information is being made avaliabie In this way, and they 

are not happy about It, it is not uncommon for the 

individuals affected to raise the m:3tter with the company 

concerned, perhaps following a subject access request 

("SAR"') under the DPA. The evidence available to my office 

suggests thatIMB companies readily correct the record in 

response to such requests and the details of individuais 

wishing to keep their personal information, eg their ex

directory phone numbers, private are removed from the 

site in accordance with the DPA,

,4 I recognise the risks inherent in processing such volumes 

of Information, but I have no reason to believe that these 

organisations are operating in a manner that should 

occasion significantly greater concern to the ICO than
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many other data controllers.

1-5 In the Hght of this, it has been put to me that to suggest 

that the 'blagging" of ex-directory numbers is somehow not 

a breach of section 55 of the DPA is akin to cm m m g  that 

because second hand cars are available for sale it is 

somehow not a crime to take and drive another^ car 

without permission- Phone nurnbers that are not: available 

via directory enquiry services or IMBs will, ipso facto, be 

personal information that citizens prefer to keep private.

A number of witnesses from among the newspapers have 

told the Inquiry that they had been frustrated by the 

Yefusai' of the Information Commissioner to name names 

of the 305 journalists who had been Identified by the ICO 

as customers of Steve Whittarnore as reported In W hat 

P rice  P r iva cy  N ow ?  in 2006, The ICO has also been 

criticised for not alerting the many thousands of 

Individual targets referred to in the Notorman flies.

2 Richard Thomas has set out his reasons for not makinq 

the raw Motorman materlai available to the various 

newspaper titles at the time. In the resumed Culture, 

Media and Sport Select Committee Inquiry, followinq the 

Guardian revelations about hacking, I made It dear that, 

while section 59 of the DPA continued to constrain our 

actions, a number of factors had caused me to make 

more of the material available to properly authorised 

parties.

2,3 To some extent the position had eased with the passage 

of time. The courts had granted orders permitting various
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Ntsganis access to the material affecting them to assist in 

civil actions against various newspapers. In some cases, 

individyais had exercised their right of subject access 

under the DPA.

.4 Whiie I stiH resisted the suggestion that I shouid make 

avaiiabie for publication by the Select Committee the 

names o f the 305 journaiists, in August 2009 I fa c M a te a  

a visit to my office in Wiim:slow by the Gomimlttee Chair 

John Whittingdaie HP to view the rnateniai. In their report 

in 2010 (Report HC362«il,, D ocym eot t ,  Page 2) the 

Committee published an exchange of ietters with the ICO 

on the subject of making more Hotorman information 

avaiiabie, I also set out my reasons for not qoinq further 

Jn a letter to one of the Committee members who was 

particuiarly pressing me to publish more information from 

the files (Docym ent 2)<

n n Nevertheiess, in my evidence to the Seiect Committee on 

2 September 2009 I expressed surprise that I had not 

been approached for further information by the 

newspaper groups themselves, I made an expiidt and 

public offer to the newspapers to come and inspect the 

Motorman evidence relevant to their tities, 1 refer the 

Inquiry to the transcript of evidence at Ey345 Q1807 

(D ocym o iit 1, Page  6) and Ev353, Q1851 ( B o c u m e n t  

ij. Page 14). I believe I made the sartie point from the 

platform at the Society of Editors conference at Stansted 

rn Movember 2009 although I have not retained my notes

S ! Umm. occasion.
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2,6 Despite this offer, I was not contacted by any newspaper 

group seeking access to the Motonnan rTiatenal until 

February 2011, instead, there was a strong and 

sustained campaign by the print media against any 

suggestion of tougher penalties for section 55 breaches. 

Very little interest if any was expressed by the newspaper 

groups as to the contents of the Motorman flies 

themselves until the announcement of the Leveson 

Inquiry,

Since July 2009, my office has been contacted by the 

legal representatives of a num ber of Individuals who were 

looking to bring actions against newspapers for breaches 

of privacy. Information was provided where a court order 

had been granted or where Individuals made a valid 

subject access request under the DPA,

2.8 On 9 February 2011 Jan Clements and Stephen Pritchard 

of the Guardian Media Group attended my office and 

examined the records associated with the Guardian Media 

Group of newspapers Including The Observer. They were 

provided with copies of documents relating to their 

publications and redacted copies of Information from the 

ledgers. The comparatively low vGlume of information 

irwolving the Guardian titles meant that less time 

consuming redaction was needed. Mr Pritchard 

subsequently wrote an artide about the group's 

relationship with private Investigators.

2.9 I believe that the ICO has consistently applied section 59 

of the DPA in making available relevant material to those 

with hawful authorltyh either as a result of a court: order
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or m response to a subject access request or, latterly, 

foHowmg the logic of the court orders that had been 

made at an earlier staoe.

3.1 My attention has been drawn to the evidence of Ms Liz 

Hartley from  Associated Newspapers Limited C A H V ') .  I 

should like to put in context the less than satisfactory 

experience she described to the Inquiry.

3.2 Poliowing the announcement of the Leveson Inquiry, my 

office was contacted by Bob Satchwell, the Director of the 

Society of Editors, requesting a meeting when I was next 

in London. Mr Satchwell was keen that I should meet with 

the Society's President Robin Esser. I  agreed to meet the 

two of them  over lunch on 27  July. The conversation was 

malniy about the future of press seif-regylation. This 

foHowed my contrifautton to the BBC Radio 4 PH 

programme's Privacy Commission on 2:2 July during which 

I had drawn on my experience as Director-General of the 

Advertising Standards Authority.

a. J 'ards the end of lunch I was asked by Hr Esser, who is 

also a senior editorial executive of ANL, whether I woiiid 

aiiow his editors to view the Motorman material which 

was now likely to be of interest to the Inquiry. I explained 

that access to the Hotorman Files had been granted to 

those with 'lawful authority' and mentioned several 

Instances of materiai being made available In connection 

with court proceedings and following court orders. I also 

mentioned that representatives of The Observer 

newspaper bad visited the ICO in Wllmslow sn F'ebruary to 

view Hotorman material reiating to their journalists.
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FoHowing the funch. Nr Satchwell asked me to confirm 

that my offer was not confmed to any one group. This I 

was happy to do by email on 28 July.

3.4 Thes'O followed contact by Charles Garside, Assistant

Editor of the Daily Nalh seeking access to the Notorman 

records which related to ANL titles. It was agreed that 

ANL should have access to the information which the ICO 

had attributed to ANL titles in the W hat P rice  P f iv a cy ?  and 

W h a t Price  P r iva cy  N ow ?  reports, This was apparently to 

enable them to determ ine what information had aliegedly 

been provided to ANL by V/hittamors, to which Journalists 

the information was attributed; and any other information 

which might assist In an Internal Investigation.

The Inquiry has already heard that Mr Whlttamore 

recorded orders from journalists in four ledgers with 

different coloured bindings. Associated Newspapers 

business was recorded alongside orders from their rivals 

Express Newspapers In, flrsC a green ledger and; next,, a 

yellow ledger. These two ledgers also contained records 

of orders from various tiles described as ^otherh lit follows 

that there could be no question of simply handing over 

the ledgers to the man from the Nasii. The ledgers 

contained much personal Information that was not 

relevant to ANL titles and so not necessary or appropriate  

for the visitors to see.

3.6 An additional complication arose from the somewhat 

incomplete and Inconsistent nature of the spreadsheets 

that the ICO had created to make sense of the material 

that had been recovered from Steve Whlttarnore, The
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spreadsheets were prepared as a working tooL They aiid 

the navigation and anaiysis of the recovered materiar. But 

they cannot replace the eviidence of the ledgers 

themselves.

3.7 Uke a reporter's notebook, the ledgers no clouht made 

perfect sense to the man vv’ho made the entries, But the 

entries in the ledger are often ambiguous and It Is clear 

that in attempting to transcribe the ledgers on to the 

spreadsheets some nil stakes were made. I believe this 

may explain some of the discrepandes mentioned In Me 

Hartley's evidence. I do not berieve It changes the broad 

thrust of the challenge to the newspaper business and to 

public policy posed by the activities highlighted in the 

Information Commissioner's reports of more than five 

years ago.

3 .8  In the almost two years since I made my offer to the 

newspapers, the ICO has moved on. Our Investigations 

team has been engaged in many other projects and 

priorities, Including, I may add, the Investigation and 

prosecution of section 55 breaches that in no way 

involved the press. Perhaps it was not surprising that the 

sudden interest of the Mail titles in the Motorman 

materiais caught the office som:ewhat unprepared and the 

visit to Wiimsiow on 17 August, In the middle of the 

summer holiday period, did not go well. Subsequent visits 

have been handled by our Internal Cornpilance team and 

I am not aware that there have been problems.

3.9 I have made enquiries of my staff to establish

happened when AML representatives visited the ICO. The
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fotk)wirig ?s my understanding of what occurred.

3.10 Just pnor to the visit to WHmsIow, our iinvestiaators were 

informed that Mr Garside would not be attending himself, 

but that other representatives of ANL would be taking his 

place. Those representatives were Ted Verity, the Depyty 

Editor of The Mali on Sunday, John Weiiington, the 

Managing Editor of the Mail on Sunday, and JuHan DarraH 

and Edward Young, solicitors with AML, it  had been made 

clear to Mr Garside that a copy of the information 

relevant to Associated titles could be made available and 

the same assurance was given to the ANL 

reoresentatives.

3,11 On the day, however, the ANL team insisted that they 

wanted best evidence and this meant that they expected 

to be able to have copies of ali documents and reievant 

pages of the yellow and green ledgers, It was explained 

that we were not going to provide this as It would take a 

disproportionate amount of time to redact the ledgers 

and the Information would be contained in the electronic 

database which was to be provided to them.

3,12 It is unfortunate that the inform:ation provided on the fimt 

disc was not an accurate record of the Information In the 

books as it did not contain all the Information linked to 

AML, la m  satisfied, however, that AIML were 

subsequently provided with all the Information to which 

they were entitled.

3,13 I accept that the operation on the day did not run as 

smoothly as It should have done, I was not, however.

MODI 00055594



For Distribution to CPs

aware of any dissatisfaction on the part of ANL untii I 

read Ms Hartley's witness statemerit>

.1 Around the same time as the AH L  visit or subsequently 

the ICO was approached by a number of other media 

organisations seeking access to the Motorman material as 

follows.

4 0  My office was contacted on 27 July 2011 by Philip

AbramS; Editorial Complaints Director at BBC, following

the announcement of the Leveson Inquiry. He 

Identified potentially relevant Information which bad 

originated from one of the ledgers (the yellow book) 

published on the 'What Do They Know' website. He made 

further enquiries relating to this over the telephone and 

by email and we later provided him with the additional 

Information he requiradv A later conversation related to 

production companies the BBC may have used at the 

time of Operation Motorman. My office provided further 

Information to assist the Internai Investigation., An official 

in my office had further telephone conversations relating 

to the confidentiality of the information we provided.

4.3 On 12 August 2011/ Nicole Patterson, Head of Legal at

Express iMewspapers wrote to my office requesting access 

to the underlying data from the W hat P rice  P r iva cy  N ow ?  

report relating their group. I replied by letter on 18 

August 2011 inviting her or her representatives to visit 

rny office. Following subsequent email correspondence It 

was agreed that a copy of the information held 

electronically could be provided. This was provided under 

instruction from Nicole Patterson to Anthony Field of

10:
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Rosenblatt Solrcltors'on encrypted disc on 2/ October

2 0 1 L

4.4 On 19 August 2011, Tina Savy-Davies, legal counsel on 

behalf of Bauer Media, contacted my office regarding 

references to C lo se r  magazine in the 14/bat P rice  P r iva cy  

Now ?  report. We subsequently provided the limited 

amount of data Identified in encrypted electronic form on 

must 2011.

4.5 On 28 October 2011, my office received a letter from 

Harriet Ellis of Llnklaters LLP requesting access to the 

Motorman evidence relating to Times Newspapers Limited 

and News Group Newspapers Limited. Simon Toms, 

Interim Director of Legal Affairs at News International 

confirmed their authDrity to act on their behalf. My 

officials extracted relevant information from the 

Operation Motorman spreadsheets and supplied these to 

them on an encrypted disc on 10 Novernber 2011. 

Answers to follow up questions and further Information 

were supplied in encrypted form to Karen Zieger of 

Unldaters through to 28 November 2011.

4<6 The ICO has also been cooperating with the several police 

operations arising from the phone hacking scandal.

My office has been meeting with and providing 

information to the Metropolitan Police (''MPS'h to assist 

them in their Operations Weetlng, Tuleta and Elveden 

other specific enquiries arising from approaches to the 

MRS by Individuals who believe their rights may have 

been Infringed by the activities of newspapers or their
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agents. This contact Is being coordinated by our Internal 

Compliance team.

4.8 There has also been significant contact with Strathclyde 

Police since July 2011 In connection with separate poNce 

investigations involving Scottish residents who may have 

featured In the Hotorman files.

4,9 Addn.onallvh we were approached by HN Inspector of 

Constabulary ("HHICd who were considering the 

relationship between the police and the media. Mike 

Edgieyv Chief Superintendent: HMIC Wakefield, and Andy 

Lang of HMIC attended my office on 17 August 2011 to 

be briefed on Operation Motorman and the W h a t P rice  

P r iv a cy ?  and W hat P r ice  P riv a c y  N ow ?  reports by my 

staff. No specific Information from: the Motorman files was 

requested.

4.10 Finally^ the Hotorman fries have been of Interest to the 

broadcast regulator where certain new'spaper’ groups 

have significant television interests. On 19 July 2011, my 

office received a letter from GFCOH seeking information 

from the iMotorman files that might be relevant to their 

work. The information was provided on 22 August 2011.

T h e  c o n te n ts  o f th is  s ta te m e n t a re  t ru e  to  th e  b e s t o f  m y  

k rto w le d g e  a n d  b e lie f

S ign ed ;

D a te d ; W W  I I I I
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