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Metropolitan Police Authority

Co-ordination and Policing Committee- 7  December 2006

INVESTIGATION INTO ALLEGED DISCLOSURE OF CONFIDENTIAL
INFORMATION

Report by the Chief Executive

Summary
This report informs Members of the outcome and recommendations of an 
internal investigation into an alleged unauthorised disclosure of confidential 
information. It proposes a Policy Statement and Standard Operating 
Procedures for confidential briefings held in future.

A. RECOMMENDATIONS - That

1. the recommendations of the Investigation as set out in Appendix 1 
be approved and adopted; and

2. the Policy and Standard Operating Procedures at Appendix 2 be 
approved and adopted

B. SUPPORTING INFORMATION

1. Following a confidential briefing for Members given by ACSO on 9 
June 2006, events occurred which suggested there might have been 
an unauthorised disclosure of confidential information imparted at that 
briefing. The Deputy Chief Executive, after consulting the Chief 
Executive, commissioned the Director of Internal Audit to carry out an 
investigation to establish if possible the source of the disclosure and 
any lessons to be learned for future MPA practice.

2. The investigation concluded that on the balance of probabilities it was 
unlikely that there had been an unauthorised disclosure of confidential 
information as a result of the confidential briefing.'The investigation 
report identified a number of lessons to be learned to address 
weaknesses, and potential vulnerabilities, in MPA processes and 
practices.

3. A copy of the Investigation Report is at exempt Appendix 1.
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4. The Deputy Chief Executive appointed William Taylor, formerly Chief 
inspector of Constabulary in Scotiand to advise and support the 
investigation. He has reported his satisfaction with the organisation and 
conduct of the investigation, and that he concurs with the conciusions 
and recommendations. He considers that impiementation of the 
recommendations wiil be a vehicie to secure a “step change 
improvement” in the current handiing of confidentiai briefings and to 
increase confidence in the coiiaborative working between the MPA and 
MPS.

5. The draft Poiicy Statement and Standard Operating Procedures at 
Appendix 2 are presented for approval, in order to secure compliance 
with the recommendations as they relate to confidential briefings.

6. The Investigation Report makes other recommendations relating to 
security clearances, after care and information handling by MPA staff. 
Those recommendations are being acted on, and do riot require any 
decision by members.

C. RACE AND EQUALITY IMPACT

There are no direct implications for equality or diversity.

D. FINANCIAL IMPLICATIONS

The external support of the ir)vestigation cost approximately £5000 which has 
been met within existing budgets/

Report author: David Riddle
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Appendix 2
METROPOLITAN POLICE AUTHORITY 

POLICY AND STANDARD OPERATING PROCEDURE FOR 
CONFIDENTIAL BRIEFINGS

From time to time MPA members and officers are briefed on particuiar 
issues or events. These briefings are informai in that oral briefings are 
held in private and are not subject to the Access to Information 
requirements applied to formal committee meetings. Similarly, written 
briefings are not committee reports, although unless they are exempt 
under the Freedom of Information Act, they are published on the MPA’s 
website.

Some of these briefings are about confidential matters, such as the 
progress of police investigations or court cases involving the MPS or MPA.

Members and officers present at such briefing meetings will respect the 
confidentiality of such briefings and will not disclose the content of any oral 
or written briefing to any person who was not present at the briefing 
meeting or supplied with the briefing note by its author.

In case of confidential written briefings circulated to all or some Members 
or staff, members and officers have the same obligations as with exempt 
committee reports to respect the confidentiality of the information 
contained in them.

This policy will be treated as an addendum to the Members Code of 
Conduct and as part of the Authority’s misconduct procedures for staff.

Standard Operating Procedures will be prepared by the Chief Executive 
from time to time to govern the organisation of confidential briefing 
meetings.

The statutory Members’ Code of Conduct states that a member “must not 
disclose information given to him in confidence by anyone, or information 
acquired which he believes is of a confidential nature, without the consent 
of a person authorised to give it, or unless he is required by law to do so.” 
There is a range of penalties available for breaches of the Code of 
Conduct, from warnings to suspension or disqualification.

If a member of staff breaks confidentiality this may be dealt with under the 
Authority’s disciplinary process. The potential outcomes where a member 
of staff has been found to have knowingly disclosed confidential 
information to a third party range from a warning to dismissal.

If information is covered by the Official Secrets Act a breach may result in 
criminal proceedings.
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METROPOLITAN POLICE AUTHORITY
STANDARD OPERATING PROCEDURES FOR CONFIDENTIAL 
ORAL BRIEFINGS

1 This SOP sets out:

■ the arrangements to be followed in setting up a confidential 
briefing

■ how the briefing should be conducted •
■ what should and should not happen afterwards

Arrangem ents for a confidential briefing

2 The person who is presenting the briefing should:

■ ensure that the content of the briefing is suitable for the 
audience (i.e. if all MPA members have been invited the 
audience will be largely CTC cleared and information requiring a 
higher security clearance should not be imparted)

■ provide to the MPA Chief Executive or Deputy Chief Executive 
a short outline of what the briefing will cover

■ ensure that the material to be disclosed in the briefing is 
structured and scripted in advance. In particular there must be 
clarity about what parts of the presentation are already in the 
public domain and what parts are sensitive and confidential

3 The MPA Chief Executive or Deputy Chief Executive will decide on the 
invitation list. Generally:

■ all members will be invited

■ GLA staff working for Assembly Members will not be permitted 
to attend, even when the Assembly Member is unable to be 
present

■ MPA staff attendance will be limited to those who have a direct 
work-related need to be informed as decided by the Chief 
Executive or Deputy.

4 The MPA Chief Executive or Deputy will task an MPA officer to arrange 
the briefing. Generally this will be the Head of Committee Services.

5 The Chief Executive or Deputy Chief Executive will also decide, after 
consultation with the person providing the briefing, whether a note of the 
briefing should be taken and will ask the Head of Committee Services to 
arrange for this to be done.

6 The member of MPA staff tasked to arranging the briefing will:
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Inv ite  on ly  th o se  m em bers  and o ffice rs  agreed by the  C h ie f 
E xecu tive  o r  D epu ty  C h ie f E xecu tive

In th e  inv ita tion , ou tline  the  pu rpose  o f the  brie fing  (as provided 
by the  p resen te r), em phas ise  th a t it is con fiden tia l and rem ind 
in v itees  o f th e ir  respons ib ilitie s  to  m a in ta in  th is  con fiden tia lity . 
T h e  fo llow ing  fo rm  o f w o rds  w ill be inc luded in a ll such  
inv ita tions :

“This briefing wiii contain confidentiai information. You m ust not 
communicate or discuss this information with anyone who was  
not a t the briefing. To do so m ay be, for members, a breach o f 
the Code o f Conduct and, for staff, a breach o f your contract o f 
em ployment, resulting in disciplinary action.”

A rra n g e  to  hold the  brie fing in a su itab le  venue  pa rticu la rly  
tak ing  a ccou n t o f secu rity  issues

At the briefing

7 T he  person a rrang ing  th e  b rie fing  w ill check  th a t the  room  can be m ade as 
secure  as poss ib le . B rie fings  a re  usua lly  held in M eeting R oom  1 a t D ean 
F arra r S tree t. If so, and if the  p.a. sys tem  is to be used, s /he  m ust m ake 
su re  that:

■ T he  induction  loop is tu rned  o ff
■ T he  speakers  in m eeting room  2 are tu rned  o ff
■ T h e  ‘live fe e d ’ in room  1 is tu rn ed  o ff
■ T he  doors be tw een room s 1 and 2 are closed

8 A t the  s ta rt o f the  brie fing , the  C h a ir w ill:

■ R em ind  those  p resen t tha t the  b rie fing  is con fiden tia l and o f th e ir  
o b lig a tions  to  respect tha t confiden tia lity .

■ E xp la in  the  reasons w hy the  brie fing is confidentia l.
■ S ta te  w h e th e r o r no t a note is being taken fo r M PA record 

pu rposes.
■ A sk  all those  presen t:

To tu rn  o ff m obile  phones and B lackberries fo r the  
du ra tion  o f the  briefing
N ot to  take  any  notes o f the  brie fing o r record all o r pa rt 
o f the  brie fing  on any o th e r record ing m edia.
If any w ritten  m ateria l is tab led  at the  briefing, to re tu rn  it 
at the  end o f the  briefing

o

o

9 T he  genera l assum ption  is tha t anyth ing said at the  briefing is con fiden tia l 
and the re fo re  not to be d iscussed w ith  o thers. However, som e o f the  
areas covered m a y  already be in the  pub lic  dom ain , via press reports  etc. 
F o r the  avo idance  o f doubt, the  person p resen ting  the brie fing w ill, in the
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course  o f th e  brie fing , spec ifica lly  id en tify  p ieces  o f in fo rm a tion  th a t are 
pa rticu la rly  sens itive  and m ust rem ain  con fiden tia l.

After the briefing

10 T he  overrid ing  p rinc ip le  is th a t nobody  w h o  a tte nds  a con fiden tia l b rie fing  
shou ld  m ake its con ten t o r  th e  consequen tia l d iscuss io n  know n to  a n yb ody  
e lse. T he re fo re  som eon e  a ttend ing  such  a b rie fing  can on ly  d iscu ss  it w ith  
som ebody e lse  w ho  w a s  a lso  there .

11 M PA m em bers  m ay be asked  to  g ive m ed ia  in te rv ie w s  e ith e r a b o u t the  
brie fing o r  the  m a tte r tha t w a s  the  sub jec t o f  the  b rie fing . A  M em b er sha ll 
no t re fe r to th e  con ten t o f the  brie fing . W he re  th e  b rie fing  w a s  a b o u t an  
ongo ing  issue  such  as the  te rro rism  th re a t, a m e m b e r m ay be unce rta in  
abou t w ha t is o r  is no t con fiden tia l. T h e  gu id ing  p rinc ip le  is th a t if  a 
m em ber is to ld  som eth ing  a t a b rie fing  they  m ust not d isc lose  it o r 
com m en t upon it even  if  they  be lieve  th a t it m ay  have been a lre a d y  
d isc losed  e lsew here .

12 If  in doubt, a m em ber, o r  a m em b e r o f s ta ff, shou ld  d iscuss a n y  conce rns  
o r  unce rta in ties  w ith  th e  D epu ty  C h ie f Execu tive , as M on ito ring  O ffice r 
be fo re  do ing anyth ing  th a t m igh t pu t them  in b reach  o f th e ir ob liga tions.

13 M em bers a re  asked  to  in fo rm  the  M PA C o m m un ica tions  U n it in a d va nce  
o f  any m ed ia  in te rv iew s th e y  in tend to  g ive  w h ich  m ay touch  on 
con fiden tia l o r sens itive  issues.

14 M PA s ta ff and m em bers  m ust m ake su re  th a t th e y  do noth ing  to 
com prom ise  the  con fid en tia lity  o f in fo rm ation  th e y  rece ive  a t such  
brie fings. To do so m ay, fo r  ins tance, m ay p lace  po lice  inves tiga tions  o r 
personne l in je o p a rd y  as w e ll as lead ing to  re luc tance  on the  pa rt o f the  
M PS to  share  sens itive  in fo rm ation  w ith  the  M PA.

15 If m em bers o r  s ta ff have a ny  questions o r unce rta in ty  abou t th is  p rocedu re  
th e y  shou ld  con tac t the  D eputy  C h ie f E xecu tive  and S o lic ito r to the  
A u tho rity  fo r  advice.
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SUMMARY REPORT

T he  C ircum stances

M em bers  and a lim ited num be r o f o ffice rs  o f th e  A u th o rity  w ere  inv ited  to  an 
in fo rm a l brie fing  a fte r the  C oord ina tion  and P o lic ing  m ee ting  on 9th  June  
abo u t the  po lice ope ra tion  in F o rest G ate  th a t had taken  p lace e igh t days 
earlier. A ss is ta n t C o m m iss ione r A n d re w  H aym an p rov ided  the m ain pa rt o f 
the  b rie fing  and the  D eputy  C om m iss ioner, Pau l S tephenson , w ho dea lt w ith  
com m un ity  im pac t issues, supported  him .

A  jo u rn a lis t w ith  the  S unday  T e leg raph  con tac ted  the  M etropo litan  P o lice 
P ress B ureau enqu iries  on the  m orn ing  o f S a tu rd a y  10th June. A cco rd ing  to  
the  P ress O ffice r w ith  respons ib ility  fo r  S p ec ia lis t O pera tions, the  jo u rn a lis t 
w a s  aw are  tha t the  in form al b rie fing  had taken  p lace  and asked he r two 
spec ific  questions. The  ques tions  w e re  in te rp re ted  as re la ting to  the 
con fiden tia l m ateria l provided a t the  brie fing.

T he  Investiga tion

P e te r T ickner, D irec to r o f In te rna l A u d it (D IA), w a s  com m iss ioned by the  
D epu ty  C h ie f Executive and M on ito ring  O ffice r o f the  A u tho rity  to investiga te  
the  c ircum stances  surround ing the  a lleged d isc losu re , es tab lish ing  if poss ib le  
source  o f the  d isc losu re  and, add itiona lly , any  lessons to  be learned fo r  fu tu re  
con fiden tia l brie fings. The investiga tion  w as conducted  by P e te r T ickn e r and 
Ken G ort (A ud it head o f investiga tions), ass is ted  and supported  by G raham  
W a lk e r (S en io r F o rens ic  A ud ito r) and Irene L loyd (D IA  S ta ff O fficer).

E veryone p resen t a t the  brie fing on 9 June w a s  con tacted  and in terv iew ed 
abo u t the  brie fing  and th e ir ac tions during and a fte r it, up to the tim e  w hen the  
M PS P ress O ffice  w as contacted by a S u nday  T e leg raph  journa lis t. The  
na tiona l p ress  coverage o f the  F ores t G ate even ts  from  and Including 
S a tu rday  3 June th rough to M onday 12 June has been exam ined.

T he  investiga to rs  are gra te fu l to the  m em bers o f the  A u tho rity  and the  o ffice rs  
o f the  M PS and the  M PA w ho w ere  p resen t a t o r  connected w ith the brie fing 
on 9 June 2006 fo r the ir coopera tion  and ass is tance  w ith  o u r inquiry.

O vera ll C onclus ion

On the balance of probabilities it is concluded that it is unlikely that 
there was an unauthorised disclosure to the Sunday Telegraph of 
confidential information as a result of the informal briefing to members 
on 9th June.

Page 3 of 17
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Lessons  to  be Learned

T h e re  are a num be r o f lessons to be learned from  the  seq u e n ce  o f even ts  th a t 
led to  th is  inquiry.

• In dea ling  w ith  the  m edia , pa rticu la rly  abou t h igh -p ro file  o r sens itive  
issues, it is im portan t con tac t is routed th rough  au tho rised  M P A  o r M P S  
press o ffice  s ta ff in accordance  w ith  existing  po lic ies .

• A lso tha t adequate  records are kept o f contacts . Had th e y  been kept 
in th is  ins tance  it w ou ld  have been a s im p le  m a tte r to  dec ide  w h e th e r 
there  had been an unau tho rised  d isc losu re  and w h e th e r the re  had 
been any  breach o f the  o ffic ia l secre ts  act.

• There  is a c le a r need to have  an adequa te  and e ffec tive  po licy  in p lace 
tha t has been com m un ica ted  to  all m em bers, o ffice rs  and s ta ff w ho  a re  
like ly to  be  involved o r w ho  becom e invo lved in co n fid en tia l b rie fings.

• It is pa rticu la rly  im portan t th a t a ttendees are aw are , p rio r to  the  b rie fing  
being g iven , o f the  nature  o f the  con fiden tia l issue  and ob lig a tions  
placed on them  to  m a in ta in  con fiden tia lity  o f  the  in fo rm a tion  p rov ided .

• C on fiden tia l b rie fings  shou ld  on ly  be g iven in room s tha t have been 
su itab ly  phys ica lly  and e lec tron ica lly  secured .

• O n ly  th o se  tha t ‘need to  know ’ shou ld  be p resen t a t a con fiden tia l 
brie fing.

• C on fiden tia l b rie fings  m ust be  app ropria te ly  sc rip ted  ,s tructured and an 
appropria te  record m ain ta ined.

• W hen M P A  s ta ff are  c leared to  a h igher level fo r  the  pu rposes  o f 
rece iv ing o r hearing  abou t sens itive  m ate ria l then  both th e y  and any 
appropria te  line m anager need a c le a r unders tand ing  o f w h a t th is  
m eans and w ha t is involved In afte rcare.

• A ppropria te  sys tem s need to  be put in p lace fo r  the  m on ito ring  and 
a fte rcare  o f security -c lea red  staff.
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1. INVESTIGATION REPORT

In troduction

1.1 T h is  in ves tiga tion  w as com m iss ioned  by  the  D eputy  C h ie f Executive  o f 
the  M PA, he is a lso  the  A u th o rity ’s m on ito ring  o fficer. The D eputy  
C h ie f E xecu tive  de te rm ined  the  scope  and te rm s o f re fe rence fo r  the 
investiga tion  and these  a re  se t ou t in A p pend ix  1 to  th is  report.

1.2 The D ire c to r o f In te rna l A u d it w as appo in ted  to conduc t the  
investiga tion  toge the r w ith  the  A ss is ta n t D irec to r o f In terna l A u d it 
(F o rens ic ). T h e  investiga tion  com m enced  on 18 Ju ly  2006.

1.3 Exte rna l ove rs igh t o f th is inves tiga tion  has  been provided by M r W illiam  
T a y lo r C B E  Q PM . M r T a y lo r held the  posts  o f H M C IC  Sco tland and 
C o m m iss ione r o f the  C ity  o f London Po lice , and ea rlie r in his ca ree r 
held the  pos t o f  A ss is ta n t C o m m iss io n e r S p ec ia lis t O pera tions (A C S O ), 
the  post cu rren tly  held by M r A n d re w  H aym an CBE.

M ethodo logy

1.4 It w as identified  tha t th is  investiga tion  had m any potentia l sou rces  fo r 
the  a lleged  unauthorised d isc losu re  and  adopted  an in form al 
d iscuss ion  sty le  o f fac t-find ing , exc lus ive ly  w ith  the  a ttendees a t the 
brie fing. N ew spaper reports  fo r the  period  covered by the  
investiga tion  have been rev iew ed fo r app rop ria te  com m ent and the  
find ings  incorpora ted  into th e  report.

On the  basis o f the  find ings  o f these  s tages  it w as not considered 
app rop ria te  o r p roportiona te  to ex tend  the  investiga tion  further. 
H ow ever, due  to the  im portance  o f som e  issues an early em erg ing  
find ings  note  w as passed to  the  D epu ty  C h ie f Executive suggesting  
action  in re la tion  to any upcom ing  con fiden tia l o r sensitive  briefings.

In te rv iew s

1.5 In the  course  o f th is investiga tion , in te rv iew s have been conducted w ith  
10 M PA M em bers, 5 M PA officers, 4 se n io r po lice o fficers and 1 po lice  
staff. Fo r the  reasons se t ou t la te r in th is  report in paragraph 1.29 it 
w as no t cons idered  necessary  to in te rv ie w  the  jo u rn a lis t w ho m ade the  
te lephone  call tha t lead to th is  in vestiga tion  being com m enced.

T ech n ica l S e cu rity  Inspection

1.6 A  te chn ica l security  inspection  o f M PA m eeting room s 1 and 2 w as 
conducted  by the  M PS O pera tiona l T echn ica l Support Unit (O TS U ) on 
28 June 2006. In o rde r to ge t th is inspection  conducted as c lose as 
poss ib le  to  the  even t tha t in itia ted  th is  m a tte r it w as undertaken prio r to
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the  te rm s  o f re fe rence  fo r  the  inves tiga tion  be ing ag reed . T he  find ings  
o f th is  inspection  are se t ou t in a repo rt p repa red  by O TS U  da ted  29 
June 2006 . T h e  inspec tion  repo rt is no t enc losed  in these  pape rs  bu t 
it is ava ilab le  from  the  inves tiga to rs  if  requ ired . In brie f, the  report 
iden tified  a num be r o f risks and w e aknesse s  in us ing  m eeting  room  1 
and its e q u ipm en t fo r  a co n fid en tia l b rie fing .

T e leph one  C a ll from  Jo u rn a lis t to M P S  P ress B u reau

1.7 A t app ro x im a te ly  1030 hou rs  on S a tu rday  10 June  2006 a te lep hone  
call w a s  rece ived  by the  M PS Press B u reau  fro m  a jo u rn a lis t w o rk ing  
fo r the  S u nday  T e leg raph  new spaper. T he  m a tte r w as passed  to  the 
M PS p ress o ffice r w ith  re spon s ib ility  fo r  the  M P S  S p ec ia lis t O pera tions 
D irec to ra te  w ho  w a s  on-ca ll.

1.8 The M PS press o ffice r has been in te rv iew ed  as pa rt o f th is  
investiga tion . T h e  M PS p ress  o ffice r rang the  jo u rn a lis t b a ck  and 
spoke  to  him . T he  jo u rn a lis t sa id  th a t he knew  the re  had been a 
con fiden tia l b rie fing  fo r M PA m em bers  the  p rev io us  d ay  and asked tw o 
questions. T h e  p ress o ffice r reca lls  th a t the  firs t question  re la ted to 
the  poss ib le  rem ova l o f th e  bom b from  the  F ores t G ate  p rem ises  tw o o r 
th ree  w e e ks  p rio r to  the  po lice  ope ra tion  on  2  June . The  second  
question  re la ted to  the  tim ing  o f w hen  th e  in te lligence  re la ting  to  the 
dev ice  w a s  rece ived  by th e  po lice .

1.9 The  M P S  press o ffice r in fo rm ed the  jo u rn a lis t th a t the  m a tte r w a s  a live 
investiga tion ; w ith  enqu irie s  con tinu ing : in te lligence  w a s  con tinu ing  to  
be deve loped  and to  run a ny  s to ry  o f th is  type  cou ld  im pact on the  
ope ra tion  w ith  th e  obv ious  conse quen ces  th a t cou ld  fo llow . T h e  M PS 
press o ffice r says  she  d id  no t con firm  o r d e n y  the  in fo rm ation . The 
jo u rn a lis t’s response  w a s  th a t it w ou ld  take  a ca ll from  a m ore  sen io r 
o fficer, poss ib ly  even the  C om m iss ioner, to  exp la in  w h y  th e  s to ry  
sh ou ldn ’t run. T he  ca ll w a s  ended w ith  the  p ress  o ffice r go ing  to 
consu lt the  M PS and the  jo u rn a lis t to spea k  to  his ed ito r. T h e y  agreed 
to spea k  la te r in th e  day.

1.10 The M PS press o ffice r spoke  to both A C S O  and the  D ire c to r o f Public 
A ffa irs . In a te lep hone  conve rsa tion  w ith  A C S O  it w as agreed  tha t she  
w ou ld  spea k  w ith  the  jo u rn a lis t and s tren g th en  w h a t she had said 
earlier, pa rticu la rly  em phas is ing  the  im pact on  the  live investiga tion .
The M PS press o ffice r te lephoned  the  jo u rn a lis t back and resta ted the  
M PS pos ition  and asked him  not to pub lish . T he  jo u rn a lis t sa id his 
new spaper w as consu lting  its law yers o ve r th e  s to ry  because  o f 
poss ib le  de fam a tion  as the  ind iv idua ls  conce rned  had not been 
charged . The call ended on th is  pos ition . T h e  M PS press o ffice r w as 
te lephoned  la te r by the  jo u rn a lis t to say th a t th e  s to ry  w as not go ing  to  
be pub lished . T he  n ew spap e r w as go ing  to run ano the r s to ry  instead.
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1.11 The M PS press o ffice r adv ised  A C S O  and the  D irec to r o f P ub lic  A ffa irs  
and, la te r in the  day, the  on -ca ll press o ffice r in the  M P A  o f the  con tact 
from  the jo u rna lis t. T he  M P A  C h ie f Execu tive  reca lls  th a t the re  w as 
also d irec t con tac t be tw een o thers  w h ils t the  p ress  o ffice r w as dea ling  
w ith  the  jo u rn a lis t eg A C S O  and the  M P A  C h ie f Executive.

1.12 The con tac t w ith  the  M PS press o ffice r w as m ade w h ils t she  w a s  on- 
call bu t no t in th e  office. No record w as m ade o f the  contact.

1.13 The S u nday  T e leg raph  pub lished  th ree  a rtic les conce rn ing  F ores t G ate  
on S u nday  11 June . T he  jo u rn a lis t w ho  con tacted  the  M PS press 
o ffice r the  p rev ious day  w a s  the  co -au tho r o f tw o  o f the  a rtic les. The  
o the r a rtic le  w a s  a fea tu re  au thored by Ian D uncan-S m ith . N one o f the  
a rtic les con ta in  any  m ate ria l re lated to  the  tw o questions asked o f the  
M PS p ress o ffice r no r m en tion  the  M PA briefing.

T he  Brie fing on 9 June 2006

1.14 The b rie fing  fo r M P A  M em bers on the  even ts  o f Forest G ate  w as 
arranged a t short no tice  by  the  M PA C om m ittee  S e rv ices and M em bers 
L ia ison S e rv ices  un it (C LA M S ). It w as to fo llow -on  from  a p re 
arranged routine  m eeting  o f the  M PA C o-ord ina tion  and Po lic ing 
C om m ittee  (C oP ) and w a s  held in m eeting room  1. The  e -m a ils  sen t 
to M em bers by  C LAM S and the C h ie f E xecutive  encourag ing  them  to 
attend re ferred to  the  b rie fing  be ing in form al.

1.15 A  short b reak o f five  to  ten  m inutes w as taken a fte r the  C oP m eeting 
and befo re  the  brie fing s tarted . A ttendees be lieve the  m eeting 
com m enced in the  period 1210 hours to  1230 hours. T he  on ly  
(partia l) note o f the  m eeting located in th is  investiga tion  records the 
brie fing as starting at 1230 hours. A t the  s ta rt o f the  m eeting the  need 
fo r the  p resence  o f som e M PA s ta ff w a s  questioned  and a t leas t one, 
an M PA press o ffice r le ft the  m eeting room . T he  M PS press o ffice r 
referred to ea rlie r in th is  report rem ained.

1.16 A ttendees gene ra lly  reca ll the  brie fing lasting abou t one hou r o r  s ligh tly  
longer, a lthough one reca lls  it lasting up to one and a ha lf hours and 
one m em ber though t abou t fifty  m inutes. An a ttendee w ith  a c le a r 
reco llection  o f the event, an M PA officer, be lieves it lasted up to  one 
and ha lf hours.

1 .17 A ttendees gene ra lly  reca ll a s im ila r fo rm a t fo r th e  brie fing. The  
briefing w as in troduced b rie fly  by the C h a ir o f the  M PA and then 
s tra igh t in to a deta iled  brie fing  by AC S O . The D eputy  C om m iss ioner 
then ta lked  about the  ac tions to  engage w ith  the  com m un ity  at Forest 
G ate and a question  and answ er session  fo llow ed. O ne a ttendee 
recalls A C S O  speaking fo r  app rox im ate ly  th irty  m inutes, the  D eputy 
C om m iss ioner fo r about ten m inutes and each m em ber asking a t least 
one question  (be ing  g rouped toge the r in ba tches o f tw o o r th ree

Page 7 of 17

MOD200012931



For Distribution to CPs

questions to be answered). On this basis it is unlikely that the briefing 
finished before 1330 hours. ACSO agrees that the briefing overran _ 
and made him late for his next appointment with the Crime Reporters 
Association (CRA) -  see paragraph 1.27.

1.18 Every attendee recalled some form of reference towards the start of the 
briefing as to the confidential nature of the briefing and there is general 
agreement this was given by the MPA chair. No attendee is in any 
doubt that the briefing was confidential, although it has been raised by 
some independent members and MPA staff attendees as to what this 
means in practice. The GLA members have not expressed any doubt 
about their understanding of what this means. Recollections differ as 
to what was actually said and by whom or attendees cannot recall the 
form of the warning.

1.19 No comprehensive record of the information provided to attendees at 
the briefing has been identified, other than the partial note made by a 
MPA CLAMS officer. No attendee has admitted to making a note of 
the briefing or electronically recording the briefing. The meeting room 
had both a public address and the hearing induction loop systems 
installed. The MPA CLAMS officer says that public address system 
remained on for the briefing (no tapes in the recording system) but the 
induction loop was switched off. No attendee witnessed other 
attendees recording the briefing, although a number had mobile 
telephones and BlackBerrys switched on throughout the briefing.

1.20 The Deputy Commissioner and ACSC say they had no notes or 
briefing material. The Deputy Commissioner recalls he spoke on 
community engagement issues. A CSC  says he carried the 
information in his head and did not use notes. He cannot recall the 
specific details of his briefing as he has given a variety of briefings to a 
range of stakeholders.

Briefing Content and Newspaper Reports

1.21 Attendees at the briefing have been asked for recollections of what was 
said. Attendees generally recalled only the subjects of interest or 
concern to them but by collating this information it has been possible to 
reconstruct what was probably said. Some of the recollections were 
however contradictory or uncertain. For reasons of confidentiality they 
are not set out in this report, although virtually all of what was said had 
been reported prior to the briefing in national newspapers (see 
paragraph 1.24 below).

1.22 Attendees generally viewed favourably the holding of the briefing and 
comments ranged from welcoming the openness and frankness of the 
briefing to the briefing contained too much detail and went too far in 
disclosing information.
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1.23 Some of the attendees at the briefing recall ACSO providing 
information concerning informal and off-the-record briefings with the 
media. A group of MPA members discussed a comment concerning 
this in the members’ room after the briefing.

1.24 National newspaper reports concerning Forest Gate for the period from 
3 June 2006 to 12 June 2006 have been reviewed and compared to 
the confidential information given at the briefing. Eight items of 
information given at the briefing have been identified as not being 
reported in the national newspapers prior to the briefing and further, 
they did not appear in national newspapers in the period reviewed. An 
item reported in The Observer on Sunday 11 June contradicts an item 
of information given at the briefing as recalled by more than two 
attendees. A similar contradiction appears in The Times and the Daily 
Mail the following day. No newspaper has reported the holding of the 
briefing itself (which was referred to by the journalist in his initial 
contact with the MPS press officer on 10 June 2006). A policy 
decision was made not to undertake a similar trawl in the broadcast 
media.

Other matters

1.25 One interviewee, an MPA officer, admitted that he passed information 
from the briefing to a second MPA officer who was not entitled to 
receive the information. The second MPA officer has been interviewed 
as part of this investigation. There is no reason to believe that the 
second MPA officer passed the information to any other person. That 
matter is not an issue for this report but has been passed to the 
relevant authority.

1.26 The first MPA officer had approximately one year earlier met and 
attended social events with the journalist who made the call to the MPS 
press officer. The officer has demonstrated honesty and straight
forwardness in respect of his behaviour so it would be reasonable to 
accept his assurance that he was not the source of the alleged 
unauthorised disclosure. Having said that the officer did pass the 
information on to the second MPA officer in a public house, although in 
the circumstances highly unlikely, the possibility it was overheard 
cannot be totally discounted.

1.27 Immediately after the confidential briefing, ACSO and the MPS press 
officer had a lunch appointment with members of the CRA in a 
restaurant at 1:30pm.

1.28 It is widely recognised that there is considerable interaction and 
information exchange with the media -  on a variety of levels by a range 
of organisations. ACSO confirmed this and expressed the view that 
there had been unauthorised disclosures of information at all levels and 
in all bodies involved. The Evening Standard reports on 6 June of ‘the
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poisonous fog of briefings and counter-briefings’ in the MPS. A 
number of newspapers refer to sources within the MPS and security 
services as well as contradictory statements as to the source of the 
information.

Interview of Journalist

1.29 The journalist who contacted the MPS press officer has not been
interviewed in the course of this investigation. The journalist could be 
expected to be highly protective of his source. The events at Forest 
Gate had attracted extensive media coverage, no doubt based on 
variety of sources, official, unofficial, unauthorised or simply 
speculative. This made the formulation of meaningful questions to the 
journalist unrealistic. Also taking the investigation to one journalist 
may not have been enough and other media outlets could have merited 
similar treatment.

2. FINDINGS

2.1. As reported in paragraph 1.24 attendees at the briefing would have
become aware of eight sensitive matters which had not been previously 
reported in national newspapers. Significantly, the journalist did not 
raise them with the press officer and they have not been reported in the 
national newspapers.

2.2 All matters identified by attendees as sensitive have appeared in the 
national press in some form with the exception of the eight matters. 
None of these matters appear in the Sunday Telegraph article of 11 
June in which the journalist is one of three credited with the by-line. 
From the telephone call by the journalist to the MPS press officer it 
appears the only piece of information to have been disclosed is that the 
briefing itself had taken place. Anyone who was aware of the briefing 
could have disclosed that information to the journalist. This includes a 
wide circle including all Members, their personal assistants, most of the 
staff of the MPA Secretariat and a wide range of MPS police and press 
officers.

2.3 Based on the interviews conducted and the evidence gathered, the 
most likely scenario is that there was an unintended disclosure of the 
existence of the confidential briefing, although the fact that a briefing 
took place would not be regarded, in itself, as confidential information.

2.4 The journalist who contacted the MPS press officer on 10 June about 
the confidential briefing had recently become a member of the CRA.
The MPS press officer has said that to the best of her knowledge he 
was not at the lunch in the restaurant on 9 June.
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2.5 The examination of the newspaper reports (referred to in paragraph 
1.24) shows that most of the information given at the briefing as being 
confidential had in fact been published in a newspaper prior to the 
briefing, although not in such a focused or comprehensive way. It is a 
concern that so much detail of the case became known to the media 
(and before the MPA members briefing). The publication by The 
Observer newspaper on Sunday 11 June and The Times and Daily 
Mail on 12 June of articles that contradict information given at the 
briefing might be seen as casting doubt on the briefing as the source of 
the alleged unauthorised disclosure.

2.6 It is not possible to reach a firm conclusion as to the source of the 
alleged unauthorised disclosure due to:-

• The range of potential sources of the unauthorised disclosures to the 
media identified by this investigation.

• The extensive information already reported in the media, identified by 
this investigation, prior to the MPA briefing.

• The information presented at the briefing that has not found its way into 
the media.

• The publication of information in The Observer on Sunday 11 June and 
The Times and Daily Mail on Monday 12 June that contradicts 
information given at the briefing.

On the balance of probabilities it is concluded that it is unlikely 
that there was an unauthorised disclosure to the Sunday 
Telegraph of confidential information as a result of the informal 
briefing to members on 9th June.

3. LESSONS TO BE LEARNED AND RECOMMENDATIONS FOR 
IMPROVEMENT

3.1 It is evident that there are a number of weaknesses in our current 
processes for dealing with confidential and sensitive briefings.
Although we remain confident that information given in the briefing was 
not disclosed to the media, we have found a number of ways by which 
the information could have been unintentionally passed on by those 
present.

3.2 Unauthorised disclose of information in relation to high profile and 
sensitive matters have the potential to harm operations and cause 
reputational and financial damage to the MPA and MPS.

For each of the areas of concern identified in the course of this 
investigation the nature of the concern and any recommendations for 
improvement are set out below.
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3.3 Dealing with the M edia

Contact with the media about high profile and sensitive matters needs 
to be routed through authorised MPA or MPS press office staff and in 
line with current policies.

It is recom m end that:

(1) Only Members, police officers or staff who have been 
appropriately trained, briefed and authorised should have 
contact with the media on such matters.

(2) Contact about MPA or MPS business on such matters must be 
noted and reported to the duty press officer, who should keep an 
appropriate record of the contact, including details of the 
individuals involved and the issue discussed.

3.4 P o licy  fo r  Confidential an d  Sensitive Briefings

There is no effective MPA policy or laid down procedures for handling 
briefings to Members and/or officers, particularly where those briefings 
are likely to contain confidential, classified or sensitive information.^
Until that is corrected and promulgated to those likely to be involved in 
attending or organising such briefings the Authority is at significant risk 
through its failure to take sufficient steps to minimise the likelihood of a 
damaging unauthorised disclosure of sensitive information that could 
potentially harm police operations.

It is recom m end that:

(3) As a matter of urgency the policy and procedures for such 
briefings are prepared, approved and promulgated to Members 
and staff.

(4) Those attending such briefings must be given clear, unequivocal 
guidance as to the sensitivity of information likely to be disclosed 
and what that sensitivity actually means immediately prior to the 
briefing and at the end of it.

(5) If the briefing is likely to contain material covered by the Official 
Secrets Act, then the audience must be warned and have spelt 
out to them the potential consequences of any breach of the Act 
by those present.

3.5 Physical safeguards.

The location for any sensitive briefing needs to be physically secured. 
Any location used for a sensitive briefing will need a number of

’ It is recognised that CLAMS do indicate the briefing is confidential in the invitation they send 
to potential attendees.
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electronic safeguards. For example, meeting room one is a public 
meeting room and needs to have restricted access for the period of the 
briefing. The microphones and other equipment used in the room 
when live or powered up transmit or broadcast signals capable of being 
received outside the building. This also applies when the induction 
loop is switched on. Where those attending a briefing bring with them 
electronic devices such as Blackberries and mobile phones, unless 
they are secured and turned off they can be used to transmit 
information directly from the meeting.

There is evidence from our inquiries that a sticky substance similar to 
that used to attach surveillance devices was placed under two tables in 
the meeting room. The origin of this material is unknown and was not 
pursed. It is also possible that anyone entering meeting room two 
could have overheard the briefing in the main meeting room.

3.6 Em phasising the need  to know  principie.

The nature of the briefing being provided must determine which 
members and officers need to know the information, regardless of any 
inherent level of security clearance they may hold for their normal 
activities. Only those that need to know the information should be 
present at such briefings. For example, there was some confusion at 
the start of the Forest Gate briefing as to which officers of the Authority 
and the MPS could remain present for the briefing. There is no 
apparent logic in the exclusion of the MPA press officer and the 
inclusion of the MPS press officer at that particular briefing, regardless 
of whether there was any difference in their respective levels of 
clearance.

3.7  Controlling the briefing.

The briefing given on 9̂*̂ June and the answers given to questions that 
followed were viewed differently by various members as regards what 
was or was not appropriate, but some members commented that it 
included unexpected or too much information.

It is recommend that:

(6) For confidential or sensitive briefings the material to be 
disclosed is structured and scripted beforehand,

(7) Any answers to questions asked are kept within the original brief 
and an appropriate note kept of the proceedings.

3 .8  S ecurity  C learances a n d  A ftercare

Two members of Authority staff were given increased levels of security 
clearance to ensure that they could receive briefings from specialist 
police about counterterrorism matters in relation to the community. It
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was clear during the interviews of these staff that neither of them had 
an adequate understanding of what this means in practice and they 
had not been given any specific guidance by the MPA to assist them in 
that understanding. There is also doubt as to whether their line 
managers were aware of their own responsibilities in relation to these 
clearances or indeed knew that their staff had been cleared to a higher 
level. For all staff with clearances appropriate aftercare arrangements 
must be put in place. For staff with higher security clearances line 

. managers have a particular responsibility to ensure that the higher level 
is necessary and the behaviour of the individual remains appropriate to 
that level of clearance.

It is recom m end that:

(8) The Deputy Chief Executive reviews and confirms the continuing 
need for any security clearance above the basic and CTC level 
for staff other than those employed in Internal Audit, where the 
Director of Internal Audit should carry out a similar exercise.

(9) HR maintain an accurate confidential record of staff and member 
levels of clearance and ensure that line managers are aware of 
their aftercare responsibilities.

Peter Tickner 
Director of Internal Audit

Ken Gort
Assistant Director of Internal Audit
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APPENDIX 1

METROPOLITAN POLICE AUTHORITY 

INVESTIGATION OF UNAUTHORISED DISCLOSURE OF INFORMATION 

COMMISSIONING BRIEF

1. As Solicitor to the Authority and Monitoring Officer, and following 
consultation with the Chief Executive, I am commissioning the Director 
of Internal Audit to undertake an investigation into an unauthorised 
disclosure of confidential information to the media in June 2006. The 
circumstances, so far as known, relating to the disclosure are set out 
below in the section titled “Background”.

2. The Director of Internal Audit will be assisted by the Assistant Director, 
Forensic Audit, and such other Internal Audit personnel as he judges 
necessary.

3. Mr William Taylor of the Elmley Partnership will also be appointed to 
provide independent external guidance and oversight of the 
investigation.

Terms of Reference for the Investigation

4. The Terms of Reference for the Investigation are: -

• To investigate an unauthorised disclosure of information to the 
media following a confidential briefing provided to certain MPA 
Members and Officers on 10 June 2006 by the Assistant 
Commissioner, Specialist Operations, relating to an MPS 
operation relating to the existence of materials of terrorism at a 
property in Forest Gate East London.

• So far as possible, to identify the person or persons responsible 
for the unauthorised disclosure.

• To consider what lessons can be learned by the MPA as a result 
of this matter, with a view to preventing any recurrence, and to 
make such recommendations as are appropriate to that end.

• To present the findings of the investigation in a report to the 
Solicitor to the Authority as soon as practicable.

• To submit a weekly interim report of progress, and to inform the 
Solicitor to the Authority immediately if the Investigation Team 
considers at any stage that there is material evidence pointing to 
the identity of a person or persons who made a disclosure.
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5. In the event that the investigation considers that a criminal offence may 
have been committed, the Solicitor to the Authority will be advised 
immediately.

6. In the event that there is evidence that an unauthorised disclosure was 
made by a Member of the MPA, the matter will be referred to the 
Standards Board for England as a complaint of a breach of the 
Members code of Conduct, by the Monitoring Officer.

7. In the event that there is evidence that an unauthorised disclosure was 
made by an officer of the MPA, the matter will be dealt with under the 
MPA Misconduct and Disciplinary Procedure.

8. In the event that there is evidence that an unauthorised disclosure was 
made by an officer or staff of the MPS, for those below ACPO rank the 
matter will be reported to the appropriate MPS officer with disciplinary 
responsibility. Evidence of an unauthorised disclosure by an ACPO  
rank officer will be reported to the Solicitor to the Authority.

9. The Director of Internal Audit will prepare an investigation plan 
following consultation with William Taylor, and will proceed to conduct 
all necessary interviews and investigation to give effect to that plan.

10. William Taylor will provide assistance, guidance and oversight of the 
Investigation. His role will include

• Advice on the investigation plan
• Advice on the scoping of the investigation.
• Advice on a strategy for interviews.
• Reviewing statements obtained from persons interviewed, and 

considering and advising on the outcome of interviews; giving 
guidance as to what, if any, further investigation should be 
carried out.

• Considering and reviewing whether there is any reason to think 
that a criminal offence has been committed by any person, and 
advise the Investigation Team.

• Generally oversee the conduct of the investigation with a view to 
ensuring that it is rigorous, proportionate, and effective.

• Submitting a report to the solicitor to the Authority, 
accompanying the Investigation Report by the Director of 
Internal Audit, with his observations on the investigation and any 
recommendations made.

BACKGROUND

11. On Friday 9 June, AC Andy Hayman gave a pre-arranged confidential 
briefing to Members of the Authority relating to the raid on a house in 
Forest Gate the previous week, which occurred following intelligence
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as to the existence of a bomb or weapon to be used in a terrorist 
attack.

12.The persons present were: -
MPS Officers -  Paul Stephenson, Deputy Commissioner; AC 
Andy Hayman; Anna DeVries, Press Officer.

MPA Officers -  Catherine Crawford, Andy Hull, Sally Benton, 
John Crompton,

MPA Members -  Len Duval, Cindy Butts, Reshard Auladin, 
Jennette Arnold, Damian Hockney, Toby Harris, Karim Murji. 
Aneeta Prem, John Roberts, Richard Sum ray.

' -iv-' ■ A, '

NOTE The Solicitor u .ne  r-\uihority Vi/iii potify aii

13. At about 10.am on Saturday 10 June Ben Leapman of the Telegraph 
called the MPS Press Bureau and asked to speak to the on call press 
officer. The call was referred to Sarah Cheeseman of DPA by pager 
and she called him back.

14. On 26 June I wrote to AC Hayman to seek his views on whether the
leak might have involved a breach of the official secrets act, amongst 
other things. My letter to him and his reply dated 26 June are attached 
as a pdf file. The Investigation Team will note the comments made by 
AC Hayman regarding the sensitivity of relationships with Ben 
Leapman. ,
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