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P r o c e s s e s  d a t a  o n  b e h a l f  o f  D a t a  C o n t r o l  I
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P r i n c i p l e s

4  E l e m e n t s  t o  b e  s a t i s f i e d :

a )  P r o c e s s i n g  m u s t  b e  F A I R  -  p e o p l e  s h o u l d  k n o w  h o w  a n d  w h y  t h e i r  d a t a  i s  

b e i n g  p r o c e s s e d

b )  P r o c e s s i n g  m u s t  b e  L A W F U L

c )  O n e  S c h e d u l e  2  c o n d i t i o n  m u s t  b e  s a t i s f i e d

d )  O n e  S c h e d u l e  3  c o n d i t i o n  m u s t  b e  s a t i s f i e d  i n  r e l a t i o n  t o  s e n s i t i v e  p e r s o n a l  

d a t a
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P r i n c i p l e s

4  E l e m e n t s  t o  b e  s a t i s f i e d :  

a )  P r o c e s s i n g  m u s t  b e  F A I R

•  P e o p l e  s h o u l d  n o t  b e  M I S L E D  o r  D E C E I V E D  a s  t o  t h e  p u r p o s e s  o f  t h e  

p r o c e s s i n g

•  D a t a  c o n t r o l l e r s  m u s t  a d v i s e :  i d e n t i t y  o f  t h e  d a t a  c o n t r o l l e r ,  

i n f o r m a t i o n  a b o u t  h o w  t h e  d a t a  i s  t o  b e  p r o c e s s e d  a n d  a n y  o t h e r  

i n f o r m a t i o n  t o  e n s u r e  t h e  p r o c e s s i n g  i s  f a i r  -  F A I R  C O L L E C T I O N

NOTICE
•  P r o c e s s i n g  m u s t  b e  L A W F U L  -  d o e s  w h a t  i t  s a y s  o n  t h e  t i n  -  w e  c a n  

n o t  p r o c e s s  d a t a  i n  b r e a c h  o f  o t h e r  l a w s  -  e g  w e  c o u l d  n o t  m a r k e t  t o  

p e o p l e  w h o s e  n a m e s  h a d  b e e n  p r o v i d e d  o n  a  s t o l e n  c o n t a c t  l i s t
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W :

D a t a  P

4  E l e m e n t s  t o  b e  s a t i s f i e d :  

c )  S c h e d u l e  2  c o n d i t i o n s

• C o n s e n t ,  n e c e s s a r y  f o r  a  c o n t r a c t ,  c o m p lia n c e  w i t h  t h e  la w ,  

v ita l  in te r e s ts ,  n e c e s s a r y  f o r  ju s t ic e ,  o t h e r  le g it im a te  p u r p o s e s

c )  S c h e d u l e  3  c o n d i t i o n s  f o r  s e n s i t i v e  p e r s o n a l  d a t a

• e x p l ic i t  c o n s e n t ,  e m p lo y m e n t  la w , v ita l  in te r e s ts ,  a lr e a d y  m a d e  

p u b lic  b y  in d iv id u a l,  leg a l p r o c e e d in g s ,  ju s t ic e
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• Y o u  m u s t  o n ly  u s e  t h e  d a ta  f o r  t h e  p u r p o s e s  f o r  w h ic h  i t  

w a s  f i r s t  c o l le c te d .

•  C a n  n o t  u s e  H e lp  S c h e m e  d a ta  t o  m a r k e t  B B C  

p r o g r a m m e s

MOD100018365
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P r i i
............................ ^
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•  W e  m u s t  o n l y  C O L L E C T  t h e  m i n i m u m  i n f o r m a t i o n  r e q u i r e d  -  n o  

s p e c u l a t i v e  d a t a  ( e v e n  i f  v o l u n t a r y ) .

• I n f o r m a t i o n  m u s t ,  h o w e v e r ,  b e  A D E Q U A T E . . . .  “ J o h n  S m i t h ”

•  W h e n  c o m p l e t i n g  a  c r e d i t  c a r d  a p p l i c a t i o n  i s  i t  a p p r o p r i a t e  t o  a s k  

f o r :

•Home address?

•DOB?

•Number of sexual partners?

•  M u s t  o n l y  d i s c l o s e  M I N I M U M  i n f o r m a t i o n  n e c e s s a r y  -  e g  H e l p  

S c h e m e  d o e s  n o t  n e e d  t o  p r o v i d e  s e r v i c e  p r o v i d e r s  w i t h  i n f o r m a t i o n  

a b o u t  T V L  p a y m e n t  p l a n s
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P r i n c i p l e s

O u t  o f  d a t e  i n f o r m a t i o n  o r  i n a c c u r a t e  i n f o r m a t i o n  c a n  c a u s e  a  h u g e  

a m o u n t  o f  d i s t r e s s  ( e g  c l a s s i f i c a t i o n  o f  a l c o h o l i c  o n  N H S  d a t a b a s e s ,  

T V L  d a t a b a s e  n o t  u p d a t e d  d u e  t o  n e w  p a r t n e r s h i p  s t a t u s )
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•  A s k  y o u r s e l f  -  w h y  h a v e  w e  s t i l l  g o t  t h i s  d a t a ?

•  I s  t h e  p u r p o s e  f o r  w h i c h  i t  w a s  f i r s t  c o l l e c t e d  s t i l l  r e l e v a n t

•  B B C ’ s  c o r p o r a t e  r e t e n t i o n  p o l i c y
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have a ri t o

what data we hold

A n y  person  can w r ite  to  th e  BBC, p ro v e  th e ir  id en tity  and BBC m ust 

p ro v id e  th e m  all th e  in fo rm atio n  w e  ho ld  a b o u t th e m  (sub ject to  

p a y m e n t o f  a £ 1 0  fee  and certain  e x e m p tio n s ).

This is k n o w n  as a

W e  on ly  have 4 0 .days to  resp o n d  to  these.

T h e  act req u ires  th e  re q u e s te r  to  give us reasonab le  assistance in 

locating th e  in fo rm atio n .
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A p p r o p r i a t e  t e c h n i c a l  a n d  o r g a n i s a t i o n a l  

m e a s u r e s  s h a l l  b e  t a k e n  a g a i n s t  

u n a u t h o r i s e d  o r  u n l a w f u l  p r o c e s s i n g  o f  

p e r s o n a l  d a t a  a n d  a g a i n s t  a c c i d e n t a l  l o s s  

o r  d e s t r u c t i o n  o f ,  o r  d a m a g e  t o ,  p e r s o n a l  

d a t a .
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S p l i t  i n t o  2  g r o u p s :

W h a t  a r e  t h e  fT ic i i  r i  i n f o r m a t i o n  s e c u r i t y  r i s k s

f o r  t h e  B B C ?

• A t  t h e  o f f i c e  

• O n  l o c a t i o n  

• S e r v i c e  P r o v i d e r s ?
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N e v e r  le a v e  v is i to r s  a lo n e

C h a l le n g e  p e o p le  n o t  w e a r in g  p asses

K e e p  d is t r ib u t io n  lis ts  u p  t o  d a te

O n l y  s e n d  e m a ils  t o  n e c e s s a r y  p e o p le

B lin d  c o p y  w h e r e  p o s s ib le

A lw a y s  c h e c k  e n t i r e  e m a il  c h a in

IS Y O U R  L A P T O P  E N C R Y P T E D ?

U s e  p r iv a t e  p r in t  jo b  fu n c t io n  f o r  s e n s it iv e  d a ta

O n ly  p r in t  w h e n  a b s o lu te ly  n e c e s s a ry

B e  v e r y  c a r e fu l  a b o u t  p o r t a b le  d e v ic e s  - d o  y o u  n e e d  t o

t a k e  d a ta  o u ts id e  o f  t h e  B B C ?
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•  S e e  D P  H a n d b o o k  M o d u
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D a t a  S e c u r i ty  B r e a c h  P r o c e d u r e s
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D a t a  P r o t e c t i o n

N o t  tra n s fe rre d  o u ts id e  th e  E E A  
unless c e rta in  c o n d itio n s  a re  fu lfille d
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R e p u t a t i o n  i m p a c t

w h o  h a s  s u f f e r e d  a

C r i m i n a l  o f f e n c e s  -  i n d i v i d u a l s  c a n  g o  t o  p r i s o n

R e g u l a t o r  e n f o r c e m e n t  -  I n f o r m a t i o n  

C o m m i s s i o n e r  -  s e e  e x a m p l e s  n e x t  p a g e

E m p l o y e e s  -  /

MOD100018378



For Distribution to CPs

D A T A  P R O T E C T I O N  G A T E W A Y  S I T
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QUESTIONS????
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p r i n c i p l e s  w h e r e  B B C  p r o c e s s e s  i n f o r m a t i o n  

O N L Y  f o r  p r o g r a m m e  m a k i n g

W h e r e  w e  C A N  p r o c e s s  in  c o m p l i a n c e  w i t h  a c t
9̂  A  I I iT* "T"

-  w e  M U S T

S e c u r i t y  o f  d a t a  is  A L W A Y S  t h e  l a w  

S p e a k  t o  I P C  o r  le g a l  w i t h  q u e s t i o n s
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^  S3 ^  ^  ^  ^  ^   ̂ f ^  , »  »  »

i n v o k e d :

P ro c e s s  d a ta  w i t h  a  v ie w  t o  p u b lis h in g  jo u r n a l is t ic  o r  

a r t is t ic  m a te r ia l ;  A N D

P u b lic a t io n  is in  t h e  p u b lic  in t e r e s t  ( th is  d e c is io n  is b a s e d  

o n  w h e t h e r  a  p r o g r a m m e  is m a d e  in a c c o r d a n c e  w i t h  t h e  

B B C  E d ito r ia l  G u id e l in e s ) ;  A N D

I t  w o u ld  b e  i n c o m p a t i b l e  w i t h  o u r  jo u r n a l is m /a r t  t o  

c o m p ly  w i t h  t h e  d a ta  p r o t e c t io n  p r in c ip le s
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W h a t  a r e  t h e  d a t a  p r o t e c t i o n  

r e l a t e d  s t e p s  t o  g o  t h r o u g h  

w h e n  c o n t r a c t i n g  w i t h  a  n e w

s u p p l i e r ?

W h a t  d o  y o u  a d v i s e  t h e m  a b o u t
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W o r l d  S e r v i c e  w a n t s  t o  c o n d u c t  

r e s e a r c h  o n  i n d i v i d u a l s ’ v i e w i n g  

h a b i t s  i n  E u r o p e  a n d  A s i a .  I t  w a n t s  

t o  c o n t a c t  p e o p l e  v i a  e m a i l  a n d  

h a v e  t h e m  a n s w e r  q u e s t i o n s  o n  a  

m o n t h l y  b a s i s .

A r e  t h e r e  a n y  d a t a  p r o t e c t i o n  i s s u e s ?

MOD100018386



For Distribution to CPs

E a g a ’ s  m a j o r  t e c h n o l o g y  s u p p l i e r  

w a n t s  t o  m o v e  a  s e r v e r  a n d  

h e l p d e s k  s e r v i c e s  t o  A u s t r a l i a .  T h e  

s e r v e r  i n c l u d e s  e a g a ’ s  e m a i l  s y s t e m  

a n d  a l l  s h a r e d  d r i v e s .

A r e  t h e r e  a n y  d a t a  p r o t e c t i o n  i s s u e s ?  

W h a t  d a t a  p r o t e c t i o n  p r i n c i p l e s  a p p l y ?  

W h a t  p r o c e s s  s h o u l d  b e  f o l l o w e d ?

MOD100018387
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W e  w a n t  t o  t r a c k  u s e r  b e h a v i o u r  

o n  W o r l d  S e r v i c e  l a n g u a g e  s i t e s  

u s i n g  a n  a n a l y t i c s  c o m p a n y .

c o o k ie  o n  t h e  w e b ?
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G A T E W A Y  S IT E

A N D !!!!  C h e c k  o u t  th e  B B C ’s D P
H a n d b o o k
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