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Aims for session
I u n d e r s t a n d  h o w  d a t a  p r o t e c t i o n  i m p a c t s  t h e  B B C

I c a n  d i s t i n g u i s h  b e t w e e n  p e r s o n a l  d a t a  a n d  s e n s i t i v e  

p e r s o n a l  d a t a ,  d a t a  c o n t r o l l e r  a n d  d a t a  p r o c e s s o r s

I u n d e r s t a n d  t h e  8  d a t a  p r o t e c t i o n  p r i n c i p l e s

I k n o w  m y  r e s p o n s i b i l i t i e s  i n  r e l a t i o n  t o  i n f o r m a t i o n  

s e c u r i t y

I c a n  i d e n t i f y  d a t a  p r o t e c t i o n  r i s k s  w i t h i n  m y  d i v i s i o n

I u n d e r s t a n d  w h o  t o  c o n t a c t  a b o u t  d a t a  s e c u r i t y  

b r e a c h e s  a n d  d a t a  p r o t e c t i o n  g e n e r a l l y
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The Data Protection Act
1 9 9 8

T h e  D a t a  P r o t e c t i o n  A c t  ( t h e  D P A )  e s t a b l i s h e s  a  f r a m e w o r k  

o f  r i g h t s  a n d  d u t i e s  w h i c h  a r e  d e s i g n e d  t o  s a f e g u a r d

p e r s o n a l  d a t a .

L e g i t im a t e  n e e d  o f  b u s in e s s  

t o  c o l le c t  a n d  u s e  p e r s o n a l  

d a t a

R i g h t  o f  in d iv id u a ls  

t o  c o n t r o l  w h a t  h a p p e n s  

t o  t h e i r  p e r s o n a l  d a t a
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W h y  d o e s  th e  D P A  m a t t e r  to
th e  B B C ?

L e g a l  o b l i g a t i o n

d B C

Cmita c T  o n  o u r  e m p l o y e e s  
a n d  c o n t r i b u t o r s
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W h y  d o e s  th e  D P A  m a t t e r  to  yo u ?

( s c ip l in a r y  o f f e n c e  

m is u s e  o e r s o n a l  d a

a t a  p r o t e c t io n  = 

) r e  t r u s t  =  m o r e  

i n f o r m a t io n
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—

The DPA applies to  personal data

Personal data =

' D a t a  w h i c h  r e l a t e  t o  a  l i v i n g  i n d i v i d u a l  w h o  c a n  b e  

i d e n t i f i e d  f r o m  t h o s e  d a t a  o r  f r o m  t h o s e  d a t a  a n d  

o t h e r  i n f o r m a t i o n  w h i c h  i s  i n  t h e  p o s s e s s i o n  o f  t h e  

d a t a  c o n t r o l l e r /

i.e . A n y  in f o r m a t io n  t h a t  c a n  id e n t ify  an  
in d iv id u a l a n d  t h a t  r e la t e s  t o  t h e m .
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W h e n  d e c id in g  w h e th e r  so m e th in g  is 
p e rso n a l d ata  a lso  c o n s id e r .. .

Companies are not protected by the Act (nor are people who are deceased) 
Name, address will often (but not always) be personal data 
Whether or not data is ‘personal’ depends on a number of factors 
e.g.
□ Who is holding the data
□ The context in which the data is held
□ ‘jigsaw effect’ ^  ^

IP address? Online username? 
Postcode? Telephone numbers?
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Sensitive Personal Data

T h e s e  a re  p ie c e s  o f  p e rso n a l d ata  th a t  re q u ire  
e x t r a  sp e c ia l c o n s id e ra t io n .

S e n s it iv e  p e rs o n a l d ata  a ttra c ts  a d d itio n a l legal 
re q u ire m e n ts  sp e c if ic a lly  a b o u t  u se  an d  its  
s e c u r ity / p ro te c t io n .

What do you think would be sensitive personal data?
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Identify the data

Per/onol doto

fen/itive
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Sensitive Personal Data
■  R a c e  o r  e t h n i c  o r i g i n

■  P o l i t i c a l  o p i n i o n s

■  R e l i g i o u s  b e l i e f s

■  T r a d e  u n i o n  m e m b e r s h i p

■  P h y s i c a l  o r  m e n t a l  h e a l t h

■  S e x  l i f e

■  C r i m i n a l  c o n v i c t i o n s  ( a l l e g e d  o r  o t h e r w i s e  o r  p r o c e e d i n g s  

p e n d i n g )

What sensitive personal data does the BBC collect?
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More Definitions...
D ata  C o n tro lle r
T h e  p e r s o n  ( u s u a l l y  a  c o m p a n y )  t h a t  c o n t r o l s  h o w  t h e  

d a t a  i s  p r o c e s s e d .  H a s  l e g a l  r e s p o n s i b i l i t y  f o r  t h e  d a t a .

D a ta  P ro ce sso r
P r o c e s s e s  d a t a  o n  b e h a l f  o f  D a t a  C o n t r o l l e r :  When does 
BBC use data processors?

P ro cessin g
P r e t t y  m u c h  a n y t h i n g  y o u  d o  w i t h  p e r s o n a l  d a t a  i s  

p r o c e s s i n g !  C o l l e t i n g ,  u s i n g ,  s t o r i n g ,  d e l e t i n g ,  p a s s i n g  t o  

t h i r d  p a r t i e s  e t c  e t c . . . .
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Revision of definitions

W H O  AM  I??????

D a t a  C o n t r o l l e r ?  

D a t a  P r o c e s s o r ?

D a t a  S u b j e c t ?

MODI 00018294
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Revision of definitions

I n d e p e n d e n t  c o m p a n i e s  m a k i n g  p r o g r a m m e s  f o r  B B C ?  

M e ,  w h e n  I r i n g  u p  B B C  H R  D i r e c t ?

S i e m e n s  p r o v i d i n g  I T  s e r v i c e s  t o  t h e  B B C ?

F M  &  T  c o l l e c t i n g  d a t a  a b o u t  i P l a y e r  u s a g e ?

So that’s w ho the DPA applies to, what about when it applies?
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A p p licatio n  o f the D P A

The DPA applies whenever we are processing 
personal data, except...

• S e ctio n  32  e x e m p ts  us fro m  th e  D P A  w h e re  w e  
a re  p ro c e ss in g  in fo rm a tio n  O N L Y  fo r  Special 
Purposes of jo u rn a lism , lite ra tu re  and art.
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3 co n d itio n s  M U S T  be fulfilled if s3 2  is to  be  
in vo ked :

•  P r o c e s s  d a t a  w i t h  a  v i e w  t o  p u b l i s h i n g  j o u r n a l i s t i c  o r  

a r t i s t i c  m a t e r i a l ;  A N D

•  P u b l i c a t i o n  i s  i n  t h e  p u b l i c  i n t e r e s t  ( t h i s  d e c i s i o n  i s  b a s e d  

o n  w h e t h e r  a  p r o g r a m m e  i s  m a d e  i n  a c c o r d a n c e  w i t h  t h e  

B B C  E d i t o r i a l  G u i d e l i n e s ) ;  A N D

•  I t  w o u l d  b e  i n c o m p a t i b l e  w i t h  o u r  s p e c i a l  p u r p o s e  

( j o u r n a l i s m / a r t )  t o  c o m p l y  w i t h  t h e  d a t a  p r o t e c t i o n  

p r i n c i p l e s
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For example:

C o l l e c t i n g  d e t a i l s  f o

I S CO

r
I f  y e s ,  e x e m p t  f r o m  D P A  

( e x c e p t  f o r  s e c u r i t y )
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Golden rule

W h e r e  w e  c a n  p r o c e s s  p e r s o n a l  d a t a  in  
c o m p lia n c e  w ith  th e  D P A ,  w e  m u s t  ( e v e n  if it’s  
fo r  a  jo u r n a l is t ic  p u r p o s e )

E v e n  if w e  c a n  re ly  o n  th e  s  3 2  e x e m p t io n , th e  
p r in c ip le  r e la t in g  to  s e c u r i t y  w ill a l w a y s  a p p ly

S p e a k  to  I P C  o r  L e g a l  w ith  a n y  q u e s t io n s  a b o u t  
s 3 2 .
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■ ■ ■

D a t a  P r o t e c t i o n  P r i n c i p l e s

1 .  P r o c e s s e d  f a i r i y  a n d  l a w f u l l y

2 .  P r o c e s s e d  f o r  l i m i t e d  p u r p o s e s  a n d  n o t  i n  a n y  m a n n e r  

i n c o m p a t i b l e  w i t h  t h o s e  p u r p o s e s

3 .  A d e q u a t e ,  r e l e v a n t  a n d  n o t  e x c e s s i v e

4 .  A c c u r a t e  a n d  u p  t o  d a t e

5 .  N o t  k e p t  f o r  l o n g e r  t h a n  n e c e s s a r y

6 .  P r o c e s s e d  I n  l i n e  w i t h  t h e  d a t a  s u b j e c t s ’  r i g h t s

7 .  S e c u r e

8 .  N o t  t r a n s f e r r e d  t o  c o u n t r i e s  t h a t  d o n ’ t  h a v e  a d e q u a t e

p r o t e c t i o n s
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D a t a  P r o t e c t i o n  P r i n c i p l e s

S t  P r i n c i p l e  -  P e r s o n a l  d a t a  m u s t  b e  f a i r ly  a n d  
la w f u l ly  p r o c e s s e d

F A I R  p r o c e s s i n g

•  P e o p l e  s h o u l d  k n o w  h o w  a n d  w h y  t h e i r  d a t a  is  b e i n g  p r o c e s s e d

•  P e o p l e  s h o u l d  n o t  b e  m i s l e d  o r  d e c e i v e d  a s  t o  t h e  p u r p o s e s  o f  t h e  

p r o c e s s i n g

•  D a t a  c o n t r o l l e r s  m u s t  a d v i s e :  i d e n t i t y  o f  t h e  d a t a  c o n t r o l l e r ,  

i n f o r m a t i o n  a b o u t  h o w  t h e  d a t a  is  t o  b e  p r o c e s s e d  a n d  a n y  o t h e r  

i n f o r m a t i o n  t o  e n s u r e  t h e  p r o c e s s i n g  is  f a i r  =  P r i v a c y  N o t i c e

•  S e e  M o d u l e  1 8  D P  H a n d b o o k  f o r  g u i d a n c e  o n  d r a f t i n g  P r i v a c y  N o t i c e s
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1 - The Chris Moyles Show - Register for Car P^WZatchphrase - Microsoft Internet Explorer provided by

http://www.bbc, CO, uk/radiol/chrismoyles^carparkcatchphrase^

File Edit View Favorites Tools Help

Goctgle C -'  V Go . <0 ^  Bookmarks-r §i2btacked ^C heck ■» '%AutoLink ▼ ^QauIoFI y|^Sendto-<

*  i83 = ’ |#®Cr€W S|HaveYourS8y|... I^Mooso-Sign^flj

^  Settings ■ » 

Page » {§Toob ^
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BBC " Radio 1 - The Chris Moyles Show - Register for Car P l^C atcIiphrase - Microsoft Internet Explorer provided by

! http; //www.bbc.CO.uk/radio 1/chrismoyles/carparkcatchphrase/

File Edit View Favorites Tools Flelp
G s ^ c l g  !▼ M Go ^  S  BookmarksT @  2 blocked i Check ▼ ’̂  AutoLInk Q  Settings
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BBC - Privacy and Cookies Policy - Microsoft Internet Eacplo^^provided fay the BBC

! http://www.bbc.CO.uk p̂rivacy/

File Edit View Favorites Tools Help

G o :§ fc  G -' O '

ik  4 ( aia BBC-Privacy and Cookies Pdicy

^  Bookmarkŝ  §  2 blocked Check 'r \  AutoLink ; ^S endtO '^ Q  Settings'*

T e n t only Help

k i e s  P  '

T o p i c s ;

•  In tro d u c tio n  an d  G en era l Te rm s

•  W h a t in fo rm a tio n  will th e  BBC c o lle c t a b o u t me'?

•  H ow  will th e  BBC use th e  in fo rm a tio n  th e y  c o lle c t a b o u t m e?

•  W h en  will th e  BBC c o n ta c t  me?

•  'Will I  be c o n ta c te d  fo r m a rk e tin g  pu rp oses?

•  W ill th e  BBC sh a re  m y p e rs o n a l in fo rm a tio n  w ith  a n y o n e  else?

•  O ffe n s iv e  or in a p p ro p ria te  c o n te n t  on th e  BBC w e b s ite

•  W h a t if  I  am  a g e d  16 o r under?

•  H ow  long will th e  BBC k e e p  m y pers o n a l in fo rm atio n?

•  C an  I find o u t w h a t  pers o n a l in fo rm a tio n  th e  BBC holds a b o u t me?

•  W h a t if  I am  a c c e s s in g  BBC w e b s ite s  from  o u ts id e  th e  UK?

•  C hanges  to  th e  BBC's P riv a c y  Policy

•  Cookies Policy

•  C o n ta c tin g  th e  BBC a b o u t th is  P riv a c y  Policy

1 .  I n t r o d u c t i o n  a n d  G e n e r a l  T e r m s

start C  S

Im p o r ta n t notice fo r usre 

T a r g e t e d  A d v e r t is in g  U p d s

General BBC in fo rm a tio r

W h a t 's  o n  t h e  B B C ?

F r e e  t ic k e t s  t o  B B C  s h o w s  

H o w  t o  v is i t  t h e  B B C  

T r a n s c r ip t s  o r  r e c o r d in g s  

R e -u s e  o f  B B C  p r o g r a m m e  

T a k e  p a r t  in  a  p r o g r a m m e  

H e lp  r e c e iv in g  t h e  B B C  

H o w  t o  g e t  d ig i ta l  c h a n n e l  

H is t o r y  o f  t h e  B B C  

Y o u r  l ic e n c e  f e e  a n d  h o w  

S e n d in g  a  p r o g r a m m e  id e . 

S u p p ly in g  t h e  B B C  

F in d in g  d o c u m e n ts  o r  r e p i

@  Internet

>

%125% -
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Data Protection Principles
1 s t  P r i n c i p l e  -  P e r s o n a l  d a t a  m u s t  b e  f a i r l y  a n d  

la w f u l ly  p r o c e s s e d

L a w f u l  P r o c e s s i n g

•  W e  c a n  n o t  p r o c e s s  d a t a  i n  b r e a c h  o f  o t h e r  l a w s

•  e . g .  w e  c o u l d  n o t  m a r k e t  t o  p e o p l e  w h o s e  n a m e s  h a d  b e e n  

p r o v i d e d  o n  a  s t o l e n  c o n t a c t  l i s t

MODI 00018305
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D a t a  P r o t e c t i o n  P r i n c i p l e s

I n  o r d e r  f o r  p r o c e s s i n g  t o  b e  f a i r  &  l a w f u l ,  a  c o n d i t i o n  f r o m  

S c h e d u l e  2  ( f o r  s t a n d a r d  p e r s o n a l  d a t a )  o r  S c h e d u l e  3  ( f o r  

s e n s i t i v e  p e r s o n a l  d a t a )  m u s t  b e  s a t i s f i e d :

S c h e d u l e  2  c o n d i t i o n s

•  C o n s e n t ,  n e c e s s a r y  f o r  a  c o n t r a c t ,  c o m p l i a n c e  w i t h  t h e  l a w ,  

v i t a l  i n t e r e s t s ,  n e c e s s a r y  f o r  j u s t i c e .

S c h e d u l e  3  c o n d i t i o n s  f o r  s e n s i t i v e  p e r s o n a l  d a t a

•  e x p l i c i t  c o n s e n t ,  e m p l o y m e n t  l a w ,  v i t a l  i n t e r e s t s ,  a l r e a d y  m a d e  

p u b l i c  b y  i n d i v i d u a l ,  l e g a l  p r o c e e d i n g s ,  j u s t i c e
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D a t a  P r o t e c t i o n  P r i n c i p l e s

2"^ P r i n c i p l e  “ E x p e c t e d  p u r p o s e s  o n ly ”

•  Y o u  m u s t  o n l y  u s e  t h e  d a t a  f o r  t h e  p u r p o s e s  f o r  w h i c h  i t  

w a s  f i r s t  c o l l e c t e d .

e . g  C a n  n o t  u s e  H e l p  S c h e m e  d a t a  t o  m a r k e t  B B C  p r o g r a m m e s

MODI 00018307
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D a t a  P r o t e c t i o n  P r i n c i p l e s

3 rd p r in c ip le :  R e le v a n t ,  a d e q u a t e  a n d  n o
0 X ^ C 0 S S I V 0 «

•  W e  m u s t  o n l y  c o l l e c t  t h e  m i n i m u m  i n f o r m a t i o n  

r e q u i r e d  -  n o  s p e c u l a t i v e  d a t a  ( e v e n  i f  v o l u n t a r y ) .

• I n f o r m a t i o n  m u s t ,  h o w e v e r ,  b e  a d e q u a t e . . . .  “ J o h n  S m i t h

• M u s t  o n l y  d i s c l o s e  m i n i m u m  i n f o r m a t i o n  n e c e s s a r y

• £ . g .  H e l p  S c h e m e  d o e s  n o t  n e e d  t o  p r o v i d e  s e r v i c e  p r o v i d e r s  

w i t h  i n f o r m a t i o n  a b o u t  T V L  p a y m e n t  p l a n s

9 f
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Y o u V e  o f f e r i n g  f r e e  t i c k e t s  t o  a  l i v e  B B C  e v e n t .  M e m b e r s  o f  t h e  

p u b l i c  s i g n - u p ,  v i a  a  w e b s i t e .  T h e y  h a v e  t o  p r o v i d e  t h e i r  n a m e ,  

a d d r e s s ,  D O B ,  d e t a i l s  o f  a n y  d i s a b i l i t i e s ,  v i a  t h e  B B C  w e b s i t e .

W h a t  i n f o r m a t i o n  d o  y o u  t h i n k  y o u  w o u l d  w a n t  t o  i n c l u d e  o n  t h e  p r i v a c y  

n o t i c e ?

D o  y o u  t h i n k  i t  is  o k  t o  c o l l e c t  a l l  t h i s  d a t a ?

Y o u  d e c i d e  y o u  w a n t  t o  c o n t a c t  t h e  a p p l i c a n t s  a f t e r  t h e  e v e n t  f o r  

a u d i e n c e  r e s e a r c h  p u r p o s e s .  C a n  y o u  d o  t h i s ?  Is  t h e r e  a n y  w a y  y o u  c o u l d  

h a v e  m a d e  t h i s  e a s i e r  a t  t h e  o u t s e t ?
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D a t a  P r o t e c t i o n  P r i n c i p l e s

4 th P r i n c i p l e :  P e r s o n a l  d a t a  m u s t  b e  
a c c u r a t e  a n d  u p  t o  d a t e

O u t  o f  d a t e  i n f o r m a t i o n  o r  i n a c c u r a t e  i n f o r m a t i o n  c a n  c a u s e  a  h u g e  

a m o u n t  o f  d i s t r e s s  ( e g  c l a s s i f i c a t i o n  o f  a l c o h o l i c  o n  N H S  d a t a b a s e s ,  

T V L  d a t a b a s e  n o t  u p d a t e d  d u e  t o  n e w  p a r t n e r s h i p  s t a t u s )
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D a t a  P r o t e c t i o n  P r i n c i p l e s

5 th P r i n c i p l e  - P e r s o n a l  d a t a  m u s t  n o t  b e  
k e p t  l o n g e r  t h a n  n e c e s s a r y .

•  A s k  y o u r s e l f  -  w h y  h a v e  w e  s t i l l  g o t  t h i s  d a t a ?

•  Is  t h e  p u r p o s e  f o r  w h i c h  i t  w a s  f i r s t  c o l l e c t e d  s t i l l  r e l e v a n t ?

•  C h e c k  B B C ’ s  c o r p o r a t e  r e t e n t i o n  p o l i c y
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Y o u  a r e  a  m a n a g e r .  N i n e  y e a r s  a g o ,  d u r i n g  a  t u r b u l e n t  t i m e  i n  

h e r  p e r s o n a l  l i f e ,  a  m e m b e r  o f  y o u r  t e a m ’ s  b e h a v i o u r  r e s u l t e d  

i n  y o u  i s s u i n g  f o r m a l  d i s c i p l i n a r y  p r o c e e d i n g s  a g a i n s t  h e r .  

F o l l o w i n g  t h i s ,  s h e  q u i c k l y  r e t u r n e d  t o  h e r  f o r m e r l y  e x c e l l e n t  

s t a n d a r d  o f  w o r k .

Y o u  a r e  g o i n g  t h r o u g h  s o m e  o l d  p e r s o n a l  f i l e s  a n d  y o u  n o t i c e  

y o u  s t i l l  h a v e  t h e  n o t e s  a b o u t  t h e  d i s c i p l i n a r y  m a t t e r .  I s  i t  

a c c e p t a b l e  u n d e r  t h e  D P A  t o  d e s t r o y  t h e m ?
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D a t a  P r o t e c t i o n  P r i n c i p l e s

6 **̂ P r i n c i p l e :  P r o c e s s e d  in  a c c o r d a n c e  w it h  
t h e  “ d a t a  s u b j e c t ’ s ”  ( t h e  in d iv id u a l ’s )

r ig h t s .
o

•  R i g h t  t o  k n o w  w h a t  p e r s o n a l  d a t a  B B C  h o l d s

•  R i g h t  t o  r e q u e s t  c e s s a t i o n  o f  p r o c e s s i n g  t h a t  c a u s e s  d i s t r e s s

•  R i g h t  t o  s t o p  d i r e c t  m a r k e t i n g
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I n d i v i d u a l s  h a v e  a  r i g h t  t o  k n o w

w h a t  d a t a  w e  h o l d

A n y  p e r s o n  c a n  w r i t e  t o  t h e  B B C ,  p r o v e  t h e i r  i d e n t i t y  a n d  B B C  m u s t  p r o v i d e  

t h e m  a l l  t h e  i n f o r m a t i o n  w e  h o l d  a b o u t  t h e m  ( s u b j e c t  t o  

p a y m e n t  o f  a  £  10  f e e  a n d  c e r t a i n  e x e m p t i o n s ) .

9 9T h i s  is  k n o w n  a s  a  * * S u b j e c t  A c c e s s  R e q u e s t

W e  o n l y  h a v e  4 0  d a y s  t o  r e s p o n d  t o  t h e s e .

T h e  D P A  r e q u i r e s  t h e  r e q u e s t e r  t o  g i v e  u s  r e a s o n a b l e  

a s s i s t a n c e  in  l o c a t i n g  t h e  i n f o r m a t i o n .

□
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Iare that any 
record (eg i 

email) coul 
potentially be release 
to in response to a SA

K
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D a t a  P r o t e c t i o n  

P r i n c i p l e s

7 t h  p r i n c i p l e  S e c u r i t y  M e a s u r e s

A p p r o p r i a t e  t e c h n i c a l  a n d  o r g a n is a t io n a l  
m e a s u r e s  s h a l l  b e  t a k e n  a g a in s t  
u n a u t h o r is e d  o r  u n la w f u l  p r o c e s s i n g  o f  
p e r s o n a l  d a t a  a n d  a g a in s t  a c c id e n t a l  lo s s  
o r  d e s t r u c t i o n  o f ,  o r  d a m a g e  t o ,  p e r s o n a l  

d a t a .
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C l e a r  d e s k  p o l i c y  -  l e a v e  n o t h i n g  o n  y o u r  d e s k  t h a t  c o n t a i n s  a n y

p e r s o n a l  o r  c o n f i d e n t i a l  d a t a

E n s u r e  y o u  l o c k  y o u r  c o m p u t e r  w h e n  y o u  l e a v e  u s i n g  a  p a s s w o r d

p r o t e c t e d  s c r e e n s a v e r

D o n ' t  E V E R  w r i t e  y o u r  p a s s w o r d  o n  p o s t - i t  n o t e s  

L o c k  c a b i n e t s .  E v e r y  n i g h t .  A n d  a t  l u n c h t i m e .

D o n ' t  g i v e  y o u r  p a s s w o r d s  t o  a n y o n e  

L o c k  c o n f i d e n t i a l  w a s t e  a w a y  o v e r n i g h t  

S h r e d  s e n s i t i v e  d a t a  b y  h a n d
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N e v e r  l e a v e  v i s i t o r s  a l o n e

C h a l l e n g e  p e o p l e  n o t  w e a r i n g  p a s s e s

K e e p  d i s t r i b u t i o n  l i s t s  u p  t o  d a t e

O n l y  s e n d  e m a i l s  t o  n e c e s s a r y  p e o p l e

B l i n d  c o p y  w h e r e  p o s s i b l e

A l w a y s  c h e c k  e n t i r e  e m a i l  c h a i n

I S  Y O U R  L A P T O P  E N C R Y P T E D ?

U s e  p r i v a t e  p r i n t  j o b  f u n c t i o n  f o r  s e n s i t i v e  d a t a

O n l y  p r i n t  w h e n  a b s o l u t e l y  n e c e s s a r y

B e  v e r y  c a r e f u l  a b o u t  p o r t a b l e  d e v i c e s  -  d o  y o u  n e e d  t o

t a k e  d a t a  o u t s i d e  o f  t h e  B B C ?
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p r i n c i p l e  - P r o c e s s o r s

P r o c e s s o r s  r a i s e  e x t r a  7 * '^  p r i n c i p l e  r i s k s ;  t h e  d a t a  i s  o u t  o f  

o u r  h a n d s .  B u t  t h e  B B C  m a i n t a i n s  l e g a l  r e s p o n s i b i l i t y  

u n d e r  t h e  D P A .

•  T h e r e  M U S T  b e  a  w r i t t e n  c o n t r a c t

•  T h e r e  M U S T  b e  w r i t t e n  i n s t r u c t i o n s  ( e g  T e c h n i c a l  

s p e c i f i c a t i o n s )

•  B B C  m u s t  C H E C K  t h e i r  t e c h n i c a l  a n d  

o r g a n i s a t i o n a l  m e a s u r e s  ( e g  T h i r d  P a r t y  H o s t i n g  

Q u e s t i o n n a i r e ,  w h a t  D P  t r a i n i n g  d o  t h e y  p r o v i d e ?  

H o w  d o  t h e y  v e t  t h e i r  s t a f f ?  W h a t  s u b - c o n t r a c t o r s  

d o  t h e y  u s e ?

S e e  D P  H a n d b o o k  M o d u l e  8  f o r  c h e c k l i s t
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T h e r e  h a v e  b e e n  s o m e  t e c h n i c a l  i s s u e s  w i t h  s o f t w a r e  o p e r a t e d  

b y  t h e  B B C .

B B C  w a n t s  t o  e x p o r t  a  d a t a  f i l e  ( c o n t a i n i n g  p e r s o n a l  d a t a )  t o  a n  

e x t e r n a l  c o m p a n y  w h o  w i l l  c o n v e r t  t h e  d a t a  a n d  r e t u r n  i t  b a c k  

t o  t h e  B B C  i n  a  u s a b l e  f o r m a t .

Is  t h i s  o k a y ?  W h a t  d o  w e  n e e d  t o  d o  in  t e r m s  o f  t h e  7^^ p r i n c i p l e ?

D o e s  i t  m a t t e r  w h e r e  t h e  e x t e r n a l  c o m p a n y  is  b a s e d ?
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D a t a  P r o t e c t i o n  P r i n c i p l e s

8 . S a f e  t r a n s f e r s  o v e r s e a s

P e r s o n a l  d a t a  m u s t  n o t  b e  

t r a n s f e r r e d  o u t s i d e  t h e  E E A  u n l e s s  

c e r t a i n  c o n d i t i o n s  a r e  f u l f i l l e d .

I f  y o u  w a n t / n e e d  t o  t r a n s f e r  d a t a  o u t s i d e  t h e  E E A ,  t a l k  t o  I P C  a s  w e  

c a n  h e l p  t o  p u t  s a f e g u a r d s  in  p l a c e .
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.......................... .........................

8 t h  P r i n c i p l e

T ra n s fe rs  w ith in  th e  B B C  a re  tre a te d  as tra n sfe rs  
w ith in  th e  E E A

O t h e r  B B C  o ffice s a re  re q u ire d  to  m e e t th e  sam e  
stan d a rd s and c o m p ly  w ith  th e  sam e p o lic ie s  and  
p ro c e d u re s  as U K  o ffices
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......

S * * ’  p r i n c i p l e

If tra n sfe rr in g  to  c o u n tr ie s  w h ich  a re  n o t  d esignated  
safe, ad d itio n al c o n d it io n s  m u st be m e t fo r  e xam p le :

■  P u ttin g  in p lace  a data tra n sfe r  a g re e m e n t based on  
E C  m o d e l te rm s

■  M aking a fo rm a l a sse ssm e n t o f  ad e q u acy

I f  y o u  w a n t / n e e d  t o  t r a n s f e r  d a t a  o u t s i d e  t h e  E E A ,  t a l k  t o  I P C  a s  w e  c a n  h e l p  

t o  p u t  s a f e g u a r d s  i n  p l a c e .
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R e c a p :  D a t a  P r o t e c t i o n  P r i n c i p l e s

1 . Processed fairly and lawfully
2 . Processed for limited purposes and not in any manner incompatible with those purposes
3 . Adequate, relevant and not excessive
4 . Accurate and up to date
5 . Not kept for longer than necessary
6 . Processed in line with the data subjects’ rights
8 . Not transferred to countries that don’t have adequate protections
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Cookies

M u s t  p r o v i d e  i n f o r m a t i o n  a b o u t  h o w  t o  

r e f u s e  c o o k i e s

■  M u s t  h a v e  A L L  c o o k i e s  

r e g i s t e r e d  i n t e r n a l l y
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P r i v a c y  a n d  E l e c t r o n i c  C o m m s

R e g u l a t i o n s  

“ e  P r i v a c y ”

A d d i t i o n a l  r e g u l a t i o n s  t h a t  s e t  o u t  r u l e s  f o r  e - m a r k e t i n g  v i a  e m a i l ,  

t e x t  e t c

A l s o  r e g u l a t e  h o w  t o  d e p l o y  c o o k i e s

Must have opt-in consent to market via email/text
Consent is a positive act -  ticking a box, sending an emaii, 
clicking an icon
Subscribe to marketing boxes should not be pre-ticked
Must provide free mechanism to unsubscribe with every 
message (even texts)
£ 5 0 0 k  f i n e  f o r  s e r i o u s  b r e a c h  o f  t h e  e P r i v a c y  R e g u l a t i o n s

o  T r a n s p a r e n c y  

□  C o n t r o l

MODI 00018326



For Distribution to C P s

Question 1

J u n e , w h o  w o rk s  fo r  B B C  P e n s io n s , re c e iv e s  a  ca ll fro m  J o h n . J o h n  w a n ts  to  k n o w  h o w  m u c h  
m o n e y  is in h is  w ife , S h e i la ’s, p e n s io n  fu n d . H e  e x p la in s  th a t  S h e ila  h a s  n o t b e e n  a t th e  o ff ic e  fo r  
th e  p a s t fe w  w e e k s  a s  s h e  h a s  b e e n  in is o la tio n  in h o s p ita l a f te r  c o n tra c tin g  M R S A . It ’s  n o t  
lo o k in g  g o o d  fo r  S h e ila , a n d  J o h n  is try in g  to  w o rk  o u t w h a t  th e  fa m ily ’s  fin a n c ia l s itu a tio n  w o u ld  
b e  if S h e ila  d ie s .

J u n e  ta k e s  fu ll n o te s  o f  th e  ca ll, in c lu d in g  J o h n ’s  fu ll n a m e  a n d  a d d re s s  a n d  m o b ile  n u m b e r.

Should June give John the details of Sheila’s account?
What data protection principles apply?

J u n e ’s  p a rtn e r , M a r jo r ie , h a s  ju s t  s ta r te d  w o rk  a t  a  la w  firm  th a t  s p e c ia lis e s  in ta k in g  a c tio n  
a g a in s t  h o s p ita ls  on  b e h a lf  o f  fa m ily  m e m b e rs  o f  M R S A  v ic tim s . J u n e  p a s s e s  o n  J o h n ’s  d e ta ils  to  
M a r jo r ie  te llin g  h e r  th a t  s h e  s h o u ld  g e t in to u c h  w ith  J o h n  a s  h e  m ig h t b e  n e e d in g  h e r  le g a l  
s e rv ic e s .

What data protection principles apply?
Who is/are the data subjects?
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Question 2

J a m e s  i s  a  m e m b e r  o f  t h e  f i n a n c e  t e a m  w i t h i n  B B C  F i n a n c e .  A  

f r e e l a n c e  c o l l e a g u e  s u g g e s t s  t h a t  h e  a n d  J a m e s  c o n d u c t  a  s e a r c h  

o n  t h e  B B C  F i n a n c e  s y s t e m  t o  s e e  h o w  m u c h  a  N e w s n i g h t  

p r e s e n t e r  g e t s  p a i d  c o m p a r e d  t o  s o m e o n e  w h o  h o s t s  a  s h o w .

J a m e s  b e l i e v e s  t h a t  c o n d u c t i n g  t h i s  s e a r c h  c o u l d  f u r t h e r  h i s  

k n o w l e d g e  o f  t a l e n t  f e e s ,  w h i c h  m i g h t  b e  a b l e  t o  a s s i s t  h i m  i n  t h e  

f u t u r e .  H e  a g r e e s  t o  c o n d u c t  t h e  s e a r c h  o n  t h e  p r o v i s o  t h a t  t h e  d a t a  

w o u l d n ’ t  g o  o u t s i d e  t h e  B B C .

W h a t ’s  t h e  p e r s o n a l  d a t a  a t  i s s u e ?

W h a t ’s  t h e  h a r m  t h a t  c o u l d  c o m e  f r o m  d i s c l o s i n g  d a t a ?

W h a t  d a t a  p r o t e c t i o n  p r i n c i p l e s  a r e  r e l e v a n t ?

W h a t  B B C  p o l i c i e s  a r e  r e l e v a n t  t o  t h i s  s c e n a r i o ?
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Question 3

A  c o m p a n y  t h a t  p r o v i d e  t e x t  m e s s a g i n g  s e r v i c e s  f o r  B B C  W a l e s  h a s  

j u s t  c o n t a c t e d  y o u  t e l l i n g  y o u  a b o u t  t h e  l o s s  o f  a  l a p t o p .

I t  w a s  h e l d  b y  a  s u b - c o n t r a c t o r  o f  t h e i r s  a n d  i n c l u d e s  a l l  t h e  p h o n e  

n u m b e r s  a n d  t e x t s  o f  a u d i e n c e  m e m b e r s  w h o  h a d  t e x t e d  i n t o  a  

W e l s h  R a d i o  c o m p e t i t i o n  1 2  m o n t h s  a g o .

T h e  c o m p e t i t i o n  a s k e d  v i e w e r s  t o  p r o v i d e  t h e i r  a g e  a n d  n a m e .

W h a t  q u e s t i o n s  w o u l d  y o u  a s k  t h e  c o m p a n y ?

I n  y o u r  v i e w ,  i s  t h i s  a  d a t a  s e c u r i t y  b r e a c h ?  W h y A / V h y  n o t ?

W h a t  s t e p s  w o u l d  y o u  t a k e  t o  a d d r e s s  t h i s  s i t u a t i o n ?
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Data Security Breach Procedures

B B C  d e f i n e s  a  d a t a  s e c u r i t y  b r e a c h  a s  l o s s / d i s c l o s u r e / i n a p p r o p r i a t e  

a c c e s s  o r  m i s h a n d l i n g  o f :

■  p e r s o n a l  d a t a ;  o r

■  h i g h l y  c o m m e r c i a l l y  s e n s i t i v e  d a t a  r e l a t i n g  t o  t h e  B B C  a n d / o r  i t s  

s u p p l i e r s .
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■

Data Security breach procedures
B B C  d e f i n e s  a  ‘ s e r i o u s  i n c i d e n t ’ a s  a  d a t a  s e c u r i t y  b r e a c h  t h a t  i n v o l v e s  t h e  

l o s s / d i s c l o s u r e / i n a p p r o p r i a t e  a c c e s s  o r  m i s h a n d l i n g  o f  e i t h e r :

■  L a r g e  v o l u m e s  o f  p e r s o n a l  d a t a  ( i e  d e t a i l s  o f  m o r e  t h a n  1 0 0  i n d i v i d u a l s )

■  P e r s o n a l  d a t a  t h a t  t h a t  c o u l d  c a u s e  p o t e n t i a l  h a r m  t o  t h e  i n d i v i d u a l s  ( e g  

f i n a n c i a l / c r e d i t  c a r d  d e t a i l s ) ;  o r

■  H i g h l y  c o m m e r c i a l  s e n s i t i v e  d a t a  w h i c h  c o u l d  c a u s e  s i g n i f i c a n t  h a r m  t o  t h e  

B B C  o r  a n o t h e r  c o m p a n y

■  P a r t i c u l a r l y  s e n s i t i v e  d a t a  ( e g  m e d i c a l  r e c o r d s ,  c o n t r a c t  d e t a i l s  o f  k e y  

t a l e n t ,  c o n t a c t  d e t a i l s  o f  a n o n y m o u s  s o u r c e s ) ;

■  P e r s o n a l  d a t a  r e l a t i n g  t o  c h i l d r e n .

S e e  D P  H a n d b o o k  M o d u l e  1 5  f o r  p r o c e d u r e

I f  y o u  s u f f e r  a  b r e a c h  c o n t a c t  E x t  

26599 IMMDIDATELY
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News services
Your news when you 
want it

Thousands of driver details lost
The D river and Vehicle  
A gency  in Northern Ire lan d  
has lost the personal deta ils  
of 6 ,000  people.

The data  was on tw o  discs and 
w en t missing a fte r  being sent 
to  the  agency's headquarters in 
Swansea.

T h s  d riv e rs ' d e ta ils  w ere on  two
The DVA said th e  da ta  was discs
being provided in response to  a sa fe ty  recall by a number o f  
m anufacturers.

The head o f  th e  agency said th e  in form ation  was no t 
encryp ted . I t  included deta ils o f  7^685 vehicles and more than  
6 j000 vehicle  keepers.

The data  includes th e  keeper's name^ address^ reg is tra tion  
mark o f  the  vehicle^ chassis number^ make and colour.

VIDEO AND AUDIO NEV/S
DVA c h ie f eK ec u tive  B rendan  
M agee ap o lo g ises  fo r  th e  loss
MS Watch

BENEFIT DISCS LOST
KEY STORIES
* Discs loss 'entirely avoidable'
* MoD 'Facebook generation' fear
 ̂New boss for HMRC after data slip 
 ̂Tougher data rules for Whitehall

* More firms 'admit disc failings'
 ̂£20,000 reward offered for discs 
 ̂Fresh benefit data lapse admitted 
 ̂Discs 'worth f l.S b n ' to criminals

Q ueries a n sw e red
BBC personal finance 
reporter Jennifer 
Clarke answers your questions on the crisis

However, th e  DVA said no I t  w asn't encrypted  - th is

FEATURES AND BACKGROUND
* Q&A: Child benefit records lost 
 ̂Government letter; full tex t
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S ta r t

T he  lo s s  o f d is c s  c o n ta in in g  
p e rs o n a l d e ta ils  o f  25  
m ill io n  p e o p le  w a s  
"e n t ir e ly  a v o id a b le 'V  a 
r e p o r t  s a y s .

The Poynter report does no t 
blame individual o ffic ia ls, bu t 
h ighlights "serious ins titu tiona l 
defic iencies" a t HM Revenue 
and Customs (HMRC). 00.00/03.54

Chancellor A lista ir Darling to ld  Alistair Darling's sta tem ent to the Commons 
MPs ac tion  was  a lready being 
taken to  improve da ta  security .

The Tories said the  report and ano the r by the  Independent Police 
Complaints Commission were "tru ly  devasta ting ".

Shadow  Chanceiior George O sborne said they highlighted

BEN EFIT DISCS LOST

KEY STORIES

* Discs loss 'en tire ly  avo id ab le '

► MoD 'Facebook generation ' fear

* New boss fo r HMRC a fte r  data  slip 

» Tougher da ta  rules fo r W hitehall

* More firms 'adm it disc failings'

* £20,000 reward o ffe red  fo r discs

► Fresh bene fit da ta  lapse adm itted
► Discs 'w o rth  fil.S bn* to  crim inals

Q u e r ie s  a n s w e re d
BBC personal finance reporte r 
Jenn ifer Clarke answers your 
questions on the  crisis
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Discs ’worth £1 .5 bn" to criminals
Two m issin g  com puter d iscs  
containing the personal 
details of 25 million people  
could be worth up to £1.5bn  
to crim inals, sa y  the Lib  
D em s.

Acting  leader V incent Cable to ld l 
MPs an "enormous am ount" w as |
still a t stake, a fte r  discs ~ u  . ^ ̂ Mr C a b le  s a id  th e  d iscs  could  dwarf
conta in ing th e  entire  child th e  v a lu e  o f th e  B rinks M at ro b be ry
bene fit database go t los t in trans it.

M inisters say there  is no evidence th ey  have been in te rcep ted  
by criminals.

But in a Tory-led  debate  on the  issue shadow chancellor 
George Osborne asked i f  th e  "whole tru th "  had been to ld.

The discs were los t a fte r  HM Revenue and Customs sent discs 
to  the  National Audit O ffice  unreg istered and unencryp ted .

E i L S m i  D lS l   ̂ I fl<̂ T
KEV STORIES
 ̂ D isc s  loss ‘en tire iy  a v o id a b le ’
 ̂MoD 'Facebook generation' fear

* New boss for HMRC after data slip 
 ̂Tougher data rules for Whitehall
 ̂More firms 'admit disc failings'

* £20,000 reward offered for discs
* Fresh benefit data lapse admitted 
 ̂ D iscs 'w orth  £1 .5bn ‘ to  crim in.ais

Q ueries an sw ered
BBC personal finance 
reporter Jennifer 
Clarke answers your 
questions on the crisis

FEATURES AND BACKGROUND
Q&A; Child benefit records lost►

* Government letter; full te.xt 
^Taking cover from ID theft
* Point-by-point; Darling statem ent 
 ̂The dealers in data

* Life inside the beleaguered HMRC 
^Timeline: Benefits records loss
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T - M o b i le  s t a f f  s o ld  p e r s o n a l  d a t a

s ta f f  a t  m o b ile  p h o n e  
c o m p a n y  T -lv io b i!e  p a s s e d  
on  m ill io n s  o f  re c o rd s  f ro m  
th o u s a n d s  o f  c u s to m e rs  to  
th i r d  p a r ty  b ro k e rs ^  th e  
f i r m  h a s  c o n f irm e d .

Details emerged after the firm 
alerted the information 
commissioner, who said his 
office was preparing a 
prosecution.

00,00 / 01.37

Information Commissioner: “The penalties, 
aren 't strong enough to stop it"

Have: Ybur Say 
^Magazine
,Irt;RtCtUreS: : :::

Christopher Graham said 
brokers had sold the data to
other phone firms, who then cold-called the customers as their 
contracts were due to expire.

A T-Mobile spokesman said the data had been sold "without our
i:'nrvin*!oHnri“ __________

SEE ALSO
>. Calls to tighten data abuse laws

05 Sep 09 i UK
*• NHS told to tighten data security

25 May 09 | UK
*■ Ex-BNP man fined over names leak

01 Sep 09 I Nottinghamshire

TOP UK STORIES 
* British yachtsmen freed by Iran 
» Nato must follow US example - PM 
> Building societies agree merger 
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First Data Protection Act fines issued by 
commissioner

Top Stories

A coun^ council that faxed details of a 
child sex abuse case to a member of the 
public is to be fined £100,000 tor breaching 
the Data Protection Act.

Hertfordshire County Council is one of too 
bodies fined by the information Commissioner- 
both have apologised.

Sheffield-based M e was fined £60,000 for 
losing an unencrypted laptop with the details of 
thousands of people.

Tobacco displays
’ facing shop ban

A company's erriployee took horrie a laptop 
containing personal information about 24,000 people

Libyans ’will fight' iio-fly zone 

BOA Olympic cash low intoiisifies 

Special needs 'Itelp f*i families' 

Coiiiicil tax 'to fall this year'

Features & Analysis

The commissioner said the fines - the first he has issued - would "send a Related stories 
strong message" to those handling data. ...........................

Gas muzzlers
Is sating fuel the new driving 
obsession?

Commissioner Christopher Graham was granted the authority to serve 
financial penalties for data protection breaches in April of this year.

Fax mistakes

The breaches at Hertfordshire County Council occurred in June, when 
employees in the childcare litigation unit accidentally sent too faxes to the 
wrong recipients on too separate occasions. The council reported both 
breaches to the information Commissioner's Office (ICO).

Privacy code of 
practice î ued
NHS 'woref for 
breaches of data'

Peas are good
t  f  ti-'ifii 11̂ ’ Spuds, ngeps, leeks - just what is 

the UK's national vegetable?

Sex and the payslip
The womef! accusing the world's 
biggest retailer of discrimirtation

In pictuies
Ten years ater destruction of 
Afghanistan's Bamiyan Buddhas

@inta™t
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ICO Fines issued
Hertfordshire County Council = fine of £1 0 0 , 0 0 0

■  2  f a x e s  s e n t  t o  t h e  w r o n g  n u m b e r  o n  2  o c c a s i o n s

■  I n f o r m a t i o n  =  s e n s i t i v e  p e r s o n a l  d a t a  a b o u t  c h i l d  s e x  a b u s e  c a s e s .

■  H o w  e a s y  i s  i t  t o  s e n d  a n  e m a i l  t o  t h e  w r o n g  a d d r e s s ?

A4 e = fine of £6 0 , 0 0 0

L a p t o p  c o n t a i n i n g  p e r s o n a l  i n f o r m a t i o n  r e l a t i n g  t o  2 4 , 0 0 0  p e o p l e  

w h o  h a d  u s e d  c o m m u n i t y  l e g a l  c e n t r e s .

L a p t o p  w a s  u n e n c r y p t e d  a n d  s t o l e n  f r o m  t h e  e m p l o y e e ' s  h o m e
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ICO Fines issued
Ealing Council = fine of £80,000 & Hounslow Council = 

£70,000

P e r s o n a l  d e t a i l s  o f  1 , 7 0 0  i n d i v i d u a l s  w e r e  l o s t  w h e n  t h e  l a p t o p s  w e r e  

s t o l e n  f r o m  o n e  o f  t h e  e m p l o y e e ’ s  h o m e .

B o t h  c o u n c i l s  h a v e  a  p o l i c y  o n  e n c r y p t i o n  b u t  t h e  l a p t o p s  w e r e  u n e n c r y p t e d .

T h e  I C O  s a y s  t h a t  E a l i n g  C o u n c i l  w a s  in  b r e a c h  o f  i t s  o w n  p o l i c y  a s  i t  w a s  

n o t  c h e c k i n g  t h a t  i t  w a s  f o l l o w e d  o r  u n d e r s t o o d  b y  s t a f f .

H o u n s l o w  C o u n c i l  b r e a c h e d  t h e  A c t  b y  f a i l i n g  t o  h a v e  a  w r i t t e n  c o n t r a c t  

i n  p l a c e  w i t h  E a l i n g  C o u n c i l .  A l s o ,  H o u n s l o w  d i d  n o t  m o n i t o r  E a l i n g  

C o u n c i l ’ s  p r o c e d u r e s  f o r  o p e r a t i n g  t h e  s e r v i c e  s e c u r e l y .

T h e s e  f i n e s  f o l l o w  a  s i m i l a r  i n c i d e n t  l a s t  y e a r  ( l o s s  o f  u n e n c r y p t e d  l a p t o p )  

w h i c h  l e d  t o  a  £ 6 0 , 0 0 0  f i n e  a g a i n s t  a n  e m p l o y m e n t  a d v i c e  f i r m  A 4 e .
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W ho is responsible for DP
compliance?

i
IN D IV ID U A LS  W O R K IN G  

W IT H IN  O R G A N IS A T IO N S

T h e  I C O  is R e s p o n s ib le  f o r  o v e r s e e in g  

c o m p l ia n c e  e .g . in v e s t ig a t io n  c o m p la in t s  

is s u in g  c o d e s  o f  p r a c t ic e  &  g u id a n c e ,  

m a in t a in in g  a  r e g is t e r  o f  d a t a  c o n t r o l l e r s

O r g a n is a t io n s  a r e  r e s p o n s ib le  f o r  t h e  

e n s u r in g  t h e  d a t a  t h e y  p r o c e s s  c o m p l ie s  

w i t h  t h e  D P A  a n d  f o r  e n s u r in g  s ta f f  a r e  

a w a r e  o f  t h e i r  o b l ig a t io n s

^ I n d i v i d u a l s  w i t h in  o r g a n is a t io n s  a r e  

r e s p o n s ib le  f o r  t h e  d a t a  t h e y  p r o c e s s  -  

e m p lo y e e s  c a n  in d iv id u a l ly  b e  c r im in a l ly  

l ia b le  f o r  d e l ib e r a t e  u n la w fu l  d is c lo s u r e s
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BBC Data Protection Structure
i n f o r m a t i o n  P o l ic y  &  C o m p l ia n c e :  IP C  A d v is e r  f o r  e a c h  D iv is io n  ( s e e  G a t e w a y ) .

D a t a  P r o t e c t i o n  C o n t a c t s  

w i t h i n  e a c h  D e p a r t m e n t

;  D i v i s i o n a l  D P  R e p r e s e n t a t i v e
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To conclude...
T h e  B B C  ( a n d  t h a t  m e a n s  a l l  o f  u s ) :

■  m u s t  c o m p l y  w i t h  t h e  8  D a t a  P r o t e c t i o n  

P r i n c i p l e s .  T h e  c o n s e q u e n c e s  o f  n o t  d o i n g  s o  m a y  

b e  s e v e r e .

■  is  r e s p o n s i b l e  f o r  a l l  i t s  d a t a  p r o c e s s i n g ;  i n c l u d i n g  

t h a t  d o n e  b y  3''*^  p a r t i e s
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To conclude...
If you have a data protection question, do the 

following:

■  L o o k  a t  t h e  D a t a  P r o t e c t i o n  H a n d b o o k  o n  G a t e w a y ;

■  S p e a k  t o  y o u r  D i v i s i o n a l  R e p  o r  a  D P  C o n t a c t  w i t h i n  y o u r  

d e p a r t m e n t ;  o r

■  C o n t a c t  u s !

D e t a i l s  o n  t h e  I n f o r m a t i o n  P o l i c y  &  C o m p l i a n c e  G a t e w a y  p a g e
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Thank you!

Penn Jarvis
Ext: (0 2 ) 2 5 6 4 6  

Penn.iarvis@bbc.co.uk
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