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A ils a  B e a to n  O B E  

D ire c to r o f Inform ation

d o  M e tropo litan  P o lic e  S e rv ice , N e w  S co tla n d  Y a rd

1. I h a ve  b een  a ske d  to p ro v ide  a s ta tem en t fo r the  p u rp o se s  o f the  L e v e so n  

Inquiry. In p repa ring  it I h a ve  sou g h t to  a d d re s s  a ll the  q u e s t io n s  a ske d  o f m e 

in the  N o t ice  se rved  p u rsu an t to s.21 (2) o f the  Inqu iries A c t  2 0 0 5 .1 beg in  e a ch  

se c t io n  o f th is  s ta tem en t b y  listing  the  q u e s t io n s  to  w h ich  I am  respond ing .

(1) Who you are and a brief summary of your career history.

2. I am  D ire c to r o f In form ation and  C h ie f  Inform ation O ffice r on  the  M e tropo litan  

P o lic e  S e rv ic e ’s  (M P S )  M a n a g e m e n t B oa rd . M y  d ire c to ra te  p ro v id e s  

in fo rm ation , co m m u n ica t io n s  and  te ch n o lo g y  s e rv ic e s  to  the  55 ,0 00  p o lic e  

o ffice rs , s ta ff and  vo lu n te e rs  o f the  M P S  a c ro s s  750  lo ca tion s . I am  a ls o  H e a d  

o f the  In form ation M a n a g e m e n t B u s in e s s  A re a  fo r  the  A s s o c ia t io n  o f C h ie f  

P o lic e  O ff ic e rs  fo r  E n g la n d  and  W a le s , th u s  be ing  a  m em b e r o f A C P O  C a b in e t  

and  C h ie f  C o n s ta b le s  C o u n c il.  I am  a ls o  a  S p e c ia l C o n s ta b le  in the  M P S .  I

1

M O D 2 0 0 0 1 9 1 9 0



For Distribution to CPs

w a s  aw arded  an  Q B E  fo r m y con tribu tion  to po lic ing  in the  Q u e e n ’s  N ew  

Y e a r ’s  H on o u rs  2010 . I w orked  in a cco u n tan cy  a fte r g radua ting  but h a ve  now  

sp en t o v e r 30  y e a rs  w o rk ing  in a  range  o f  IC T  ro les. T h e s e  have  in c lu ded  

be ing  C IO  fo r IC L  pic, a  s e n io r  pa rtner w ith P A  C o n su lt in g  G ro u p  and  

undertak ing  va r io u s  sa le s , m anagem en t and  te ch n ica l suppo rt ro le s  fo r 

G e n e ra l E le c tr ic  (U S A ).

(2) Please identify the databases, owned and opererted by the MPS, that hold personal/private 
information relating to individuals, for example intelligence databases. In respect of each 
dertabase please explain (i) what broad categories of information are held on it; and (ii) who 
has access to it and for what purposes.

3. I exh ib it to th is  s ta tem en t a s  A /B  1, a  file  con ta in ing  a t ta b s  1 -5 docum en ta tion  

re la ting  to the  m ost p rom inen t s y s te m s  that ho ld pe rsona l/p r iva te  in fo rm ation  

re la ting  to ind iv idua ls  tha t h ave  a  co re  po lic ing  app lica tion . T h e  sy s te m s  are: -

Crime Intelligence and Information System Plus (CRIMINT +)

4. T h is  is  a  sys tem  that p ro v id e s  a c c e s s  to, and  se a rch in g  of, linked  M P S  

in te llig ence . T h is  can  be  a c c e s s e d  by  po lice  o ffice rs , p o lice  s ta ff and app roved  

pa rtn e rs  (e.g. lo ca l au tho rity  s ta ff w o rk ing  in p a rtne rsh ip  w ith  the  M P S ,  o r 

su ita b ly  vetted  and  app ro ved  con tracto rs).

MERLIN

5. T h is  is  a  sy s tem  fo r the  reporting  o f m iss in g  pe rson s , ch ild ren  com ing  to n o t ice  o f 

po lice , ch ild ren  taken  into p o lice  p ro tection , prostitu te  cau tion s , you th  non ­

re co rd ab le  o ffen ce s . C h ild  P ro te c tio n  C a s e  C o n fe re n c e s  and  S u d d e n  D ea th s . It 

can  be  a c c e s s e d  by  p o lic e  o ffice rs , p o lic e  staff, and  p o ss ib ly  su itab ly  vetted  and  

app roved  partners.
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Crime Reporting Information System fCRIS)

6. T h is  sys tem  Is u sed  to report c r im e  and  m an ag e  the  Investigation  th rough  to 

con c lu s io n . It c an  be  a c c e s s e d  by  p o lic e  o ffice rs , p o lice  staff, s ta tion  recep tion  

o ffice rs  and  app roved  pa rtne rs  (e.g. lo ca l au thority  s ta ff w o rk ing  in pa rtne rsh ip  

w ith the  M P S ,  o r  su itab ly  vetted and  app ro ved  con tracto rs .)

(3) How does information get placed on those databases? Who decides whether the 
information should be inputted?

CRIMINT +

7. In form ation is  re co rded  on  C R IM IN T  + by  o ffice rs  and  the in fo rm ation  is  then  

rev iew ed  by  B o rough  In te lligence  U n its  and  C R IM IN T  + C o re  A dm in is tra to rs .

MERLIN

8. O ff ice rs  c re a te  P re -A s s e s sm e n t  C h e c k lis t  re co rd s  w h e n e v e r an  in c id en t the y  

a re  d ea lin g  w ith d ire c tly  c o n ce rn s  ch ild ren , o r  if a  d o m e s t ic  Incident is  a ttended  

and  the re  a re  ch ild ren  p resen t. O th e r re co rd s  su ch  a s  m iss in g  pe rson s , 

su d d e n  dea th  repo rts  and  youth  non -re co rd ab le  o ffe n ce s  a re  c re a ted  by 

o ff ice rs  and  s ta ff on  a  “co m e  to n o t ice ” b a s is .

CRIS

9. C r im e s  a re  u su a lly  en te red  by  p o lic e  o ffice rs  and  so m e  sta ff in ce rta in  ro les. 

U p d a te s  a re  ca rr ied  ou t b y  p o lic e  o ff ice rs  and  staff. A ll c r im e  repo rts  a re  

su p e rv ise d  and  th is  is  re co rded  on  the  report.

(4) How do users access the databases?
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10. C R IS  and  M erlin  a re  a c c e s s e d  v ia  the M P S  C o rp o ra te  N e tw o rk  (A W A R E ) . 

U se rs  a re  requ ired  to en te r a  un ique  u se r iden tifica tion  and  p a ssw o rd  in o rd e r 

to  a c c e s s  A W A R E .  C u rren tly  to  a c c e s s  C R IM IN T  + u se rs  a re  requ ired  to en te r 

an  add itiona l u se r nam e  and  pa ssw o rd  sp e c if ic  to  the  app lica tion .

(5) How is access to those databases restricted and controiied? The Inquiry is interested in 
both technicai and non-technicai measures (such as instructions to users).

11. A c c e s s  is  g ran ted  to a ll s y s te m s  ba sed  upon a  u se r ’s  du tie s . In o rd e r to ob ta in  

an  a cco u n t to u se  the sy s te m s  the  new  u se r m ust be  sp o n so re d  by  a  m anage r.

(6) What systems and/or measures are in place to ensure that information heid on the 
databases is not misused? The Inquiry is interested in both technicai and non technicai 
measures.

12. A ll th o se  w ho  a c c e s s  the  d a ta b a se s  w ill be aw a re  o f  the  poten tia l fo r the ir 

a c t io n s  to  be  aud ited . T h is  is  m ade  c le a r  w ith in  the  Inform ation C o d e  o f 

C ondu c t, w h ich  is  b rought regu la rly  to the  a tten tion  o f a ll staff. P le a s e  s e e  T a b  

1 - p age  4.

CRIMINT +

13. T h e  C R IM IN T  S u p p o rt T e a m  aud it C R IM IN T  + a s  part o f  th e ir rem it. In add ition  

lo ca l su p e rv iso ry  c h e c k s  a re  requ ired  to be conducted .

MERLIN

14. A  fu ll aud it cap a b ility  re co rd ing  reco rd  crea tion , v iew ing , c h a n g e s  and  printing 

is  ava ilab le . R e q u e s ts  fo r aud it en q u ir ie s  a re  m anaged  by  the  DOI S e rv ic e  

M anage r.
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C R IS

15. A c c e s s  to C R IS  is  aud itab le , and  activ ity  by  a  u se r  w ith in  C R IS  can  be 

m on ito red . A u d its  can  be  co n d u c ted  in re la tion  to upda tes, tra n sa c t io n s  and  

en q u ir ie s  run.

(7) Are individual users subject to any vetting procedures or security checks? If so, please 
give details. Is there a system in place for monitoring and reviewing the suitability of a person 
to have continued access to the databases? If so, please give details.

16. T h e  M P S  Ve tting  P o lic y  re q u ire s  a ll m em be rs  o f  the  M P S  (po lice  o ffice rs , 

p o lice  staff, and  sp e c ia l con s tab le s ), n on -po lice  s ta ff (con tracto rs , con su ltan ts  

and  m em be rs  o f  pa rtne r a g e n c ie s )  o r a n y  p e rso n  hav ing  u n e sco rted  a c c e s s  to 

M P S  bu ild ing s  o r  un con tro lled  a c c e s s  to  p o lic e  in fo rm ation  to be  vetted. 

A c c e s s  to s y s te m s  shou ld  be  rev iew ed  by line  m an a g e rs  a t the  tim e  o f  ch an g e  

o f  ro le  o r  posting . C o n t in u ed  a c c e s s  to  s y s te m s  is  rev iew ed  du ring  the co u rse  

o f a n y  d is c ip lin a ry  in ve s tig a tio n s  in vo lv ing  a lle g ed  m isu se  o f s y s te m s  / 

in form ation . P le a s e  s e e  the  V e tting  P o lic y  a t T a b  2.

(8) Are any restrictions placed on an individual user’s ability to access information held on the 
databases (whether by technical means or by way of instructions to the user)? For instance, 
do some users have greater access rights than others? If so, describe the levels of access and 
to whom they apply respectively.

17. R o le  g ro u p s  and  se cu r ity  p e rm is s io n s  a re  u sed  to ta ilo r in d iv idua l u se r  a c c e s s  

and  functiona lity . W ith  C R IS  a c c e s s  is  con tro lled  b y  p e rm is s io n  le v e ls  w ith in  

e a ch  u se r a ccoun t.

(9) Are individual users permitted to browse the information to which they do have access 
without restriction? If not, what restrictions are in place and how are they communicated to 
individual users?
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18. M P S  sy s te m s  and  in form ation  m ay  on ly  be  u sed  fo r leg itim ate  po lic ing  

pu rpo ses . T h e  M P S  Inform ation C o d e  o f C o n d u c t d e s c r ib e s  to a ll u se rs  o f M P S  

sy s te m s  and  in form ation  the u se  to w h ich  sy s te m s  and  in fo rm ation  m ay  be  put. 

P le a s e  s e e  the  M P S  Inform ation C o d e  o f C o n d u c t a t T a b  1 - p a g e s  2 and  3.

(10) What training is provided to individuai users of the databases to ensure that they 
understand what is and what is not iawfui/appropriate use of the information heid on the 
databases? Who is responsibie for providing this training?

19. F o r the  re levan t sys tem s, tra in ing  is  p ro v ided  th rough  the  na tiona l com pu te r 

b a sed  tra in ing  so lu tion  N C A L T . T h e  tra in ing  m ust be  com p le ted  be fo re  u se rs  

can  log on. A dd it io na l s p e c ia lis t  c o u rse s  a re  ava ilab le .

(11) What systems and/or measures are in piace to audit the use of the databases by individuai 
users? Describe the system of auditing, if any, that is in piace.

20. S e e  the  re sp o n se  to q uestion  6.

(12) What systems and/or measures are in piace (i) to prevent; (ii) to detect and (iii) to deter 
individuai users of the databases from uniav^uiiy disciosing information?

21. A ll u se rs  undergo  vetting  be fo re  a c c e s s  is  g ran ted . Ind iv idua l a p p lica t io n s  have  

the ir ow n  tra in ing  requ irem en ts  and  au tho risa tion  p ro c e s s e s  to e n su re  o ffice rs  

and  s ta ff g ran ted  a c c e s s  to s y s te m s  h ave  a  leg itim ate  b u s in e s s  re a so n  fo r 

a c c e s s .  A ll new  u se rs  o f the  co rpo ra te  in fo rm ation  sy s tem  A W A R E  a re  requ ired  

to com p le te  a  m anda to ry  com p u te r b a sed  tra in ing  p a ck a g e  ‘C o m p u te rs  and 

Y o u ’ . S in c e  the tra in ing  p a ck a g e  h a s  been  in troduced , so m e  50 ,000  o ffice rs  

and  s ta ff h ave  com p le ted  it. P le a s e  s e e  the in tranet no tice  a t T a b  3. In add ition  

u se rs  a re  m ade  aw a re  tha t th e y  m ust co m p ly  w ith, am o n g s t o thers . T h e
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P e rso n a l U se  o f M P S  IC T  S y s te m s  S O P s  a t T ab  4  and  the  Inform ation C o d e  o f 

C o n d u c t S O P s  a t T a b  1.

(13) Do you consider that the systems and/or measures referred to in question (12) above work 
effectiveiy? What changes, if any, do you consider shouid be made to them?

22. In m y  v iew  the  cu rren t p roac tive  m on itoring  o f sy s tem  aud it tra ils  cou ld  be 

im proved .

23. In an  attem pt to a d d re s s  the  d e f ic ie n c ie s , the  M P S  h a s  p ro cu red  the  H un tsm an  

p roduct (from  T ie r-3 ) w ith a  v iew  to undertak ing  a  p ilo t im p lem en ta tion  o f the  

so ftw are  du ring  the  third qua rte r o f 2012 , fo llow ed  if the  p ilo t is  s u cce s s fu l,  by  a 

fu ll ro llou t a c ro s s  the  e s ta te  sta rting  in the  fourth q u a rte r o f 2012 .

24. H un tsm an  is  a S e cu r ity  Inform ation and  E ve n t M a n a g e m e n t (S IE M ) so lu tion  

tha t p ro v id e s  p ro ac t ive  m on ito ring  a c ro s s  the  co rpo ra te  IC T  env ironm en t.

(14) In the last 5 years:
a. How many suspected unlawful disclosures have there been of information heid on the 
databases to the media and/or private detectives?
b. How many investigations have there been into those suspected uniawfui 
disciosures of information? What was the outcome of those investigations?

25. I h a ve  no  d ire c t kn o w led g e  o f the  a n sw e r to th is  question , s o  I a ske d  the M P S  

D ire cto ra te  o f P ro fe s s io n a l S ta n d a rd s  (D P S )  fo r a  re sp o n se . T h e y  a d v ise d  m e 

tha t be tw een  01/01 /2008  and  29/02/2012 , the re  h a ve  b een  21 co n d u c t m atter 

c a s e s  invo lv ing  21 o ff ice rs  w h ich  h ave  resu lted  in 25  o ffice r a lle g a t io n s  be ing  

re co rd ed  in re la tion  to in fo rm ation  le a k a g e  to the  m ed ia .
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26. A  rev iew  o f th e se  25  o ffice r a llega tion  su m m arie s  re vea ls  that it h a s  o n ly  been  

p o ss ib le  to identify  o n e  in s tan ce  w he re  a  sp e c if ic  M P S  sys tem  o r  d a ta b a se  h a s  

been  identified  a s  invo lved  in the  leak. T h is  re la ted  to in form ation  from  C r im in t 

+ a lle g e d ly  be ing  leaked  to the  p ress . T h e  a lleg a tion  ag a in s t the  o ffice r w a s  

unsubstan tia ted .

27. H ow ever, I am  to ld that due  to the  in te roperab ility  o f m an y  o f the  M P S  sy s tem s  

and  d a ta b a se s  a s  w e ll a s  is s u e s  su ch  a s  co p y  and  pasting , note  tak ing, 

dup lica tion  o f in fo rm ation  a c ro s s  sys tem s, prin ting and  pho tocopy ing , it is 

e x trem e ly  d ifficu lt to p in dow n w h ich  d a ta b a se  o r  sys tem  the  le a kag e  o rig ina ted  

from  u n le ss  the re  is  a  sp e c if ic  record /log  num be r o r tran sac tion  co d e  attributed 

to the  sou rce .

28. D P S  h ave  ind ica ted  that so m e  o f the  o ffice r a lle g a t io n s  a re  still u nde r 

in vestiga tion  and  it is  p o s s ib le  tha t m isu se  o r le a ka g e  from  M P S  sy s te m s  o r 

d a ta b a se s  is  ye t to  be un cove red  in these .

29. O f  the  25  o ffice r a llega tion s , 4  h ave  been  substan tia ted , 12 a re  ongo ing  

in ve s tig a tio n s  and  9 w e re  unsubstan tia ted . O f  the  4  sub stan tia ted  o ffice r 

a lleg a t ion s , 2 resu lted  in d ism is sa l (both o f th e se  o ffice r a lle g a t io n s  w e re  fo r  1 

officer), 1 in m an ag em en t a ction  and  1 ended  w ith no fu rthe r action .

30. T h e  D P S  ind ica ted  tha t they  h a ve  rev iew ed  a ll 2 5  a lle g a t io n s  fo r the  pe riod  o f 

1st Ja n u a ry  2 0 0 8  to 29th  F eb ru a ry  2 012  w ith a  'L e a k a g e  to O th e r” flag  to

8
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iden tify  if p o s s ib le  a n y  tha t m ay  re la te  to  p rivate  in vestig a to rs . I am  a d v ise d  that 

th e re  a re  no in c id en ts  w h e re  a  s p e c if ic  le a kag e  to a  p riva te  in ve s tig a to r can  be 

identified .

31. W ith  regard  to m em be rs  o f P o lic e  S taff, I h ave  re lied  on  a  re sp o n se  p repa red  

by  the  M P S  P o lic e  S ta ff D is c ip lin e  Unit. T h e y  h ave  ind ica ted  that:

a) In the  la s t fo u r y e a rs  no c a s e s  o f p o lic e  s ta ff s u sp e c te d  o f m ak ing  un law fu l 

d is c lo su re  o f in fo rm ation  he ld  on  d a ta b a se s  to  the  m ed ia  and /o r p riva te  

d e te c t iv e s  h ave  b een  reco rded .

b) T h e re  h a ve  b een  no re co rded  in ve s tig a tio n s  in to th o se  su sp e c te d  o f 

un law fu l d is c lo s u re s  o f in fo rm ation  w h e reb y  in fo rm ation  ob ta ined  h a s  

been  d is c lo s e d  to the  m ed ia  and /o r p riva te  d e te c t iv e s

T h e re  h a s  been  a  sm a ll n u m b e r o f fu rthe r 

in ve s tig a tio n s  o f m isu se  o f v a r io u s  M P S  s y s te m s  by  p o lic e  s ta ff but the re  

h a s  b een  no e v id e n ce  o f d is c lo su re  o f su ch  in fo rm ation  to the  m ed ia  

and /o r p riva te  d e te c tive s .

(15) Do you consider that the unlawful disclosure of information from the databases is a 
current problem? Please explain your answer.

32. G iv e n  th e  w o rk  tha t h a s  b een  unde rtaken  in th is  a re a  by  the  D P S ,  I a g a in  h ave  

re lied  on  them  fo r  p rov id ing  a  re sp o n se  to th is  q ue s tio n . T h e y  h a ve  ind ica ted  

tha t the  g re a te s t r isk  to  the  M P S  w ith regard  to in fo rm ation  m isu se  is  by

9

MOD200019198



For Distribution to CPs

p e rso n s  au tho rised  to s e e  it w ho  c h o o se  to p a s s  it on, not th o se  w ho  a c c e s s  it 

illicitly.

33. T h e y  fu rthe r ind ica te  that in te llig en ce  d a ta b a se s  a re  be lie ved  to be  the  m ain  

S y s te m s  u tilised  by le a ke rs  o f in form ation . Inform ation le a ka g e  is  in teg ra l to 

o v e r two th ird s o f co rrup tion  in vestiga tion s. Inform ation is  the  com m od ity  m ost 

v a lu ed  by th o se  w ho  s e e k  to co rrup t M P S  staff.

34. Inform ation L e a k a g e  and  U n law fu l d is c lo su re  is  a  key  strand  o f the  M P S  

P ro fe s s io n a l S ta n d a rd s  C o n tro l S tra teg y  and  an  A C P O  lead  h a s  re spon s ib ility  

fo r in te llig ence , p reven tion  and  en fo rcem en t activ ity.

35. T h e  P N C  is  ju s t o n e  o f a  n u m b e r o f v u ln e rab le  s y s te m s  but is  sub je c t to reg u la r 

aud it and  add it iona l d ip s  sam p lin g  by p ro fe ss io n a l s tanda rd s .

(16) As regards the personal/private information heid on the Poiice Nationai Computer, what 
roie does the MPS piay in preventing, detecting and deterring its personnei (both poiice 
officers and civiiian staff) from uniawfuiiy disciosing such information?
Piease describe the systems and/or measures in piace (both technicai and nontechnicai).

36. P le a s e  s e e  the  re sp o n se  to qu e s tio n  12. In add it ion  a ll u se rs  o f P N C  m ust be  

tra ined  to the  app rop r ia te  le ve l o f com pe ten ce . U s e  o f the  P N C  by  M P S  o ffice rs  

and  s ta ff is  m on ito red  by  the  M P S P N C  B u re a u  w ho  perform  random  ch e c k s  on  

a d a ily  b a s is .

(17) What training is provided to individuai users of the PNC to ensure that they understand 
what is and what is not iawfui/appropriate use of the information heid on 
the PNC?
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37. T h e  na tu re  o f P N C  is  d e sc r ib e d  in the  M P S  P N C  S tanda rd  O pe ra ting  

P ro ce d u re  P a rag rap h  8 a t T a b  5. T ra in ing  on  the  u se r ’s  re sp on s ib ilit ie s  u n d e r 

the  D a ta  P ro te c tion  A c t  and  C o m p u te r M isu se  A c ts , toge th e r w ith the  M P S  

S e cu r ity  C o d e  (M E T S E C ) ,  and  the  Inform ation C o d e  o f C o n d u c t a t T a b  1 m ust 

be  de live red  in a ll P N C  tra in ing  co u rse s . T h is  su p p lem en ts  the  m anda to ry  

b a se lin e  tra in ing  fo r a ll M P S  o ffice rs  and  s ta ff in the  C o m p u te r b a sed  tra in ing  

p a ck a g e  “C o m p u te rs  and  Y o u ”.

(18) What systems and/or measures are in place to audit the use of the PNC by MPS 
personnel? Describe the system of auditing, if any, that is in place.

38. T h e  M P S  P N C  B u reau  sen d  ou t aud it c h e ck s  e a ch  d a y  to the  op e ra to r w ho  

ca rried  out the  sea rch . In s tan ces  o f po tentia l m isu se  a re  ra ised  w ith lo ca l 

M anagem en t, o r  in c a s e s  o f s e r io u s  m isu se  the  D ire cto ra te  o f P ro fe s s io n a l 

S ta n d a rd s .

(19) Do you consider that the systems and/or measures referred to in question (18) above 
work effectively? What changes, if any, do you consider should be made to them?

39. It h a s  b een  iden tified  tha t line  m an a g e rs  shou ld  a ls o  perform  lo ca l su p e rv iso ry  

c h e c k s  in add ition  to th o se  unde rtaken  by  the  M P S P N C  B u reau . T h is  is  a 

requ irem en t o f the  P N C  S tan d a rd  O pe ra ting  P ro ced u re , but is  not rou tine ly  

fo llow ed . T o  a d d re s s  th is  m on ito ring  o f th is  requ irem en t w ill be  perfo rm ed by  

the  lo ca l P ro fe s s io n a l S ta n d a rd s  C h a m p io n s  and  a  qua rte rly  return m ade  to the  

M P S  P N C  B u reau . T h e  qua rte rly  re tu rn s  w ill be  p re sen ted  a t the  P N C  S tra te g ic  

C om m itte e  w ith a  v iew  to iden tify ing  sp e c if ic  is s u e s  and  tak ing  app rop ria te  

a c t io n  if requ ired .
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(20) In the last four years:
a. How many suspected unlawful disclosures have there been of information held on the PNC 
by MPS personnel to the media and/or private detectives?
b. How many investigations have there been into those suspected unlawful disclosure of 
information? What was the outcome of those investigations?

40. P le a s e  s e e  the  a n sw e r to 14 w ith regard to P o lic e  O ffice rs . W ith  regard  to 

P o lic e  S taff, I h ave  aga in  re lied  on  the P o lic e  S ta ff D is c ip lin e  U n it fo r  a 

re sp o n se . T h e y  have  a d v ise d  m e that in the  la s t 5 years:

a) T h e re  have  b een  no reco rded  un law fu l d is c lo su re  o f in fo rm ation  he ld  on 

the  P N C  by  p o lice  s ta ff w h e re b y  the  in fo rm ation  b een  d is c lo se d  to the  

m ed ia  and/o r p riva te  de te ctive s . T h e re  h a ve  b een  a  v e ry  sm a ll n u m b e r o f 

a b u se s  o f the  P N C  by  p o lice  s ta ff bu t in fo rm ation  h a s  not been  sha red  

w ith the  m ed ia  and /o r p riva te  de tectives:

b) T h e re  h ave  been  no  re co rded  in ve s tig a tio n s  o f un law fu l d is c lo su re s  o f 

in fo rm ation  he ld  on  the  P N C  b y  po lice  s ta ff w h e re b y  in fo rm ation  h a s  been  

d is c lo s e d  to the  m ed ia  and /o r private  de te ctive s . In keep ing  w ith the  

re sp o n se  g iven  in a) the re  h a s  been  a  ve ry  sm a ll n u m b e r o f in ve s tig a tio n s  

into m isu se  o f the  P N C  by  p o lice  s ta ff but the re  h a s  b een  no e v id e n ce  o f 

d is c lo su re  o f in fo rm ation  to the  m ed ia  and /o r p rivate  de tective s .

(21) Do you consider that the unlawful disclosure of information from the PNC by the MPS 
personnel is a current problem? Please explain your answer.

41. P le a s e  s e e  the  a n sw e r to  q uestion  15.

(22) Were changes made to any policies, procedures or systems relating to use of the 
databases and the security of the same following Operations Motorman, Glade and Reproof? 
If so, please specify.
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42. N o  sp e c if ic  c h a n g e s  w e re  m ad e  to m y know ledge  a s  a  d ire c t resu lt o f  th e se  

ope ra tion s . N e ve rth e le ss  lea rn ing  from  th e se  ope ra tio n s , and  in pa rt icu la r 

O pe ra tion  G la d e , w ill h a ve  in fo rm ed the S tra te g ic  In te lligence  A s s e s s m e n t  

condu cted  an n u a lly  by the  D P S .  T h is  A s s e s s m e n t  w ou ld  in form  how  D O I ’s  

p o lic ie s  and  p ro cedu re s  evo lve .

(23) What additional measures, if any, should be put in place to prevent the unlawful
disclosure of information held on the PNC and the MPS’ own databases?

43. S e e  the  re sp o n se  to q uestion  13. ' i v

F u r th e r  In fo rm a t io n

44. Fu rthe r to the  e v id en ce  p rov ided  by M P S  C o m m is s io n e r  B e rn a rd  H o g an -H o w e  

to the  Inquiry on  20  F eb ru a ry  2 012  in w h ich  he revea led  tha t a ll 5 5 ,000  po lice  

o ffice rs  and  s ta ff w e re  now  perm itted  to a c c e s s  the  Internet, I can  add  tha t m y  

D ire cto ra te  h a s  co m m en ced  w o rk  to e n a b le  th is  change .

45. C u rren tly  ap p ro x im a te ly  3 9 ,0 00  o ffice rs  and  s ta ff h ave  a c c e s s  to the  Internet. 

T h e  p o lic y  lim iting a c c e s s  to o ffic ia l u se  h a s  o n ly  b een  re laxed  w h e re  an  

in d iv id u a l’s  ab ility  to co m p le te  the ir o ffic ia l o r  con tra cted  d u tie s  is  not 

com p rom ised .

46. F rom  A p r il 2 012  th is  a c c e s s  w ill b e  e x tended  to a ll M P S  o ffice rs  and  staff. A s  

part o f  the  p rep a ra tio n s  tow a rd s  e x tend ing  th is  a c c e s s  m y D ire cto ra te  h a s  

p u b lish ed  in terim  g u id a n ce  and  h a s  co m m e n ce d  activ ity  to re v iew  ex is t in g  

p o lic ie s  and  g u id a n ce  in th is  sp a ce . A d d it io n a lly  I w ill b e  p re sen ting  co s ted
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op tio n s  to the  M P S  M an ag em en t B oa rd  fo r the  m on ito ring  o f o u r o ffice rs  and  

s ta ff on lin e  activity.

I believe the facts stated in this witness statement are true

S ig n ed ...

D a te d ....... .
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