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I, P h ilip  A n to n y  Coppel, Queen's Counsel, of 4-5 Gray's Inn  Square, Gray's Inn, London, W C IR

5AH , STATE as fo llows:

Q ua lifica tio n s  and experience

1. 1 am a self-em ployed barrister, practis ing at 4-5 Gray's Inn  Square, Gray's Inn, London.

1 was called to the Bar in  Novem ber 1994 and was appointed Queen's Counsel in  M arch
2009. Throughout m y years at the Bar, 1 have p redom inantly  practised in  pub lic  law  and 

in  commercial law . In  m y practice 1 have advised as w e ll as represented clients in  

re la tion  to matters in vo lv in g  the DPA.^ 1 am fam ilia r w ith  the in terna tiona l developments 

tha t led to the D irective  and w ith  the Parliam entary background to the DPA. 1 am also 

fam ilia r w ith  the jurisprudence re la ting  to ECHR righ ts  to p rivacy and freedom  of 
expression, in  particu la r w ith  the authorities tha t deal w ith  the ir reconciliation. 1 have 

presented talks^ on the D P A  and have w ritte n  about aspects of the D PA  in  a p ractitioner 

text authored by  me {Information Rights, 3rd ed. H art, 2010).

Glossary

2. In  th is Opinion Evidence, the fo llo w in g  terms bear the fo llo w in g  meanings:
"the  C om m iss ioner" means the In fo rm a tion  Commissioner established by s 3(1) 

of the D a ta  P ro tection  A c t 1984 and continued in  existence by paragraph 

1(1) of Schedule 5 to the DPA;

"the  D ire c tive " means D irective  95/46/EC of the European Parliam ent and of the 

C ouncil of 24 October 1995 on the protection of in d iv id ua ls  w ith  regard to 

the processing of personal data and on the free m ovem ent of such data; 

"D P A " means the Data Protection Act 1998 as amended;
"E C H R " means the Convention fo r the Protection of H um an Rights and 

Fundam ental Freedoms, agreed by the Council of Europe at Rome on 4 
Novem ber 1950 as i t  has effect fo r the tim e being in  the U n ited  K ingdom ; 

"the  E C tH R " means the European C ourt of H um an Rights;

"the  H R A " means the Human Rights Act 1998;

"the  In q u iry "  means this Inqu iry ; and

"the  s 32 exem ption" means the exem ption created b y  s 32(1) of the DPA.

Scope o f  evidence

3. 1 have been o ra lly  brie fed  by lawyers assisting the Inqu iry . 1 am asked to explain the

structure and operation of the D P A  and the D irective, in  particu lar:

(1) The obligations im posed on the press by the D P A  (to the extent tha t these
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are m od ified  by  the s 32 exemptions).

(2) The extent of the Commissioner's powers to investigate press conduct 

(again to the extent tha t the investigative powers in  the D PA  are m od ified  
in  re la tion  to the press pursuant to s 32).

(3) The extent of the Com m issioner's pow er to take enforcement action 
against the press fo r breach of provis ions of the D P A  (again subject to s 

32).

(4) As re levant to a ll the above, the scope of the s 32 exemption.

1 am asked to express an op in ion  on:

(1) the regu la to ry fram ew ork p rov ided  by the D PA  so far as i t  relates to press 
hand ling  of personal in form ation ;

(2) the potentia l of the D PA  to protect in d iv id ua ls  against press m ishand ling  
of the ir personal in fo rm ation ; and

(3) the efficacy of the D PA  in  protecting ind iv id ua ls  against press 
m ishand ling  of the ir personal in form ation .

1 am also asked to make suggestions:

(4) to im prove  the efficacy of the D PA  in  protecting ind iv id ua ls  against press 
m ishand ling  of the ir personal in fo rm ation ; and

(5) to im prove  the efficacy of the enforcement regime adm inistered by the 
In fo rm a tion  Com m issioner so far as i t  relates to press m ishand ling  of 

personal in form ation .

To the extent tha t this Opinion Evidence identifies possible changes to  the DPA, i t  on ly 

identifies w ha t is possible w ith in  the requirem ents of the D irective. I t  is no t concerned 

to express a v ie w  on the des irab ility  of those changes.

This Opinion Evidence m ust be read as a whole, in c lu d ing  the endnotes, the appendices 
and a ll hype rlinked  documents.

In trod u c tion  to  the DPA

7. This Opinion Evidence assumes some fa m ilia r ity  w ith  the DPA. Nevertheless, i t  sets out 

below  a sum m ary of the provis ions that relate to the m atters upon  w h ich  1 have been 

asked to express an opinion.
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Background to the DPA

8. P rio r to recent developments in  the law  of p r iv a c y / the courts in  the U n ited  K ingdom , 
a lthough acknow ledging shortcomings in  the common law 's  protection of personal 

privacy,'’ in va ria b ly ’’ declined to protect a person fro m  aspects of h is or her personal life  

being watched, recorded or disseminated to others'" unless there was som ething m ore to 
i t  — e.g. a confidentia l re la tion sh ip / Between 1967 and 1980 this shortcom ing had been 

the target of five  parliam entary bills,® tw o  parliam entary reports ("the Younger repo rt" 

and "the  L indop  Report"),® tw o  W hite  Papers^® and a Law  Commission w o rk in g  paper. 
A no ther W hite  Paper fo llow ed  in  A p r il 1982”  and this resulted in  a Data Protection B ill 

being in troduced in to  Parliam ent in  the fo llo w in g  year.

9. M eanw hile, at the in ternationa l level, the r ig h t to a p riva te  dom ain had been recognised 

in  A r t  12 of the U n ive rsa l D ecla ra tion  o f H um an R ights, adopted and procla im ed by the 

U n ited  N ations in  1948.”  On 16 December 1966 the General Assem bly of the U n ited  

Nations resolved to adopt the In te rn a tion a l Covenant on C iv i l and P o litica l R ights. 

A rtic le  12 of the U niversa l Declaration was reproduced as article 17 of the Covenant.”  
The U n ited  K ingdom  signed the Covenant on 16 September 1968 and ra tified  i t  on 20 M ay 

1976.

10. In  1980 the OECD”  adopted gu ide lines  on the protection of p rivacy and transborder 

flow s of in fo rm a tion .”  These id e n tified  the protection of p rivacy th rough data protection 

laws as an aspect of fundam enta l hum an righ ts.”  On 28 January 1981 the C ouncil of 

Europe opened the Convention fo r  the P ro tection  o f  In d iv id u a ls  w ith  regard to  

A u to m a tic  Processing o f  Personal Datad^ A rtic le  1 stated tha t its purpose was to secure 

fo r every in d iv id u a l "respect fo r h is rights and fundam enta l freedoms, and in  particu la r 

his r ig h t to privacy, w ith  regard to automatic processing of personal data re la ting  to h im  

('data p ro tection ')." The U n ited  K ingdom  signed the Convention on 15 M ay 1981 and 
ra tified  i t  on 26 A ugust 1987. Both instrum ents rem ain in  force. On 14 December 1990 

the U n ited  N ations adopted guidelines on personal p rivacy.”  Lastly, in  Novem ber 2002 
the Com m onwealth Secretariat published a d ra ft m odel law  on the protection of personal 

p rivacy.”

Legislative history o f DPA

11. The Data Protection B ill in troduced in  Parliam ent became, w ith  m odifications, the D ata  

P rotection  A c t 1984. This d rew  on the OECD and C ouncil of Europe's princip les, as w e ll 

as the Younger and L indop  reports.^® A lthough  the 1984 A c t d id  no t adopt a ll the reports ' 

recommendations on the protection of personal privacy, i t  d id  p rov ide  some protection 

against m ishand ling  of personal, p riva te  information.^^ This was recognised by the
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Judicial Com m ittee of the House of Lords in  the on ly  lit ig a tion  under tha t A c t to get 

before itd^ In  1990 a fu rthe r report on p rivacy  was la id  before Parliaments^

12. A lthough  by 1990 seven M em ber States had ra tified  the 1981 Convention, they had done 
so in  s ign ifican tly  d iffe rin g  ways. As a result, in  tha t year the Commission issued a 

com m unication on the protection of ind iv id ua ls  in  re la tion  to the processing of personal 

data. The proposals were subjected to scru tiny in  Parliament.^'* A  report of the House of 

Lords Select Com m ittee on the European Com m unities, pub lished  on 30 M arch 1993, 

ou tlined  the concepts of the r ig h t to p rivacy and to freedom  of expression, and the tension 
w h ich  could exist between them.^** A fte r five  years of negotiations, a common position  

on the D irective was adopted at the European Council in  February 1995. On 24 October 
1995 the European Parliam ent fo rm a lly  adopted the D irective.^'’ The U n ited  K ingdom  

abstained in  the vote.

13. In  M arch 1996 the Hom e O ffice issued a Consultation Paper on the D irective. This 

recorded tha t the G overnm ent d id  no t see the need fo r the D irective. How ever, i t  also 
made clear that:

"where there is a need to provide exemptions in order to strike the balance 
between privacy and freedom of expression, member sfafes musf do so.

The Direcfive is silenf on how fhe balance befween privacy and freedom of 
expression is fo be sfruck. Clearly, a requiremenf for a case by case assessmenf fo 
be made in advance by a fhird parfy would be impracficable, given fhe nafure of 
journalism. If could also fhreafen fhe fundamenfal principle of journalisfic 
independence. Af fhe same fime, if is clear fhaf a blankef exempfion for fhe press 
would nof be compafible wifh fhe Direcfive."

14. In  Ju ly 1996 the Data Protection Registrar responded to the Consultation Paper. She 

considered tha t the press should no t enjoy special exem ption, b u t that a reconcilia tion of 

p rivacy and free speech available fo r a ll should be spelled out in  the new  Act.^® One year 
la ter the Secretary of State fo r the Hom e D epartm ent presented proposals fo r new  data 
protection leg is la tion  to Parliament.^” Hansard fo r the B ill tha t became the D PA  is 

reproduced at A ppend ix  3 (House of Commons) and A ppend ix  4 (House of Lords).

15. The D irective  is a harm onisation measure and part of the C om m unity 's  in te rna l m arket 
leg islation.”  There is no th ing  to prevent a M em ber State fro m  extending the scope of the 

national leg islation im p lem enting  the provis ions of the D irective  to areas no t inc luded 
w ith in  its scope, p rov ided  tha t no other p rov is ion  of C om m un ity  law  precludes i t ”  and 

tha t i t  m aintains com patib ility  w ith  the ECHR. The D irective  required  im p lem enta tion  

by 24 October 1998.
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16. The U n ited  K ingdom  com plied w ith  its legislative obligations by passing the DP A , w h ich  

came in to  force on 1 M arch 2000. As a resu lt of the D PA  hav ing  been enacted to 

im p lem ent the D irective, the courts are required  to construe i t  pu rpos ive ly .”

17. The L isbon Treaty amended the Treaty establishing the European C om m un ity  (i.e. the 

Treaty of Rome) and re-named it  the Treaty on the F unc tion ing  o f the European U n io n

("the  TFEU"). I t  entered in to  force on 1 December 2009. A rtic le  16(1) of the TFEU 

provides:
"1. Everyone has the right to the protection of personal data concerning 

them..... "
A rtic le  16 of the TFEU has in fo rm ed  developments in  data protection from  the European 
Commission.^'* These are considered below  at §§70-71.

The scheme o f the DPA

18. The obligations im posed by the D P A  are (w ith  lim ite d  exceptions) equally applicable to 

governm ent bodies,^** companies and individuals.^'’ The in terpreta tive  provis ions set out 

in  s 1 are key to an understand ing of the Act.

19. The matter regulated by the D P A  is called "personal data." "D a ta " is defined so as to 
capture all recorded in form ation , apart fro m  in fo rm a tion  m anua lly  recorded on paper 

tha t is no t part of an organised f il in g  system.^^ Thus, any in fo rm a tion  w ith in  a computer, 

w hether words, sounds or an image, is data.^® So, too, are p ictures on a d ig ita l camera 

and voice recordings. "Personal data" means data w h ich  relate to an identifiab le ,”  live, 

na tu ra l (i.e. no t corporate) person.'*”

20. The A c t recognises tha t some personal in fo rm a tion  is m ore sensitive than others: racial 

or ethnic orig in , po litica l opinions, re lig ious beliefs, physical or m ental health, sexual life, 
c rim ina l convictions and so forth . These are labelled "sens itive  personal data."

21. The activity regulated by the D PA  is called "processing." "Processing" covers every 

ac tiv ity  — in c lu d ing  being in  a state — app ly ing  to personal data: organising, a ltering, 

consulting, re triev ing , ho ld ing , using, copying, dissem inating, erasing and so forth.'*^ It  

is su ffic ien tly  w ide  to capture the collection, ho ld in g  and pub lica tion  of personal 

in fo rm a tion  by the media.'*^

22. The p rinc ipa l person regulated by the D PA  is called the "data contro lle r." The "data 

co n tro lle r" is the person w ho  decides w ha t is to be done w ith  the personal data. The

C:\Docs\DPA material\Leveson Inquiry DPA Opinion 
28 Jun 2012-2:04pm

MOD400001182



For Distribution to CPs

O p i n i o n  E v i d e n c e  —  P h i l i p  C o p p e l  Q C

D a t a  P r o t e c t i o n  A c t  1998 a n d  P r o t e c t i o n  o f  P e r s o n a l  P r i v a c y

de fin ition  covers all media organisations^^ The A c t recognises tha t the data contro ller 

m ay no t actually ho ld  the personal data over w h ich  he has control: that m ay be le ft w ith  

someone the A c t calls the "da ta  processor." But, the person most regulated by the A ct 

is the data contro ller: i f  he does no t also ho ld  the in form ation , he is in  charge of it. The 

A c t labels anyone else concerned a " th ird  party.'"*'*

23. The standard of processing required  by the D PA  is defined th rough the "data  p ro tection  

principles.'"*** There are e ight data protection princip les. These set the yardstick against 

w h ich  the data contro lle r's  processing of personal data is measured. Save to the extent 
exempted by a p rov is ion  in  Pt IV , each data contro lle r is under a d u ty  to com ply w ith  

these data protection p rinc ip les in  re la tion to a ll personal data held  by him.'**’ A n  

in d iv id u a l has a correlative r ig h t to have his or her personal in fo rm a tion  handled 

according to those p rinc ip les, enforceable by p riva te  law  cla im  fo r breach of statutory 
d u ty  against any in frac ting  data controller.'*^

The data protection principles

24. The f irs t  data p ro tection  p rin c ip le  has a three-fo ld  requirem ent, w ith  an extra 

requirem ent in  the case of sensitive personal data. The p rinc ip le  requires the data 
contro lle r whenever processing personal data:

(1) to process personal data fa irly ;

(2) to process i t  la w fu lly ;

(3) to meet at least one of the Schedule 2 conditions; and

(4) where sensitive personal data are being processed, to meet at least one of 

the Schedule 3 conditions as w ell.

25. W hat is m eant by " fa ir ly "  is spelled out in  Part I I  o f Schedule 1. Basically, fa ir processing 

requires tha t i t  be w ith  the data subject's consent, i f  practical.'*® "L a w fu l"  means no t in  
contravention of the law , in c lud ing  the D PA  itself. Thus, the processing m ust not, fo r 

example, constitute a breach of confidence, of copyright, of the Computer Misuse Act 1990 

or of a rt 8 of the ECHR.

26. The conditions of the th ird  requirem ent are set ou t in  Schedule 2. Its six conditions lis t 
the on ly  circumstances in  w h ich  the data contro lle r (unless exem pt under Pt IV  fro m  the 

firs t data protection p rinc ip le ) m ay process personal data. O ther than cond ition  1 (w hich 

is where the data subject has given his consent to the processing), a ll the other conditions 
require that the processing be "necessary" fo r the purpose or purposes tha t the cond ition  

identifies. C o n d itio n  6(1) embodies a balancing of the interests protected by the ECHR, 

in  particu la r arts 8 and 10. In  this way, a fa ith fu l application of the f irs t data protection
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princ ip le  gives effect to hum an righ ts princ ip les as they app ly  to the processing of 
personal in form ation .

27. The D PA  recognises tha t some facets of an in d iv id u a l's  personal life  are in trin s ica lly  more 

p riva te  than others. Schedule 3 adds a fu rthe r requirem ent where the data being 

processed is sensitive personal data. The available conditions have been enlarged by 

sta tu tory  instrument.'*®

28. The second data p ro tec tion  p rin c ip le  requires tha t personal data shall be obtained on ly  

fo r one or m ore specified and la w fu l purposes, and shall no t be processed in  a m anner 

incom patib le w ith  i t  or them. The purpose m ay be given by notice to the data subject or 
th rough the data contro lle r's no tifica tion  g iven to the Commissioner.**® Thus, the second 

data protection p rinc ip le  ra re ly adds anyth ing  extra to the requirem ents on the data 
controller.

29. The th ird  data p ro tec tion  p rin c ip le  requires that personal data shall be adequate, 

re levant and no t excessive in  re la tion  to the purpose or purposes fo r w h ich  they are 

processed.”

30. The fo u rth  data p ro tec tion  p rin c ip le  requires tha t personal data shall be accurate and, 

where necessary, kept up-to-date. Data are inaccurate i f  they are incorrect or m isleading 

as to any m atter of fact.”  The in terpre ta tiona l p rov is ion  tempers the requirem ent by on ly 

requ ir ing  that the data contro lle r have taken reasonable steps to ensure the accuracy of 

the data.”

31. The f i f t h  data p ro tec tion  p rinc ip le  requires tha t personal data processed fo r any purpose 

or purposes no t be kept fo r longer than is necessary fo r tha t or those purposes.

32. The s ix th  data p ro tec tion  p rin c ip le  requires tha t personal data be processed in  

accordance w ith  the righ ts  of data subjects under the DPA. This w il l  be breached i f  the 

data contro lle r contravenes the r ig h t of access provis ions in  s 7 or fails to com ply w ith  a 

ju s tified  notice under s 10 to cease processing.”

33. The seventh data p ro tec tion  p rin c ip le  requires technical and organisational measures to 

be taken to prevent unauthorised or u n la w fu l processing of personal data and against 

accidental loss, destruction or damage to personal data.”

34. The e igh th  data p ro tec tion  p rin c ip le  p roh ib its  the transfer of personal data to a country
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outside the European Economic Area unless tha t coun try  has an adequate level of 
protection in  re la tion  to the processing of personal data.

The exemptions

35. Exemptions are set ou t in  Part IV  (ss 27-39) of Act.'’® The D irective  gave M em ber States 

la titude  in  de fin ing  the extent of exemptions.®^ Each exem ption disapplies various 

provis ions in  Pts 11 and 111 of the A c t and various data protection princip les (or parts of 

them) according to the exem ption and according to the circumstance.®® The exemptions 

are fo r a conventional m ix  of pure class-based protected interests (ss 28(1), 29(2), 32, 33, 

33A , 34,35,35A and 36) and class-plus-prejudice-based protected interests (ss 29(1), 29(3), 

29(4) and 31).

36. Section 32, w h ich  exempts the processing of personal data fo r the purposes of journalism , 

artistic purposes and lite ra ry  purposes, is considered in  greater deta il below.

Rights and remedies

37. The D P A  confers five  righ ts  on a data subject as against a data controller.

38. The f irs t is a fo u r-fo ld  " r ig h t of access" conferred b y  s 7. This entitles an in d iv id ua l:

(i) to be in fo rm ed  by the data contro lle r w hether personal data of w h ich  the 

in d iv id u a l is the data subject are being processed by  the data contro ller;

(ii) i f  "yes" to (i), to be g iven a description of those data, of the purposes fo r 

w h ich  they are or are to be processed and of the persons to w hom  they are 

or m ay be disclosed;

(iii)  to receive a copy of those data and a statement of the ir source; and

(iv) where the purpose of those data is to evaluate the in d iv id u a l's  su itab ility  

w h ich  is needed fo r m aking a decision, to be in fo rm ed  of the logic 
in vo lved  in  tha t decision-taking.

39. Exercising th is r ig h t is often called a "subject-access request", w ith  the in d iv id u a l on ly 

concerned to receive a copy of the in fo rm a tion  re la ting  to h im  or herself held  by the data 

contro lle r and to do so fo r purposes otherw ise unconnected to the DPA. P roperly 
understood, the r ig h t goes fu rthe r than this, supp ly ing  an im portan t pre-action too l fo r 

e ffective ly exercising the other righ ts  conferred by the Act. The r ig h t is exercised by 
m aking a request in  w r it in g  and paying  the data contro lle r's fee, w hich, in  most 

circumstances, m ay no t exceed £10.®® N on-com pliance gives rise to a r ig h t of action 
against the data contro ller.
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40. The efficacy of the firs t r ig h t has been reduced by  court decisions w h ich  have:
— lim ite d  the data contro lle r's  search ob liga tion  on ly  to carry ou t a 

"reasonable and p roportionate" search;®”
— given a "n a rro w  in te rp re ta tion " to the term  "personal data", lim it in g  i t  to 

" in fo rm a tio n  [w h ich ] is b iographical in  a s ign ificant sense";®^

— reduced the court's role to supervising the adequacy of the data 
contro lle r's response (rather than decid ing w hether tha t response was 

correct);®^ and

— treated the discretion to grant re lie f as "general and untram m elled", 
rather than one w h ich  o rd in a rily  should be exercised to r ig h t a wrong.®^

41. The second r ig h t is an in d iv id u a l's  r ig h t of action against a data contro lle r w ho  has 

breached the data protection princ ip les w hen hand ling  personal data (s 4(4)).®'* W here 
there has been such a breach, a person (w ho need no t be the data subject) m ay b rin g  a 

cla im  against the data contro lle r fo r breach of the s 4(4) duty. The A ct expressly provides 

fo r the paym ent of compensation (s 13). In  certain circumstances, the court m ay also 

order the data contro lle r to rectify, block, erase or destroy personal data of w h ich  he is 
the data controller.®®

42. The efficacy of the second r ig h t has been reduced by court decisions w h ich  have n a rro w ly  

in terpreted the matters fo r w h ich  compensation m ay be ordered®® and insisted that 

damage be confined to pecuniary loss.®  ̂ In  practice, claims fo r breach of a data 

contro ller's duties have ra re ly been successful and, w hen successful, have resulted in  

small awards:
— £2,500 fo r N aom i Campbell (for both breach of con fiden tia lity  and breach 

of the data protection princip les, w ith  the D P A  cla im  subsequently being 

dismissed on appeal);®®

— £5,000 fo r M r Johnson (whose D P A  cla im  was dismissed, b u t where 

damages were assessed lest he be successful on appeal);®” and

— £50 fo r M ichael Douglas and Catherine Zeta-Jones.^”

43. The th ird  righ t, conferred by  s 10(1), is an in d iv id u a l's  r ig h t to compel a data contro ller 

to cease (or no t to start) processing personal data of w h ich  the in d iv id u a l is the data 
subject on the ground tha t tha t processing is causing (or w o u ld  be lik e ly  to cause) 

substantial damage or distress and tha t damage or distress is unw arranted. The 
processing need no t be in  breach of any data protection p rinc ip le . The data subject 

exercises the r ig h t by  serving a notice (called a "data subject notice"), to w h ich  the data 
contro lle r m ust respond w ith in  21 days, setting out the extent of his compliance and the
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reasons fo r any non-compliance. The in d iv id u a l can app ly  to a court fo r an order 

requ ir ing  compliance w ith  the notice.

44. The fou rth  righ t, conferred by s 11(1), is an in d iv id u a l's  r ig h t to compel a data contro ller 

to cease (or no t to start) processing personal data (of w h ich  the in d iv id u a l is the data 
subject) fo r the purpose of d irect m arketing. The data subject exercises the r ig h t by 

serving a notice. The in d iv id u a l can app ly  to a court fo r an order requ iring  compliance 

w ith  the notice.

45. The f if th  righ t, conferred by s 12(1), is an in d iv id u a l's  r ig h t to require a data contro lle r to 

ensure tha t he takes no evaluative decision concerning the in d iv id u a l based solely on 
automatic processing of the personal data. The data subject exercises the r ig h t by serving 

a notice, to w h ich  the data contro lle r m ust respond w ith in  21 days. The in d iv id u a l can 
app ly  to a court fo r an order requ ir ing  compliance w ith  the notice.

The Commissioner's role

46. The D irective  obliges each M em ber State to ensure tha t a pub lic  au tho rity  w ith  

investigative and po lic ing  powers is responsible fo r m on ito ring  the application of data 

protection law  in  tha t M em ber S ta te .T h e s e  pub lic  authorities are said to be the:
"guardians of those fundamental rights and freedoms and their existence...is 
considered...as an essential component of the protection of individuals with regard 
to the processing of personal data..."^^

U nder the DPA, the pub lic  au tho rity  in  the U n ited  K ingdom  is the Commissioner.

47. The pow er of the Commissioner to enforce depends on w hether or no t a data contro ller 

is processing the personal data:

(a) fo r the "special purposes" (i.e. journa lism , artistic or lite ra ry  purposes) or 

w ith  a v ie w  to  the pub lica tion  by any person of any journa listic, lite ra ry  

or artistic m ateria l; or

(b) otherwise.

48. In  re la tion  to la tte r situation, the D P A  provides fo u r m ain avenues of enforcement.

49. First, under s 42, where a person believes tha t he is being d irec tly  affected by  the 

processing of personal data he m ay app ly  to the Commissioner fo r an assessment whether 
tha t processing is being carried out in  compliance w ith  the DPA. The Commissioner is 

required  to make the assessment, b u t is g iven a w ide  la titude  as to the manner in  w h ich  
he does so. The Commissioner m ust in fo rm  the applicant w hether he has made an 

assessment and, to the extent he considers appropriate, of the v ie w  he form ed and the
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action he has taken in  re la tion  to the processing.

50. Secondly, under s 41A, the Commissioner m ay serve on a pub lic  au tho rity  tha t is a data 

contro lle r an assessment notice to enable h im  to determ ine w hether tha t data contro lle r is 
com ply ing  w ith  the data protection princip les.

51. T h ird ly , under s 43, where the Commissioner has received a s 42 request or the 
Commissioner needs in fo rm a tion  to determ ine i f  a data contro lle r is com ply ing  w ith  the 

data protection princip les, the Com m issioner m ay serve an information notice on a data 
controller. A  data contro lle r has a r ig h t of appeal against an in fo rm a tion  notice (s 48).

52. Fourth ly , under s 40, where the Commissioner is satisfied tha t a data contro lle r is 

breaching any of the data protection princip les, the Commissioner m ay serve an 

enforcement notice on the data controller. The enforcement notice m ay require  the data 
contro lle r to take steps in  re la tion  to, or to re fra in  fro m  fu rthe r processing, personal data 

specified in  the notice. A  data contro lle r has a r ig h t of appeal against an enforcement 

notice (s 48).

53. A t  a m ore general level, the Commissioner is also required  to prom ote good practice by 

data controllers, in c lud ing  th rough  the pub lica tion  of codes of practice (s 51).

54. In  re la tion  to the firs t situation, once a data contro lle r claims tha t the personal data are 

being processed fo r a "special purpose" (i.e. journa lism , artistic or lite ra ry  purposes) or 
w ith  a v iew  to the pub lica tion  by any person of any journa lis tic , lite ra ry  or artistic 

material:
(a) the Com m issioner cannot o rd in a rily  serve an enforcement notice or an 

in fo rm a tion  notice (s 46); and
(b) where a person has b rough t a cla im  under the D PA  seeking a rem edy fo r 

breach of any of the data subject's righ ts (see §§37-45 above), the C ourt 

m ust stay the proceedings u n til there has been a determ ination  under s 45 

of the data contro lle r's  cla im  (s 32(4)).

W here the proceedings are so stayed or the Commissioner has received a s 42 request fo r 

assessment, he m ay serve a "special in fo rm a tion  notice" (s 44). The object of the notice 
is to enable the Commissioner to carry ou t the s 45 determ ination. A  data contro lle r has 

a r ig h t of appeal against a special in fo rm ation  notice (s 48).

55. U nder s 45(1), where i t  appears to the Commissioner tha t the personal data are no t being 

processed only fo r a special purpose or are no t being processed w ith  a v ie w  to the
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pub lica tion  by any person of any journa lis tic , lite ra ry  or artistic m aterial, the 
Commissioner m ay make a determ ination to tha t effect. A  data contro lle r has a r ig h t of 

appeal against the determ ination. Once the determ ination  takes effect, the Commissioner 

m ay serve an in fo rm a tion  notice. A nd , i f  a court gives leave, the Commissioner may 

serve an enforcement notice. I f  the Commissioner decides otherw ise, proceedings fo r 

breach of the D P A  m ay be stayed in d e fin ite ly  — see §57 below.

Section 32 o f  the DPA

The exemption

56. The D ata  P ro tection  A c t 1984 (w h ich  was no t the p roduct of a European D irective) had 
no exem ption fo r the press or otherw ise equiva lent to the s 32 of the DPA. I t  was A r t  9 

of the D irective  w h ich  required  M em ber States to:
"provide for exemptions or derogations from Chapters II, IV, and VI [Arts 5-21,
25-26 and 27, respectively] for processing of personal data carried out solely for 
journalisfic purposes, o n l y  i f  t h e y  a r e  n e c e s s a r y  t o  r e c o n c i l e  th e  r i g h t  t o  p r i v a c y  

w i t h  th e  r u le s  g o v e r n i n g  f r e e d o m  o f  e x p r e s s io n ."  (emphasis added)
The D irective  represents the balance that has been struck between the r ig h t to p rivacy  

and the r ig h t to freedom  of expression found, respectively, in  A rts  8 and 10 of the 

ECHR.^^ The D irective  recognises tha t the righ ts  protected by A rts  8 and 10 are of equal 

value.""

57. The D P A  effects the requirem ents of A r t  9 of the D irective  in  three m ain ways:
(1) Through the s 32 exemption. This relieves a data contro lle r fro m  all 

obligations under the D PA  to an in d iv id ua l (and corresponding ly removes 

protection conferred by the D P A  on an in d iv id u a l — §§37-45 above) 

where the data contro lle r is processing tha t in d iv id u a l's  data on ly  fo r 

purposes of journa lism , fo r artistic purposes or fo r lite ra ry  purposes,"® and 

then on ly  p rov ided  tha t three conditions are satisfied.

(2) By the procedura l re lie f conferred by s 32(4)-(5). Proceedings against a 

data contro lle r m ust be stayed where the data contro lle r claims tha t the 

data are being processed on ly  fo r the special purposes and w ith  a v ie w  to 

pub lish ing  by any person of jou rna lis tic  etc material. The stay remains in  
place u n til the Commissioner has made a determ ination  under s 45 that 

the data is no t being so processed.

(3) By creating a special enforcement regime (see §§54-55 above), w h ich  

la rge ly displaces the o rd ina ry  enforcement regime.

58. The three conditions tha t m ust be satisfied in  order fo r personal in fo rm a tion  processed
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fo r the special purposes to enjoy the s 32 exem ption are:
(1) the processing is being undertaken w ith  a v ie w  to the pub lica tion  by any 

person of journa lis tic , lite ra ry  or artistic material;

(2) the data contro lle r reasonably believes that, hav ing  regard to the special 
im portance of the pub lic  interest in  freedom  of expression, pub lica tion  

w o u ld  be in  the pub lic  interest; and

(3) the data contro lle r reasonably believes that, in  a ll the circumstances, 

compliance w ith  the data subject's righ ts is incom patib le w ith  the special 

purposes.

59. Notable features of the s 32 exem ption are:
(1) I t  exempts the data contro lle r from  compliance w ith  the great m a jo rity  of 

obligations^'’ under the D PA  owed to a data subject (see §§37-45 above), 

rather than just the lim ite d  g roup  of obligations term ed "the  subject 

in fo rm a tion  provisions''^^ or "the  non-disclosure provisions."^® This 

includes compliance w ith  the data protection principles.

(2) The processing by the data contro lle r m ust be both:

— "o n ly  fo r the special purposes"; and
— w ith  a v ie w  to the pub lica tion  by any person (i.e. no t just 

the data contro lle r) of any journa listic, lite ra ry  or artistic 

m ateria l (i.e. i t  need no t be the data being processed nor 

need i t  be re lated to the data being processed).^®

(3) The second and th ird  lim bs needed to engage the exem ption tu rn  on the 
reasonable belie f of the data contro ller, rather than on fact. The on ly 

m atter id e n tified  by the section as in fo rm  tha t belief w hen assessing its 

reasonableness are various press codes of conduct, prepared by the 

press.®"

Parliamentary history ofs 32 exemption

60. The s 32 exem ption orig inated as clause 31 in  the Data Protection B ill. In  g iv ing  the B ill 

its second reading speech in  the House of Lords, Lo rd  W illiam s of M ostyn  recorded the 

param ountcy w h ich  the clause was in tended to give to freedom  of expression:
"The Government believe that both privacy and freedom of expression are 
imporfanf righfs and fhaf fhe direcfive is nof infended fo alfer fhe balance.."®^

This v ie w  was endorsed by Lo rd  Wakeham, chairm an of the Press Com plaints 
Commission, w ho  commended the B ill for:

"...sfeer[ing] a sensible pafh which avoids fhe perils of a privacy law and achieves 
fhe crucial balancing acf — of privacy and freedom of expression — in a clever and 
consfrucfive way....The Dafa Profecfion Bill does nof infroduce a back-door

13
C:\Docs\DPA material\Leveson Inquiry DPA Opinion 
28 Jun 2012-2:04pm

MOD400001190



For Distribution to CPs

O p i n i o n  E v i d e n c e  —  P h i l i p  C o p p e l  Q C

D a t a  P r o t e c t i o n  A c t  1998 a n d  P r o t e c t i o n  o f  P e r s o n a l  P r i v a c y

privacy regime. The Hum an Rights Bill does. The Data Protection Bill safeguards 
the position of effecfive self-regulafion. The Human Righfs Bill may end up 
undermining if."®̂

The Solicitor-General (Lord  Falconer of Thoroton) then endorsed Lo rd  W akeham's view :
"No one could have expressed fhe argumenfs in favour [of cl 31] more 
eloquenfly."®^

61. D isqu ie t was expressed in  the House by  others:

— that, as a resu lt of cl 31, the B ill fa iled  to protect privacy,

— that cl 31 was too w ide  and s ign ifican tly  underm ined  the function  of the 
legislation,®'^ and

— that the notion  of the pub lic  interest was too w ide  and vague a basis upon 

w h ich  to d isapp ly the protection conferred by  the Bill.®'’

Am endm ents were unsuccessfully in troduced to address these misgivings.®^ In  

supporting  the amendments. Lo rd  Lester of Herne H il l  w arned at length that, as drafted 

and because of cl 31, the D PA  fa iled  to  im p lem ent the D irective  and authorised 

interference by  the press w ith  the r ig h t to p rivacy  in  breach of A r t  8 of the ECHR.®®

The authorities

62. Judicial pronouncements have acknowledged tha t the D PA  is concerned w ith  the 

protection of an in d iv id u a l's  ECHR righ ts to privacy.®®

63. The p rinc ipa l ju d ic ia l au tho rity  on the s 32 exem ption is the C ourt of A ppeal's judgm ent 
in  Campbell v  M G N  Ltd.^° The cla im ant had claim ed against a newspaper fo r its having  

published articles w h ich  disclosed details of the therapy the cla im ant was receiving fo r 

her d rug  addiction. These inc luded covertly taken photographs of her leaving a therapy 

group meeting. The cla im ant alleged tha t these am ounted to a breach of confidence 

(based on her r ig h t to p rivacy  under ECHR arts 8 and 10) and a breach o f the data 
protection princ ip les (en titling  her to cla im  a breach of the s 4(4) D PA  sta tu tory duty).

64. In  the H ig h  Court, judgm ent was entered fo r the cla im ant on both claims. In  re la tion  to 

the D P A  claim, the newspaper agreed tha t pub lish ing  the articles i t  had processed 

sensitive personal data re la ting  to the claimant.®^ The court held:

— that the published in fo rm a tion  (i.e. the nature and details of her therapy) 

constitu ted sensitive personal data re la ting  to the cla im ant [92];

— that tha t was no t la w fu l since i t  constitu ted a breach of confidence [111];
— that tha t processing was no t fa ir as the in fo rm a tion  was acquired 

su rrep titious ly  [108]-[110];

— that tha t processing d id  no t satisfy any of the conditions in  Schedule 2

14
C:\Docs\DPA material\Leveson Inquiry DPA Opinion 
28 Jun 2012-2:04pm

MOD400001191



For Distribution to CPs

O p i n i o n  E v i d e n c e  —  P h i l i p  C o p p e l  Q C

D a t a  P r o t e c t i o n  A c t  1998 a n d  P r o t e c t i o n  o f  P e r s o n a l  P r i v a c y

[117];

— that tha t processing d id  no t satisfy any of the conditions in  Schedule 3 

[123]; and
— that the exem ption in  s 32 on ly  applied to processing out "w ith  a v ie w  to 

pub lica tion " and no t to the processing invo lved  in  the pub lica tion  itse lf 

[93]-[104].

The court assessed damages at £2,500 [141] and aggravated damages at £1,000 [169].

65. The C ourt o f Appeal®^ a llow ed the newspaper's appeal on both the con fiden tia lity  claim  
and the D PA  claim. The C ourt of A ppeal accepted tha t "processing" inc luded pub lica tion  

in  p r in t [96]-[106]. How ever, the Court, reversing the H ig h  Court, extended the dura tion  
of s 32 exem ption to cover processing on and after pub lica tion  [120]. This d iv is ion  

between processing before and after pub lica tion  had lim ite d  s 32's d isapplication of the 

DPA 's protection up  u n til, b u t no t inc lud ing , the most invasive ac tiv ity  — publication. 

In  constru ing the section to give press freedom  param ountcy th roughou t and w ith  no 

o pp o rtun ity  to balance the in d iv id u a l's  interest in  m a in ta in ing  privacy, the judgm ent 

renders the D P A  u n like ly  to be com pliant w ith  the Directive.®^

66. The cla im ant appealed to the House of Lords.®'’ The cla im ant p u t the breach of confidence 
cla im  at the fo re fron t of the appeal, w ith  the parties agreeing tha t the D PA  cla im  "stands 

or falls w ith  the outcome of the m ain c la im " and tha t i t  "add[ed] no th ing  to the cla im  for 

breach of confidence."®’’ In  this way, p rotection of p rivacy in  personal in fo rm a tion  came 
to be secured th rough  the adaptation of the action fo r breach of confidence. In  so doing, 

the House of Lords absorbed in to  the action the com petition between freedom  of 

expression as protected by A r t  10 and respect fo r an in d iv id u a l's  p rivacy  as protected by 

A r t  S®® — the ve ry  balancing exercise w h ich  the D irective  articulates®^ and w h ich  the D PA 

is supposed to im plem ent.

67. On one analysis, the House of Lord 's  judgm ent appears to leave untouched the C ourt of 

A ppeal's treatm ent of the DPA. This w o u ld  be unfortunate. The m isg iv ings w h ich  had 

been expressed in  Parliam ent d u ring  the passage of the B ill (see §61 above) m ateria lised 

w ith  the C ourt of Appeal's judgm ent. The better analysis is that, g iven the parties' 
agreement tha t the D P A  cla im  stood or fe ll w ith  the breach of confidence claim , the 

la tter's success means tha t the D PA  cla im  enjoyed equal, i f  unspoken, success in  the 

House of Lords.

Personal privacy protection since Campbell v M G N

68. The practical effect of the Cam pbell lit ig a tio n  has been tha t breach of p rivacy  claims are
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now  p rin c ip a lly  b rough t under the HR A, rather than under the DPA.®* This is borne out 

by the treatm ent of p rivacy  in  the m ain media law  practitioner text, w h ich  recognises that 

the DPA:
"contains the most comprehensive privacy provisions now affecting the media"*® 

b u t goes on to comment tha t "m isuse of p riva te  in fo rm a tion " (i.e. the evolved breach of 

confidence action):
"...will be of mosf relevance in fhe majorify of privacy cases involving fhe

j. «ioo m e d i a

and that:
"..fhe ofher [acfion], much less significanf in pracfice, is reliance on sfafufory righfs 
such as fhose afforded by fhe Dafa Profecfion Acf 1998.^*^

The explanation offered fo r th is is that:
"Dafa profecfion law is fechnical and unfamiliar fo mosf judges. Claims under fhis 
legislafion will rarely offer fangible advanfages over a claim for breach of 
confidence or misuse of privafe informafion. Given fhe paucify of currenf 
aufhorify on how fhe Dafa Profecfion Acf 1998 is fo be inferprefed and applied, 
applicafions for summary judgmenf on such claims are 'for fhe momenf af leasf, 
unlikely fo find favour.'"

69. G iven tha t the stated objective of the D irective  was to protect personal p rivacy in  

in fo rm a tion  in  a w ay w h ich  reconciled A rts  8 and 10 of the ECHR, this practical result 

suggests a shortfa ll in  the im p lem enta tion  of the D irective.

Forthcom ing changes to  the D irective

70. On 25 January 2012 the European Commission proposed a comprehensive re fo rm  of the 

Directive.^*'’ One of the reasons g iven fo r re fo rm  was tha t M em ber States had no t equally 

applied the D irective. The Commission has proposed a new  regime, com prising:

(1) A  regu la tion , d irec tly  applicable in  M em ber States, replacing the 

D irective, setting out a general EU fram ew ork  fo r data protection.

(2) A  new  d irec tive  setting out rules on the protection of personal data 
processed fo r the purposes of the prevention, detection, investiga tion  and 

prosecution of crim ina l offences, and related activities.

71. Recital (121) o f the proposed Regulation acknowledges the im portance of reconciling the 
r ig h t to the protection of personal data w ith  the r ig h t to freedom  of expression, and that 

this requires exemptions and derogations so far as necessary fo r the purposes of 

balancing these rights. Chapter 2 (A rts 5 -10)  of the proposed Regulation sets ou t the 
govern ing princ ip les re la ting  to personal data processing. The six data protection 

princ ip les are set ou t in  A r t  5. A rtic le  80 w o u ld  leave i t  fo r in d iv id u a l M em ber States to
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provide for exemptions or derogations from these general principles:
"...for the processing of personal data carried out solely for journalisfic purposes 
or the purpose of artisfic or literary expression in order to reconcile the right to the 
protection of personal data with the rules governing freedom of expression."

Member States would be required to notify the Commission of the provisions which it has 
adopted to secure the exemption w ithin two years of the Regulation entering into force.

Conclusions
72. In summary:

(1)

(2)

(3)

(4)

(5)

(6)

(7)

The DPA provides a code to protect the privacy of an individual's 
personal information, in whatever form recorded other than in ad hoc 
manual records.^”'’
The protection required by the Directive and provided by the DPA begins 
from the moment a person handling personal information acquires it and 
only ends once that person no longer holds it.
The Directive — to which the DPA is intended to give effect — permits 
Member States to relieve the press of obligations otherwise applicable to 
the processing of personal information where that it required to reconcile 
the ECHR right of privacy w ith the ECHR right to freedom of expression. 
Freed of judge-made authority, the DPA provides an individual w ith a 
measure of protection against press invasions of personal information 
privacy, but, because the s 32 exemption does not provide for any 
balancing of the fundamental right to privacy against the fundamental 
right to freedom of expression, the measure of protection is less than that 
provided under A rt 8 of the ECHR.
The DPA, in articulating:

(a) degrees of sensitivity of personal information;
(b) the uses of that information against which protection is 

provided;
(c) the purposes for which those uses w ill be relieved of 

obligations securing the protection,
and in adjusting the protection according the sensitivity of the 
information, offers a sophistication and predictability which is unmatched 
by the jurisprudence on ECHR-based privacy claims.^”'’
In reported practice, press invasions of an individual's personal 
information privacy have mostly been remedied through ECHR-based 
privacy claims.
Judge-made law^“  ̂has substantially reduced the efficacy of the DPA as a
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means of remedying press invasions of an individual's personal 
information privacy, possibly to the point that the DP A, so construed, no 
longer gives fu ll effect to the Directive.

(8) The practicality, ease and economy of remedying press mishandling of an 
individual's personal information would be enhanced by:

(a) re-drafting s 32 to better reflect the balance between 
freedom of expression and protection of privacy, reducing 
the disapplied provisions of the Act and removing the 
separate procedure in relation to processing for the special 
purposes;^”®

(b) the Information Commissioner being empowered to set a 
ta riff of financial solace for breaches of the data protection 
principles, referable to the duration, extent, gravity and 
profitability of their contravention,^”® such amounts to be 
in addition to amounts for damage and distress resulting 
from the contravention and to be followed by the 
Commissioner and the Courts;

(c) providing a wronged individual w ith the choice of an 
alternative system to claim the tariff only, w ith no 
provision for damages, legal costs or fees, and 
administered by the Information Commissioner;” ” and

(d) removing the provisions for special information notices (s 
44), special purpose determinations (s 45) and special 
purposes restrictions (s 46), thereby aligning the DPA's 
enforcement procedures as they apply to the press w ith 
those that apply to others, i.e. the ordinary provisions for 
enforcement (s 40), assessment (s 42) and information 
notices (s 43).

1 have set out at §73 changes to the DPA which would effect the above, 
and endnote 108 explains the drafting.

(9) The suggestions in (8) would:
(a) enable the DPA to take the position required of it by the 

Directive, making it the primary means of remedying press 
mishandling of personal information;

(b) properly recompense the mishandling of personal 
information, providing consistency and predictability of 
award, and thereby facilitating settlement;

(c) sim plify the bringing of complaints;
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(d) unify the enforcement regime and remove an unnecessary 
obstacle for a claimant where the press has mishandled his 
or her personal information; and

(e) bring the DPA closer to what is likely to be required under 
for the forthcoming EU regulation.

73. 1 consider that the following amendments to the DPA would achieve the suggestions
made in §72(8) above:

1. Replacing s 32 w ith
"32(1) Personal data which are processed only for the special purposes 

are exempt from any provision to which this subsection relates 
i f -

the processing is necessary for the publication by 
any person of any journalistic  ̂literary or artistic 
materiah
the data controller reasonably believes that 
publication of that journalistic  ̂literary or artistic 
material would be or is in the public interesp 
and
the likely interference with the privacy of the 
data subject resulting from the publication of 
that journalistic  ̂ literary or artistic material is 
outweighed by the public interest in its 
publication.

Subsection (1) relates to the provisions of —

(a)

(b)

(c)

(2)
(a)

(b)
(c)
(c)
(d)

the first data protection principle  ̂ except in its 
requirement that personal data be processed 
lawfully and fairly, 
the third data protection principle, 
fifth data protection principle, 
section 10, and 
section 14(1) to (3).

(3) For the purposes of subsection (2)(a) only, in the first data 
protection principle:

(a) 'lawfully' means not in breach of an enactment 
or an instrument made thereunder; and

(b) in interpreting 'fairly', paragraph 2(1 )(a) of Part 
II of Schedule 1 does not apply.

(4) For the purposes of this Act 'publish', in relation to journalistic, 
literary or artistic material, means make available to the public or 
any section of the public."

In s 13(2), replace all words from and after " i f—" with:
"(3) A person who is a data subject of personal data in respect of 

which the data controller has not complied with one or more of 
the data protection principles is entitled to be compensated for
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that non-compliance.
(4) The right to compensation in subsection (3) is in addition to any 

compensation under subsections (1) and (2) and does not depend 
on the data subject suffering or having suffered damage or 
disfress.

(5) For the purposes of calculating the amount of compensation due 
to a data subject under subsection (3)̂  the Commissioner shall 
publish and maintain a tariff of financial solace for breaches of fhe 
data protection principles.

(6) The Commissioner shall set the tariffs according to criteria that 
relate to the processing of personal data, including the extent to 
which the data protection principles have been breached, the 
length of time for which they have been breached, the extent to 
which the personal data have been disseminated as a result of fhe 
breaches, and any combination of fhese criteria."

3. Repeal ss 44, 45, 46 and 53.
4. Delete "or a special information notice"in ss 47(1), 47(2), 48(1) and 48(3).

The reasons behind the drafting are explained in endnote 108.

’̂ ’̂ ’̂ St a t e m e n t  o e

1 confirm that 1 have made clear which facts and matters referred to 
in this document are w ithin my own knowledge and which are not.

Those that are w ithin my knowledge 1 confirm to be true.
The opinions 1 have expressed represent my true and complete 

professional opinions on the matters to which they refer.
So far as applicable to this Inquiry, 1 have adhered to 

Practice Direction 35 §3.2 of the Civil Procedure Rules 1998.
1 have understood my duty to this Inquiry and 

1 have complied w ith that duty.

Philip Coppel 
Signed: 28 June 2012
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V U n ite d  K in g d o m  [2006] ECHR 807, (2007) 44 EHRR 809 at [55]. Lord Hoffmann's pronouncement is to be 
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confidence." cf Kaye v  Robertson [1991] FSR 62 (CA); B  &  C  v  A  [2002] EWCA Civ 337, [2003] QB 195, [2002] 2 
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10. Computers and P rivacy , Cmnd 6353̂  1975 and Computers: Safeguards fo r  P r ivacy . Cmnd 6354,1975 S

11. The Governm ent's Proposals fo r  Leg is la tion (Cmnd 8359). S

12. Article 12. Similarly, art 17 of the In te rn a t io n a l C o v e n a n t  on C iv i l  a n d  P o l i t i c a l  R ig h ts , opened for signature 
16 December 1966. S

13. Which reads:
"1. No one shall be subjected to arbitrary or unlawful interference with his privacy, family, home or 
correspondence, nor to unlawful attacks on his honour and reputation.
2. Everyone has the right to the protection of fhe law againsf such interference or attacks." S

14. The Organisation for Economic Co-operation and Development. The membership and object of fhe OECD are 
sef ouf in its website. The OECD continues to work in developing harmonised privacy guidelines. S

15. Organisation for Economic Co-operation and Development, G u id e lin e s  on the P ro te c t io n  o f  P r iv a c y  an d  
T ra n sb o rd e r F lo w s  o f  P e rs o n a l D a ta , adopted 23 September 1980. 0  0

16. See Recital and Explanatory Memorandum §§ 11 and 29. 0

17. In 1968, the Parliamentary Assembly of fhe Council of Europe addressed Recommendation 509 to the Committee 
of Minisfers asking it to examine whether the European Human Rights Convention and the domestic law of fhe 
member Sfates offered adequate protection to the right of personal privacy vis-a-vis modern science and 
technology. A study carried out on instruction of fhe Committee of Minisfers in response fo fhat 
recommendation showed that the present national legislations gave insufficient protection to individual privacy 
and other rights and interests of individuals with regard to automated data banks. On the basis of fhese 
findings, fhe Committee of Minisfers adopfed in 1973 and 1974 two resolutions on data protection. The first. 
Resolution (73) 22 established principles of data protection for the private sector and the second. Resolution (74) 
29 did the same for the public sector. Within five years after the passing of fhe second resolution, general data 
protection laws had been enacted in seven member States (Austria, Denmark, France, Federal Republic of 
Germany, Luxembourg, Norway and Sweden). In three member States, data protection had been incorporated 
as a fundamental right in the Constitution (Article 35 of fhe 1976 Constitution of Portugal; Article 18 of fhe 1978 
Constitution of Spain; Article 1 of fhe 1978 Ausfrian Data Protection Act: Fundamental Right of Data Protection).

18. U n ite d  N a t io n s  G u id e lin e s  co n ce rn in g  co m p u te r ize d  p e rso n a l d a ta  f i le s . 0

19. Click here. 0

20. Report o f the Gommittee on P r iva cy  ("the Younger Report") (Cmnd 5012,1972) and Report on the Gommittee on Data 
Protection ("the Lindop Committee Report") (Cmnd 7341,1978). 0  0

21. The individual was given very limited rights to bring a claim against a data controller, with most non­
compliance to be dealt with by the data protection registrar: L o rd  A s h c r o f t  v  A t to rn e y  G e n e ra l &  a n o r [2002] 
EWHC 1122 (QB) at [26]. 0

22. R  V B row n  [1996] 1 All ER 545. Lord Hoffmann opened his speech (at 555j-556e):
"My Lords, one of fhe less welcome consequences of fhe information technology revolution has been 
the ease with which it has become possible to invade the privacy of fhe individual. No longer is if 
necessary to peep through keyholes or listen under the eaves. Instead, more reliable information can 
be obtained in greater comfort and safety by using the concealed surveillance camera, the telephoto 
lens, the hidden microphone and the telephone bug. No longer is it necessary to open letters, pry into 
files or conducf elaborate inquiries to discover the intimate details of a person's business or financial 
affairs, his health, family, leisure interesfs or dealings with central or local government. Vast amounts 
of information about everyone are stored on computers, capable of insfant transmission anywhere in
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the world and accessible at the touch of a keyboard. The right to keep oneself fo oneselh to tell other 
people that certain things are none of their businesŝ  is under technological threat.
English common law does not know a general right of privacy and Parliament has been reluctant to 
enact one. But there has been some legislation to deal with particular aspects of fhe problem. The Data 
Protection Act 1984, with which this appeal is concerned, is one such statute. Although the 
antecedents of fhe principles embodied in the Act can be traced back at least as far as fhe Younger 
Committee on Privacy, which reported in 1972 (Cmnd 5012), the immediate purpose of fhe Acf was 
to enable the United Kingdom to ratify the Council of Europe Convention for the Protection of 
Individuals with regard to Automatic Processing of Personal Data (set out in Annex A to Cmnd 8539) 
which had been signed by the member states of fhe Council of Europe. The objecf of fhe convention 
was, as the preamble stated, to 'reconcile the fundamental values of fhe respecf for privacy and the 
free flow of information between peoples'. The latter was a matter of considerable commercial 
importance to certain United Kingdom companies which carried on a substantial business in 
importing, processing and exporting information. The Act was therefore intended not only to protect 
the privacy of our own citizens buf fo provide sufficient safeguards for the protection of compuferised 
personal information to satisfy ofher member sfates fhat such information could safely be exported 
to the United Kingdom."

Lord Griffiths also recognised its importance in dealing with "an invasion of privacy" (at 554j-555b). S

23. Report o f a Committee on P r iva cy  and Related M atte rs, chaired by Sir David Calcutt QC (Cm 1102). It concluded 
that an overwhelming case for introducing a statutory tort of infringement of privacy had nof so far been made 
ouf (§12.5).
In 1992 Sir David Calcuff carried ouf a review of fhe Press Complaints Commission. In his report (Cm 2135, 
published in January 1993), he expressed the view that:

"There is a good case for saying that....personal data held electronically by newspaper publishers is 
personal data for the purposes of fhe 1984 Acf. Accordingly, fhe principles of fhat Act would apply 
to the press. In particular, section 22 of fhe 1984 Acf provides fhat an individual who is the subject 
of personal data held by a data user and suffers damage by reason of fhe inaccuracy shall be entitled 
to compensation from the data user for that damage and for any disfress which the individual has 
suffered by reason of fhe inaccuracy."

Sir David Calcuff also recommended that the Government should give further consideration to the introduction 
of a tort of infringement of privacy. In July 1993 fhe Lord Chancellor's Department and the Scottish Office issued 
a consulfation paper called Infringem ent o f P r ivacy , inviting responses on the proposal to create a tort of 
infringement of privacy. In July 1995 fhe Government published its response (P rivacy  and M ed ia  In trusion , Cmnd 
2918), concluding that no persuasive case had been made for sfatufory regulation of fhe press and announcing 
that it had no plans to introduce a statutory right to privacy. S

24. Drafts of fhe Direcfive were reported on by the Commons Select Committee on European Legislation in 
December 1990 (HC 291-v of 1990/91), debated in Commons European Standing Committee B on 5th June 1991 
(European Standing Committee B, O ffic ia l Report, cols 1-32) and reported on by the Commons Select Committee 
on European Legislation on 25th November 1992 (HC 79-x of 1992/93). The House of Lords Selecf Committee 
on the European Communities reported in detail on the draft proposals and issues underlying them (Protection 
o f Personal Data, HE 75-1 of 1992/93). This report was debated in the Lords on 11th October 1993 (HE Deb, vol 
549, cols 9-44). The Commons Select Committee on European Legislation further reported on the draft Directive 
on 6th July 1994 (HC 4x-xxiv of 1993/94) and again on 30fh November 1994 (HC 70-1 of 1994/95), when further 
consideration in European Standing Committee B was recommended. This debate took place on 7th December 
1994 (European Standing Committee B, O ffic ia l Report, cols 3-32). S

25. Protection o f Personal Data, HE 75-1 of 1992-93, §§1-3. In relation to the media, they reported:
"142. We have already said that it is only in formulating Article 9 of ifs proposal that the 
Commission, in our view, took proper account of fhe need to balance the right to privacy with the 
right to freedom of information and of expression. It is, however, a corollary of our view that the right 
of free information and expression is not a special prerogative of fhe media, buf is available fo 
everyone, fhat the media should be given no special exemptions either at Community or at national 
level. It has been fundamental in the United Kingdom that no special privileges are available to the 
press and other media to guarantee their freedom of expression.
143. A second factor which has influenced our view that there should be no special exemptions
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for the media is thap except for government and police agencies operating outside areas of 
Community competence (which we discussed above)26 it is the media which by a breach of the right 
to privacy is capable of inflicting the gravest damage on an individual.
144. We do not therefore regard it as acceptable that the Directive should leave it to Member 
States to carry out a balancing of rights so as to provide a workable press regime as proposed in 
Article 9, and witnesses from the media were clearly uncertain as to what the result of this might be.
We have in general advocated a less restrictive regime for a Community Directive. If this is acceptable 
to Member States we believe that there should be no need for Member States to offer an even lighter 
regime to the presŝ  audio-visual media or journalism. There should be no special exemptions for the 
media." S

26. The original proposal for this Directive had been welcomed, with reservations, by the Select Committee 
appointed by the House of Lords to consider it. The Committee's report opened by acknowledging that the right 
of privacy was a matter of concern to the 20th Century: Protection o f Personal Data: Report o f the Select Committee 
on the European Com m unities. HL Paper 75-1, March 1993. S S

27. In §1.2 the Consu ltation  Paper recorded:
"The Government believes that the United Kingdom's data protection regime should be the least 
burdensome for business and other data users, whilst affording the necessary protection for 
individuals. The Government labs long recognised the importance of effective data protection 
controls: that is why it enacted the 1984 Act and ratified the Council of Europe Data Protection 
Convention. It believes, however, that those provisions are sufficient, both for the protection of 
individuals, and as a means of ensuring the free flow of data between European partners....Over­
elaborate data protection threatens competitiveness, and does not necessarily bring additional benefits 
for individuals, it follows that the Government intends to go no further in implementing the Directive 
than is absolutely necessary to satisfy the UK's obligations in European law. It will consider whether 
any additional changes to the current data protection regime are needed so as to ensure that it does 
not go beyond what is required by the Directive and the Council of Europe Convention." S S

28. At §§4.16 and 4.19. 0

29. At §§10.11-10.12,10.18-10.21. 0

30. Cm 3725. The Government deferred dealing with the Art 9 issue:
"4.12 The Government has had detailed discussions with representatives of the press and the 
broadcasters about this very difficult issue. Useful progress has been made, but this work needs to 
be completed before firm decisions are take about the precise scope of the exemptions under article 
9. The Government will announce its decisions on this separately in due course." 0

31. Under Art lOOA of the Treaty of Rome and, subsequently. Art 95 EC. A Directive is a secondary method of 
Community legislation, authority for which must be found within the Treaties. The basis of the Directive was 
accepted in the Opinion of the Advocate General in E u ro pean  P a r l ia m e n t  v  C o u n c il o f  E u ro p e  (Case C-317/04), 
22 November 2005. 0

32. L in d q v is t  (A p p ro x im a t io n  o f  la w s )  [2003] ECR 1-12971, [2004] All ER (EC) 561, [2004] QB 1014 at [98]. The 
choice and form and method of implementation is left to the Member State: Em m ot v  M in is te r  fo r Social Welfare 
(Case C-208/90) [1993] ICR 8 at [18].. 0

33. M a r le a s in g  S A  v  L a  C o m e rc ia l In te rn a c io n a l de A l im e n ta t io n  SA (Case C-106/89) [1990] ECR 1-4135; L is t e r  v  
F o r th  D r y  D o c k  a n d  E n g in e e r in g  C o  L td  [1990] 1 AC 456 at 576-577. 0

34. V o lk e r  u nd  M a r k u s  Schecke G b R  v  L a n d  H essen  (Case C-92/09 and C-93/09) [2012] All ER (EC) 127 at [45]-[52].
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35. For public authorities (as opposed to individuals and companies) the DP A gives term "data" a broader meaning, 
capturing all recorded information held by them regardless of whefher organised info a relevanf filing sysfem 
or fhe like. S

36. Personal dafa processed by an individual only for fhe purposes of fhaf individual's personal, family or 
household affairs are exempf from mosf of fhe Acf, including fhe dafa profecfion principles: DPA s 36. S

37. In S m ith  v  L lo y d s  T S B  B a n k  p ic  [2005] EWHC 246 fhe High Courf held fhaf cerfain informafion recorded on 
paper, buf no longer elecfronically, fhaf was kepf in "unsfrucfured bundles kepf in boxes" did nof consfitufe 
"dafa" wifhin fhe meaning of fhe DPA. S

38. Alfhough s 1(1) of fhe DPA defines "dafa" fo mean "informafion" having cerfain affribufes, if is apparenf from 
fhe remainder of fhe Acf fhaf particular "informafion" need nof be individually infelligible, provided fhaf fhaf 
informafion can be relafed fo ofher informafion which, collectively, can be infelligible. The definition is sufficienf 
fo capfure all quantifies, from a bif of dafa fo an entire dafabase. S

39. The individual need nof be identifiable from jusf fhe dafa in quesfion. If is enough fhaf fhe individual is 
identifiable in fhe dafa from fhe dafa ifself fogefher wifh any ofher informafion fhaf fhe dafa confroller holds 
or may gef fo hold: DPA s 1(1), definition of "personal dafa." S

40. See also Directive, Arf 2(a). As fo fhe meaning of "personal dafa", see endnofe 61 S

41. See, generally Jo h n so n  v  M e d ic a l  Defence U n io n  L td  (N o  2) [2007] EWCA Civ 262, [2008] Bus LR 503, [2007] 3 
CMLR 9, (2007) 96 BMLR 99. The Courf of Appeal in C a m p b e ll v  M G N  L td  [2002] EWCA Civ 1373, [2003] QB 
633, [2003] 1 All ER 224 af [107] rejecfed an argumenf fhaf processing did nof include puffing dafa info prinf:

"...where fhe dafa confroller is responsible for fhe publication of hard copies fhaf reproduce dafa fhaf 
has previously been processed by means of equipmenf operating aufomafically, fhe publication forms 
parf of fhe processing and falls wifhin fhe scope of fhe Acf."

This was confained by fhe Courf of Appeal in Jo h n so n  v  M e d ic a l  D efence U n io n  L td  (N o  2) [2007] EWCA Civ 
262, [2008] Bus LR 503, [2007] 3 CMLR 9, (2007) 96 BMLR 99 af [39]-[43], where if drew a distinction befween 
publication of informafion fhaf has already been aufomafically processed (which is captured by the Act) and the 
manual analysis of dafa before any aufomafed processing begins (which is nof). S

42. C a m p b e ll v  M G N  L td  [2002] EWCA Civ 1373, [2003] QB 633 af [101]. 0

43. See fhe concession recorded in C a m p b e ll v  M G N  L td  [2002] EWCA Civ 1373, [2003] QB 633 af [76]. 0

44. Section 70(1). 0

45. A dafa confroller is required fo comply wifh fhe dafa profecfion principles, regardless of whefher he isregisfered 
as a dafa confroller: M u r r a y  v  E xp ress  N e w sp ap e rs  p ic  &  a n o r  [2007] EWHC 1908 (Ch), [2007] HRLR44, [2008] 
1 PER 704, [2007] ECDR 20, [2007] 3 FCR 331 af [86]. Nof disturbed on appeal: M u r r a y  v  E xp ress  N ew spap e rs  
p ic  &  a n o r  [2008] EWCA Civ 446, [2009] Ch 481, [2008] HRLR 33, [2008] UKHRR 736, [2008] 2 PER 599. 0

46. See the extracts at the end of fhis paper. Section 27 infroduces fhe exemptions in Parf IV of fhe Acf (ss 27-39 and 
Sch 7). 0

47. See endnofe 64. 0

48. The conclusion in M u r r a y  v  E xp ress  N e w sp ap e rs  p ic  &  a n o r  [2007] EWHC 1908 (Ch), [2007] HRLR 44, [2008] 
1 PER 704, [2007] ECDR 20, [2007] 3 FCR 331 af [73]-[74] fhaf coverf, non-consensual photography is fair if if does 
nof involve a deception would appear nof fo have survived fhe appeal: M u r r a y  v  E xp ress  N e w sp ap e rs  p ic  &  
a n o r [2008] EWCA Civ 446, [2009] Ch 481, [2008] HRLR 33, [2008] UKHRR 736, [2008] 2 PER 599 af [62]-[63].
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49. The D a ta  P ro te c t io n  (P ro ce ss in g  o f  S e n s it iv e  P e rs o n a l D a ta )  O rd e r 2000 (SI 2000/417). 0

50. See interpretational guidance in Part II of Sch 1. 0

51. There are no interpretational provisions in Part II of Sch 1 for the third data protection principle. The principle 
is not materially different from the fourth data protection principle in the D a ta  P ro te c t io n  A c t  1984. In 
C o m m u n ity  C ha rge  R e g is t r a t io n  O ff ic e r  O fR h o n d d a  B o rough  C o u n c il v  D a ta  P ro te c t io n  R e g is t r a r  [1990] UKIT 
D A90_25492 (11 October 1990) and in C o m m u n ity  Cha rge  R e g is t r a t io n  O ff ic e rs  o fR u n n ym e d e  B o ro u g h  C o u n c il 
V D a ta  P ro te c t io n  R e g is t r a r  [1990] UKIT DA90_24493 (27 October 1990) the Data Protection Tribunal held that 
the Councils held excessive personal data. In the course of fhe latter decision, the Tribunal said:

"We were referred in the course of fhe hearing to the Guideline booklet Number 4 issued by the Data 
Protection Registrar entitled "The Data Protection Principles". Paragraph 4.2 relating to the 4th 
Principle advises that data users should seek to identify fhe minimum amount of information about 
each individual which is required in order properly to fulfil their purpose and that they should try 
to identify the cases where additional information will be required and seek to ensure that such 
information is only collected and recorded in those cases. We endorse this general guidance for those 
wishing to have a test to apply to answer the question whether personal data is adequate, relevant and 
not excessive for the purposes for which it is held. We find that the appellants held on database a 
substantial quantity of property type information obtained from voluntary answers on the canvas 
forms or from ofher sources. If was esfablished that in holding such information the appellants were 
holding far more than was in fact necessary for their purposes.

We find, and the appellants appear to accept, that it is not relevant and would be excessive to hold 
wide classes of data merely on the ground that future changes in the law may in remote and uncertain 
future circumstances require further property types to be added to the existing exceptions identified 
by fhe Data Protection Registrar." 0

52. Section 70(2). See also Q u in to n  v  P e irc e  &  A n o r  [2009] EWHC 912, [2009] FSR 17 at [58], [88]. 0

53. In Part II of Sch 1. 0

54. See Part II of Sch 1. It also gives two other examples. 0

55. This is based on Art 17 of fhe Directive. 0

56. Further exemptions are set out in Schedule 7 (miscellaneous exemptions) and in SI 2000/413 (information about 
the health of fhe data subject), SI 2000/414 (educational records), SI 2000/415 (social services records) and SI 
2000/416 (certain Crown appointments). 0

57. See Art 13 of fhe Directive. 0

58. The definitions in s 27(2) define fwo sefs of disapplied provisions, labelling them "the subject information 
provisions" and "the non-disclosure provisions." 0

59. The D a ta  P ro te c t io n  (Sub ject A ccess) (Fees a n d  M is c e lla n e o u s  P ro v is io n s )  R e g u la t io n s  2000 (SI 2000/191), reg 
3.0

60. E z s ia s  v  W e lsh  M in is t e r s  [2007] EWHCB15 (QB) at [93]-[97]. The holding is questionable. The DP A specifically 
imposes a "disproportionate effort" limit for compliance with the third obligation in s 7(1) — see s 8(2). The 
absence of such a limit in relation to the other obligations suggests that no such limit was intended to apply to 
them. Moreover, where Parliament has sought to cap the data controller's efforts, it has spelled out the cap: see 
F reedom  o f  In fo rm a t io n  a n d  D a ta  P ro te c t io n  (A p p ro p r ia te  L im i t  a n d  Fees) R e g u la t io n s  2004 (SI 2004/3244), reg 
3. Compliance with the obligations in paragraphs (a) and (b) of s 7(1) is critical to the efficacy of all an 
individual's rights under the DP A: see recitals (38)-(41), (45) of fhe Direcfive. The effecf of Ezsias is fhus wider 
than the Court appeared to realise. 0
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61. DwraMt» FSA [2003] EWCA Civ 1746̂  [2004] FSR 28 at [27]. The holding is questionable. Although the Court 
of Appeal quoted the definition of "personal data", paragraph (b) in the definition did not feature in its 
reasoning and its narrow interpretation cannot be reconciled with the inclusion of fhat paragraph. Nor can it 
be reconciled with L in d q v is t  ( A p p ro x im a t io n  o f  la w s )  [2003] ECR 1-12971, [2004] All ER (EC) 561, [2004] QB 
1014 at [24], which the Court of Appeal died buf did nof adhere fo.
Although not expressly overruled, it is doubtful whefher D u ra n t has survived the House of Lords' judgment in 
C o m m o n  Se rv ice s A g e n cy  v  In fo rm a t io n  C o m m is s io n e r [2008] UKHL 47, [2008] 1 WLR 1550. As Lord Hope 
noted (at [24]) of fhe definition of personal data: "The formula which this part of fhe definition uses indicates 
that each of fhese fwo components must have a contribution to make to the result." "Data" may not have a self- 
contained intelligibility with which to carry out the exercise required in D uran t. Particular data may -  and in 
a computer typically will -  "relate to" an individual by only a single unique identifier, such as a number. This 
is fhe example given by Lord Rodger of Earlsferry in C o m m o n  Se rv ice s  A g e n cy  v  1C  [2008] UKHL 47, [2008] 1 
WLR 1550 at [76]. In denying that the lower court's application of fhe D u ra n t principles had any relevance when 
resolving whefher the data was 'personal data' and in suggesting that the above passages from Durant were 
made in the context of third party identification. Lord Hope of Craighead puf their continued significance into 
question. The position reached, it is suggested, is that the requirement that the data "relate to" a living 
individual does not involve an evaluation of fhe "relevance" or the "proximity" or the "biographical 
significance" of fhe data to the data subject. Nor does the definition of "personal data" require an evaluative 
assessment to see whether the individual is the "focus" of fhose data. The requirement that data "relate to" an 
individual is not separate from or additional to the requirement that the individual can be identified from the 
data. The ability to identify an individual from the data (whether alone or with other data) will normally mean 
that the data relates to that individual. What is important is a sufficiently definite identification of fhe individual 
within those data. Given the nature of data, the practicality of such an identification, as opposed to a D uran t- 
style evaluation, is self-evident. This holding in D u ra n t was alluded to by the Court of Appeal in T chengu iz  &  
O rs  V Im e rm an a t [2010] EWCA Civ 908, [2010] 2 FLR 814 [95] withouf any evident enthusiasm.
The D u ra n t approach gets no support from O p in io n  4/2007 on the  C o n cep t o f  P e rs o n a l D a ta , prepared by fhe 
Article 29 Data Protection Working Party. See also Q u in to n  v  P e irc e  &  A n o r  [2009] EWHC 912, [2009] FSR 17 
at [60]-[64].
In B a v a r ia n  L a g e r C o  v  C o m m is s io n  o f  the Eu ropean  C o m m u n it ie s  [2007] EUECJ T-194/04 at [104] the European 
Court of Justice held]that:

"Pursuant to Article 2(a) of Regulation No 45/2001, 'personal data' means any information relating 
to an identified or identifiable natural person. An identifiable person is one who can be identified, 
direcfly or indirecfly, in particular by reference fo an identification number or to one or more factors 
specific fo his or her physical, physiological, mental, economic, cultural or social identity. Personal 
data would therefore include, for example, surname and forenames, posfal address, e-mail address, 
bank account number, credit card numbers, social security number, telephone number or driving 
licence number."

This paragraph was specifically endorsed by fhe Grand Chamber in its judgment [2010] EUECJ C-28/08, [2011] 
Bus LR 867 at [68]. It is difficult to reconcile the holding in D u ra n t with this conclusion. S

62. D u ra n t  V E S A  [2003] EWCA Civ 1746, [2004] FSR 28 at [60], followed in  R o b e rts  v  N o t t in g h a m sh ire  H e a lth ca re  
N H S  T ru s t [2008] EWHC 1934 (QB), [2008] MHLR 294, [2009] FSR 4, [2009] PTSR 415. The conclusion is 
quesfionable: there is nothing in s 7(9) so limiting the Court's jurisdiction and the narrowed role of fhe Court 
makes s 15(2) largely superfluous. Moreover, the DPA spells out where it limits the courts or tribunal's 
jurisdiction to supervising the decision-maker's methodology: s 28(5). Given the similarity between s 7(9) and 
other provisions in the DPA conferring juris diction on a court (ss 10(4), 11(2), 12(8), 14(1), (3) and (4)), the impact 
of fhe Court's conclusion is wider than just the subject-access right. S

63. D u ra n t  V E S A  [2003] EWCA Civ 1746, [2004] FSR 28 at [72], followed in  R o b e rts  v  N o t t in g h a m sh ire  H e a lth ca re  
N H S  T ru s t [2008] EWHC 1934 (QB), [2008] MHLR 294, [2009] FSR 4, [2009] PTSR 415. 0

64. The DPA does nof expressly confer the right of acfion. However, in creating the statutory duty, without criminal 
penalty, for the benefit of fhe individual and with specific remedies fhat suppose a successful civil claim, breach 
of fhe s 4(4) sfatufory duty readily meets the requirements for acfionability: Passmore v  O sw a ld tw istle  U rban 
D is t r ic t  C ounc il [1898] AC 387 at 394 per Earl of Halsbury; C u tle r v  W andsworth Stad ium  L td  [1949] AC 398 at 407, 
[1949] 1 All ER 544 per Lord Simonds; Lonrho L td  v  Shell Petroleum  Co L td  (No 2) [1982] AC 173, [1981] 2 All ER 
456; X (M in o rs )  v  B ed fo rd sh ire  C o u n ty  C o u n c il [1995] UKHL 9, [1995] 2 AC 633 at 731. This has specifically
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been held to be the case under the DPA: L o rd  A s h c r o f t  v  A t to rn e y  G e n e ra l &  a n o r [2002] EWHC 1122 (QB) at 
[29]. 0

65. Section 14. 0

66. In Jo h n so n  v  The M e d ic a l  Defence U n io n  L td  (2) [2006] EWHC 321 (Ch) Rimer J opinied at [216] that s 13 
delimits the circumstances in which a court may order the data controller to pay a person a sum of money for 
any breach of fhe obligations imposed by the Act. He thereby dismissed the notion that the section simply puts 
beyond doubt that a court may order compensation for damage and disfress resulting from a contravention of 
the requirements of fhe Acf. Article 23 of fhe Direcfive requires fhat Member Sfates provide an entitlement to 
compensation where a person has suffered damage as a resulf of unlawful processing, buf if does nof preclude 
a Member Slate from providing a financial remedy where a person has nof suffered damage as a resulf of fhe 
unlawful processing, i.e. from making unlawful processing actionable on the case.
In D o u g la s  &  O rs  v  H e l lo !  L td  &  O rs  [2003] EWHC 786 (Ch), [2003] EMLR 31, [2003] 3 All ER 996 at [239] 
Lindsay J found that the claimants' DPA claim did not add a separate route to recovery or damage beyond a 
nominal award, since the damage and distress to the claimants were not occasioned by a contravention of fhe 
DPA. This reasoning was followed in M u r r a y  v  E xp ress N e w sp ap e rs  P ic  &  a n o r  [2007] EWHC 1908 (Ch), [2007] 
UKHRR1322, [2007] HRLR44, [2008] 1 PER 704,[2007] 3 FCR 331 at [82]-[88]. In allowing the claimant's appeal 
{M u r ra y  v  B ig  P ic tu re s  (U K )  L td  [2008] EWCA Civ 446, [2009] Ch 481, [2008] HRLR 33, [2008] UKHRR 736, 
[2008] 2 PER 599, [2008] 3 FCR 661) the Court of Appeal specifically required the issue of damages and causation 
"to be revisited by the trial judge" (at [63]). 0

67. C a m p b e ll v  M i r r o r  G ro u p  N e w sp ap e rs  [2002] EWHC 499, where (at [123]) the Court held that "'damage' in s 
13(1) and s 13(2)(a) means special or financial damages in contra-disfincfion to distress in the shape of injury 
fo feelings." The data protection claim was dismissed on appeal to the Court of Appeal. Section 13(2)(b) of fhe 
DPA, in conferring an entitlement to compensation for compensation for the distress suffered by reason of a data 
controller's contravention of fhe DPA where "fhe contravention relates to the processing of personal data for 
fhe special purposes" reduces fhe significance of fhe narrow interprefation of "damage."
In Jo h n so n  v  The M e d ic a l  Defence U n io n  L td  (2) [2006] EWHC 321 (Ch) Rimer J said (obifer) at [218] that he read 
section 13(1):

"...as entitling a claimant who proves a contravention of fhe DPA to be compensated for, and only for, 
any pecuniary damage thathe can prove. If he can prove such damage, section 13(2) also entitles him 
to general compensation for general damage in the nature of disfress fhat he may have suffered. 
Nofhing in section 13, however, permits the recovery of compensation for general damage in the 
nature of loss of repufation, or for any ofher general head of alleged loss. If compensation of fhat 
nature is to be claimed, it can only be recovered in a defamation action, which this is not."

Although Mr Johnson's appeal to the Court of Appeal was dismissed {Johnson  v  M e d ic a l  Defence U n io n  L td  
(N o  2) [2007] EWCA Civ 262, [2008] Bus LR 503), fhe Court of Appeal endorsed this line, with Buxton LJ at [74] 
opining (obiter):

"There is no compelling reason to think that 'damage' in the Directive has to go beyond its root 
meaning of pecuniary loss."

The Buxton line was followed in M u r r a y  v  E xp ress  N e w sp ap e rs  p ic  &  a n o r [2007] EWHC 1908 (Ch), [2007] 
HRLR 44, [2008] 1 PER 704, [2007] ECDR20, [2007] 3 FCR 331 at [89], but doubted o n u p p e a l in  M u r r a y  v  E xp ress 
N e w sp ap e rs  p ic  &  a n o r [2008] EWCA Civ 446, [2009] Ch 481, [2008] HRLR 33, [2008] UKHRR 736, [2008] 2 PER 
599 at [63].
In fact, there is nothing to suggest that this is its "root meaning" and there much authority to suggest that it has 
long grown out of any such grounding: Hobbs v  London &  SW R ly  Co (1875) LR 10 QB 111 at 117; R o o k e s  v  
B a rn a rd  [1964] AC 1129 at 1221; J a r v is  v  S w a n  T ou rs  L td  [1973] QB 233; F a r le y  v  S k in n e r [2002] 2 AC 732. 0

68. C a m p b e ll v  M i r r o r  G ro u p  N e w sp ap e rs  [2002] EWHC 499. Qn appeal, C a m p b e ll v  M G N  L td  [2002] EWCA Civ 
1373, [2003] QB 633. 0

69. Jo h n so n  v  The M e d ic a l  D efence U n io n  L td  (2) [2006] EWHC 321 (Ch) Rimer J at [238]. 0

70. D o u g la s  &  O rs  v  H e l lo !  L td  &  O rs  [2003] EWHC 786 (Ch), [2003] EMLR 31, [2003] 3 All ER 996 at [239] and 
D o u g la s  &  O rs  v  H e l lo !  L td . &  O rs  [2003] EWHC 2629 (Ch), [2004] EMLR 2 at [12]. 0
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71. Articles 13 and 28. 0

72. E u ro pean  C o m m is s io n  v  G e rm a n y  [2010] EUECJ C-518/07, [2010] 3 CMLR 3 at [23] (ECJ, Grand Chamber). 0

73. This is apparent from Recitals (17) and (37). 0

74. D o u g la s  v  H e l lo !  L td  [2000] EWCA Civ 353, [2001] QB 967, [2001] HRLR 26, [2001] 2 All ER 289, [2002] 1 FCR 
289 at [135]-[137], [149]-[150]; B & C v A  [2002] EWCA Civ 337, [2003] QB 195, [2002] 2 All ER 545 at [ll(xii)], 
quoting from Council of Europe Resolution 1165 of 1998, §11; C a m p b e ll v  M G N  L td  [2004] UKHL 22, [2004] 
2 AC 457, (2004) 16BHRC500, [2004] HRLR24af [12], [55]. Similarly; L in d q v is t  ( A p p ro x im a t io n  o f  la w s )  [2003] 
ECR 1-12971, [2004] All ER (EC) 561, [2004] QB 1014 af [90]; T ie to s u o ja v a ltu u te t tu  v  S a ta k u n n a n  
M a r k k in a p d r s s i  O y  (Case C-73/07) [2008] ECR 1-9831, [2010] All ER (EC) 213, [2010] IP & T 262 af [50]-[62]; 
V o lk e r  u nd  M a r k u s  Schecke G b R  v  L a n d  H essen  (Case C-92/09 and C-93/09) [2012] All ER (EC) 127 af [45]-[87].

75. The DPA assumes fhaf no acfivifies aparf from 
expression" profection. 0

'fhe special purposes" should enjoy special "freedom of

76. If leaves infacf fhe sevenfh dafa profecfion principle, fhe righfs under ss 13 and 14(4) (bofh of which are 
subsfanfially abbreviafed because of fhe disapplicafion of mosf of fhe dafa profecfion principles). 0

77. Section 27(2) of fhe DPA provides;
"In fhis Parf The subjecf information provisions' means —

(a) fhe firsf dafa profecfion principle fo fhe exfenf fo which if requires compliance wifh 
paragraph 2 of Parf II of Schedule 1, and

(b) section 7."
Exemption under ss 29(2) (crime and faxafion), 30(1) (healfh records), 30(2) (education records), 31(1), (4), (4A), 
(4B), (4C), (5), (5A), (6) and (7) (regulatory activity) and 34 (publicly available information) is limited to 
exemption from fhe subjecf informafion provisions. 0

78. Sections 27(3)-(4) provide;
"(3) In fhis Parf 'fhe non-disclosure provisions' means fhe provisions specified in subsection (4) fo fhe

exfenf fo which fhey are inconsisfenf wifh fhe disclosure in question.
(4) The provisions referred fo in subsection (3) are —

(a) fhe firsf dafa profecfion principle, excepf fo fhe exfenf fo which if requires compliance wifh 
fhe conditions in Schedules 2 and 3,

(b) fhe second, fhird, fourfh and fiffh dafa profecfion principles, and(c) sections 10 and 14(1) 
fo (3)."

Exemption under ss 29(3) (crime and taxation), 34 (publicly available information) and 35(1) and (2) (legal 
proceedings) is limited to exemption from fhe non-disclosure provisions. 0

79. In C a m p b e ll v  M G N  L td  [2002] EWCA Civ 1373, [2003] QB 633, fhe necessary link befween fhe processed dafa 
and fhe material published did nof arise as an issue, as fhe only processing of which fhe claimanf complained 
was fhe material published-see [94] and [129]. In M u r r a y  v  E xp re s sN e w sp a p e rs  p ic  &  anor[2QQ7] EWHC1908 
(Ch), [2007] HRLR 44, [2008] 1 PER 704, [2007] ECDR 20, [2007] 3 FCR 331, fhe processing of which fhe claimanf 
complained (faking and refaining photographs of fhe claimanf (an infanf) surreptitiously using a telephoto lens) 
was followed by publication in a magazine of an article reporting on fhe supposed views of fhe claimanf's 
mofher fo mofherhood and family life. The claimanf did nof argue fhaf s 32 could only profecf fhe article and 
nof fhe photographs. 0

80. Section 32(3). The codes of conducf are designated in Tfee Data ProfecfioM (D es igna ted  C odes o f  P ra c t ic e )  (N o  2) 
O rd e r 2000 (SI 2000/1864). As fofhe relevance of compliance wifh fhe code has in determining whefher freedom 
of expression frumps privacy, see D o u g la s  & a n o r v  N o r th e rn  a n d  S h e ll P ic  &  a n o r [2000] EWCA Civ 353, [2001 ] 
QB 967, [2001 ] FSR 40, [2001 ] 1 PER 982, 9 BHRC 543, [2001 ] UKHRR 223, [2001 ] HRLR 26, [2001 ] 2 All ER 289 
af [94]. 0
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81. Hansard, HE, vol 585, col 443 (2 February 1998). 0

82. Hansard, HE, vol 585, cols 462-463 (2 February 1998). It would appear that Lord Wakeham had been 
instrumental in drawing the exemption, for which he was commended in a leader in The Times: Hansard, HE, 
vol 585, col 466 (2 February 1998). 0

83. Hansard, HE, vol 585, col 477 (2 February 1998). In giving the Bill its second reading speech in the House of 
Commons, Mr Jack Sfraw (Secrefary of Sfafe for fhe Home Deparfmenf), fold Parliamenf;

"Defailed discussions have faken place wifh represenfafives of fhe media, particularly Lord 
Wakeham. The conclusions of fhe discussions have been positive, and are expressed in clause 31.
They achieved approbation from bofh sides of fhe House, and can be fhe subjecf of furfher discussion 
in Committee. I believe fhaf fhey provide a satisfactory way forward, and fhey appear to have 
achieved widespread support" (Hansard, HC, vol 310, col 530, 20 April 1998) 0

84. Hansard, HE, vol 585, cols 450-452 (Baroness Nicholson of Winterbourne, 2 February 1998); 0

85. Hansard, HE, vol 587, col 1109 (Baroness Nicholson of Winterbourne, 24 March 1998), who added "fhaf fhe Press 
Complainfs Commission code of practice does nof provide an effective remedy." Mr Greenway MP described 
fhe exemption as "exfremely wide"; Hansard, HC, vol 315, col 602,2 July 1998. Similarly, Hansard, HC, vol 315, 
col 619, 2 July 1998. 0

86. Hansard, HE, vol 585, cols 470-471 (Baroness Turner of Camden, 2 February 1998). 0

87. Amendmenf nos 6, 7, 9 and 10; Hansard, HE, vol 587, cols 1109-1122 (24 March 1998). 0

88. Hansard, HE, vol 587, cols 1110-1122 (24 March 1998). See also; Hansard, HE, vol 588, col WA129 (8 April 1998); 
Hansard, HE, vol 591, col 1498 (10 July 1998). This concern was shared by Mr Richard Allan MP; Hansard, HC, 
vol 310, col 533, 20 April 1998. 0

89. D o u g la s  v  H e l lo !  L td  [2000] EWCA Civ 353, [2001] QB 967 af [56]; C a m p b e ll v  M i r r o r  G ro u p  N e w sp ap e rs  [2002] 
EWHC 499 af [76]; C a m p b e ll v  M G N  L td  [2002] EWCA Civ 1373, [2003] QB 633, [2003] 1 All ER 224 af [73]. 0

90. [2002] EWHC 499 (QB), [2002] IP&T 612. 0

91. Af [85]. The concession was wifhdrawn in fhe Courf of Appeal; C a m p b e ll v  M G N  L td  [2002] EWCA Civ 1373, 
[2003] QB 633, [2003] 1 All ER 224 af [74]. 0

92. C a m p b e ll v  M G N  L td  [2002] EWCA Civ 1373, [2003] QB 633, [2003] 1 All ER 224. This parf of fhe Courf of 
Appeal's judgmenf did nof form parf of fhe appeal to fhe House of Lords. 0  0

93. The reasoning of fhe Courf of Appeal is questionable. Thus in reaching ifs conclusions on fhe DP A, fhe Courf 
expressed fhe view;

(1) Thaf fhe Directive and fhe DP A were aimed af fhe processing and retention of dafa "over a sensible 
period" [121]. In facf, fhe Direcfive and DPA do nof provide for fheir protection to fall away after "a 
sensible period." Indeed, one of fhe protections — fhe fifth data protection principle — specifically 
provides fhaf personal dafa are nof to be kepf for longer fhan is necessary for fhe purpose for which 
fhey are being processed.

(2) Thaf fhe remedies available where fhere had been a breach of fhe dafa protection principles "are nof 
appropriate for fhe dafa processing which will normally be an incidenf of journalism" [122]. In facf, 
fhe remedies wifh which fhe Courf of Appeal was concerned (rectification, erasure efc) are all 
discretionary remedies; P  v W ozencroft (Expert Evidence: Data Protection) [2002] EWHC 1724 (Earn), 
[2002] 2 PER 1118 af 1129.

(3) Thaf if was impractical for fhe Press "to comply wifh many of fhe dafa processing principles and fhe 
conditions in Schedules 2 and 3, including fhe requiremenf fhaf fhe dafa subjecf has given his consenf 
to fhe processing" [122]. In facf, fhere is nofhing impractical in fhe Press complying wifh fhe dafa
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(4)

processing principles. In particular, the data subject's consent which Part II of Sch 1 may require for 
the processing to be fair, is tempered by what is both practicable and does not involve a 
disproportionate effort.
That the requirement to satisfy a condition in Schedule 3 would "effectively preclude publication of 
any sensitive personal data" since otherwise there "would be a string of claims for distress under s 
13" for which "there would be no answer...even if the publication in question had manifestly been in 
the public interest" [122]-[124]. The implication that the requirement to satisfy a condition in Schedule 
3 is an unwarranted restriction on the press appears to countenance unrestricted press publication of 
the most private of personal information (i.e. "sensitive personal data") without redress — the very 
thing the Directive strives to protect. The circumstances in which such material could legitimately be 
processed for the special purposes is set out in The D a ta  P ro te c t io n  (P ro ce ss in g  o f  S e n s it iv e  P e rs o n a l 
D a ta )  O rd e r 2000 (SI 2000/417).. 0

94. C a m p b e ll v  M G N  L td  [2004] UKHL 22, [2004] 2 AC 457, (2004) 16 BHRC 500, [2004] HRLR 24. 0

95. At [32] and [132]. 0

96. See, in particular; [12], [17]-[21] (per Lord Nicholls of Birkenhead), [46], [49]-[52] (per Lord Hoffmann], [84]-[86], 
[103]-[125] (per Lord Hope of Craighead), [132]-[143] (per Baroness Hale of Richmond) and [167] (per Lord 
Carswell). 0

97. Recitals 17 and 37, and Art 9. 0

98. See, for example; M u r r a y  v  E xp ress  N e w sp ap e rs  p ic  &  a n o r [2007] EWHC 1908 (Ch), [2007] HRLR 44, [2008]
1 FLR 704, [2007] ECDR 20, [2007] 3 FCR 331; M u r r a y  v  E xp ress  N e w sp ap e rs  p ic  &  a n o r  [2008] EWCA Civ 446, 
[2009] Ch 481, [2008] HRLR 33, [2008] UKHRR 736, [2008] 2 FLR 599; Im erm an  v  T chengu iz  &  o rs [2009] EWHC 
2024 (QB), [2009] Fam Law 1135, [2010] 1 FCR 14 T chengu iz  &  O rs  v  Im e rm an a t [2010] EWCA Civ 908, [2010]
2 FLR 814. 0

99. Warby et al, Tugendhat and Christie , The Law  o f P r iva cy  and the M ed ia , 2nd ed, OUP, 2011, §1.25. Also §3.57. 0

100. ib id, at §4.02. 0

101. ib id, at §4.01. 0

102. ib id, §14.42. The authors' quotation is from Im erm an  v  T chengu iz  &  o rs  [2009] EWHC 2024 (QB), [2009] Fam 
Law 1135, [2010] 1 FCR 14 at [62]. 0

103. The adequacy of the UK's implementation of the Directive has been questioned, see; Q u in to n  v  P e irc e  &  A n o r  
[2009] EWHC 912, [2009] FSR17 at [62]. The ECJ has confirmed that it is not open to a Member State to enlarge 
the exemptions beyond what is expressly permitted by the Directive; A S N E F  v  A d m in is t r a c io n  d e l E s ta d o  
(Cases C-468/10 and C-469/10), 24 November 2011. See further; O p in io n  4/2007 on the C o n cep t o f  P e rs o n a l 
D a ta , prepared by the Article 29 Data Protection Working Party. 0

104. http://ec.europa.eu/justice/newsroom/data-protection/news/120125_en.htm 0

105. A journalist's paper notebook, for example, may or may not be captured by the DP A, depending on whether 
it form or is intended to form part of a "relevant filing system" as defined by s 1(1) of the DPA. 0

106. As noted by Lindsay J in D o u g la s  &  O rs  v  H e l lo !  L td  &  O rs  [2003] EWHC 786 (Ch), [2003] EMLR 31, [2003] 3 
All ER 996 at [299];

"So broad is the subject of privacy and such are the ramifications of any free-standing law in the area 
that the subject is better left to Parliament which can, of course, consult interests far more widely than 
can be taken into account in the course of ordinary inter partes litigation. A judge should therefore
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be chary of doing that which is better done by Parliament. That Parliament has failed so far to grasp 
the nettle does not prove that it will not have to be grasped in the future. The recent judgment in Peck 
V Un ited  K ingdom  in the ECHR, given on the 28th January 2003, shows that in circumstances where 
the law of confidence did nof operate our domestic law has already been held to be inadequate. That 
inadequacy will have to be made good and if Parliament does not step in then the Courts will be 
obliged to. Further development by the Courts may merely be awaiting the first post-Human Rights 
Act case where neither the law of confidence nor any ofher domestic law profecfs an individual who 
deserves profecfion. A glance at a crystal ball of, so fo speak, only a low wattage suggests that if 
Parliament does not act soon the less satisfactory course, of fhe Courts creating the law bit by bit at 
the expense of litigants and with inevitable delays and uncertainty, will be thrust upon the judiciary.
But that will only happen when a case arises in which the existing law of confidence gives no or 
inadequate protection; this case now before me is nof such a case and there is therefore no need for 
me fo attempt to construct a law of privacy and, that being so, it would be wrong of me fo attempt to 
do so." S

107. In particular;
(1) D u ra n t  v  F S A  [2003] EWCA Civ 1746, [2004] FSR 28. See endnotes 61 and 62 above.
(2) C a m p b e ll v  M G N  L t d  [2002] EWCA Civ 1373, [2003] QB 633, [2003] 1 All ER 224. See endnote 93 

above.
(3) Jo h n so n  v  M e d ic a l  D efence U n io n  L td  (N o  2) [2007] EWCA Civ 262, [2008] Bus LR 503, [2007] 3 

CMLR 9, (2007) 96 BMLR 99. See endnote 67 above. 0

108. Explanatory notes;
(1) The suggested replacement is more faithful fo fhe Direcfive (Recifals 17 and 37 and Art 9) than the 

existing s 32.
(2) Paragraphs 32(l)(b) and (c) reflect the balance between the two fundamental rights of freedom of 

expression and of privacy, which the Directive requires be reconciled; see Recitals (1), (2), (3), (10), 
(33), (34) and (37) and Arts 1.1 and 7(f). The suggesfed replacement meets the concerns expressed 
during debate over s 32 during the Bill's passage and provides a greater measure of legal certainty 
than the current wording.

(3) The reasoning behind the suggested s 32(2)(a) is;
— processing should never contravene an enactment or instrument made thereunder;
— the fairness requirement is principally concerned with notice to data subjects that their 

personal information is being processed by a data controller; in relation to the press, the 
processing of such information is to be expected and the current let-out for disproportionate 
effort makes the paragraph 2(1 )(a) notice requirement more theoretical than real;

— by bringing the exercise of balancing fundamental rights into s 32(1 )(b)-(c), the process need 
not be carried out again through paragraph 6(1) of Schedule 2.

(4) The suggesfed replacement s 32(l)(b) makes clearer that the processing includes publication itself.
(5) The changed wording of s 32(l)(b) makes fhe existing s 32(3) unnecessary.
(6) The existing s 32(4)-(5) interpose an additional adjudicative process in any court proceedings against 

a data controller where he claims that personal data are being processed for the special purposes, 
staying the proceedings until that process has concluded. The determination of fhe Commissioner 
under s 45 is itself subjecf fo appeal under s 48(4). The interposition is unnecessary and adds delay 
and expense to claims against a data controller. Arguably, it effectively deprives the individual of 
access fo a court. It is, in any event, unnecessary. A court is well capable of defermining for itself 
whefher processing is being carried ouf for the special purposes. Once it reaches that conclusion, 
many of fhe data protection principles will be inapplicable (s 32(2)). Unless some of fhe remaining 
data protection principles are being contravened, the affected individual will have no entitlement to 
relief.

(7) The removal of fhe additional conditions for compensation for disfress remove an anomaly. If an 
individual suffers disfress as a resulf of any contravention by a data controller of any of fhe 
requirements of fhe DP A, there is no legitimate reason nor any basis in the Directive for that person 
also to show "damage" having been suffered or to show that the contravention related to processing 
of personal data for the special purposes in order to recover compensation.

(8) The suggested s 32(3) makes clear what is meant by "lawful" in the first data protection principle and 
also prevents the balancing between Art 8 and Art 10 rights re-entering the DPA through the
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(9)

unlawfulness involved in a breach of confidenfialify. This overcomes fhe uncerfainfy discussed in 
M u r r a y  v  E xp ress  N e w sp ap e rs  p ic  &  a n o r  [2007] EWHC1908 (Ch), [2007] HRLR44, [2008] 1 PER 704, 
[2007] ECDR 20, [2007] 3 FCR 331 af [72],
Separafe provision would need fo be made fo confer power on fhe Commissioner fo make fariff 
awards. S

109. In her response fo fhe Consulfafion Paper on fhe EC Direcfive 9546/EC (July 1996), fhe Dafa Profection Regisfrar 
suggesfed (af §9.18) fhaf consideration should be given fo fhe esfablishmenf of a simple sysfem for providing 
a small fixed sum (up fo £500) as compensation for damage suffered, wifh fhe dafa subjecf only having fo prove 
fhaf processing took place in breach of fhe rules for fhe sum fo be available and wifh no defence for fhe dafa 
confroller. S

110. Confemplafed by Arf 28.4 of fhe Direcfive. 0
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Appendix 1: Extracts from the DPA
Section 1(1)
K e y  d e f in it io n s

"'data' means information which-
(a) is being processed by means of equipment operating automatically in response to 

instructions given for that purpose,
(b) is recorded with the intention that it should be processed by means of such 

equipment,
(c) is recorded as part of a relevant filing system or with the intention that it should 

form part of a relevant filing system,
(d) does not fall within paragraph (a), (b) or (c) but forms part of an accessible record 

as defined by section 68; or
(e) is recorded information held by a public authority and does not fall within any of 

paragraphs (a) to (d);

'data controller' means, subject to subsection (4), a person who (either alone or jointly or in 
common with other persons) determines the purposes for which and the manner in which any 
personal data are, or are to be, processed;

'data processor', in relation to personal data, means any person (other than an employee of the data 
controller) who processes the data on behalf of the data controller;

'personal data' means data which relate to a living individual who can be identified-
(a) from those data, or
(b) from those data and other information which is in the possession of, or is likely to 

come into the possession of, the data controller,
and includes any expression of opinion about the individual and any indication of the 
intentions of the data controller or any other person in respect of the individual;

'processing', in relation to information or data, means obtaining, recording or holding the 
information or data or carrying out any operation or set of operations on the information or data, 
including-

(a) organisation, adaptation or alteration of the information or data,
(b) retrieval, consultation or use of the information or data,
(c) disclosure of the information or data by transmission, dissemination or otherwise 

making available, or
(d) alignment, combination, blocking, erasure or destruction of the information or 

data;"

Section 2
The m ean in g  o f se n s it iv e  p e rsona l data

"In this Act 'sensitive personal data' means personal data consisting of information as to-
(a) the racial or ethnic origin of the data subject,
(b) his political opinions,
(c) his religious beliefs or other beliefs of a similar nature,
(d) whether he is a member of a trade union (within the meaning of the Trade Union 

and Labour Relations (Consolidation) Act 1992,
(e) his physical or mental health or condition,
(f) his sexual life,
(g) the commission or alleged commission by him of any offence, or
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(h) any proceedings for any offence committed or alleged to have been committed by 
him, the disposal of such proceedings or the sentence of any court in such 
proceedings."

Section 3
The special purposes

"In this Act 'the special purposes' means any one or more of fhe following-
(a) the purposes of journalism,
(b) artisfic purposes, and
(c) literary purposes."

Section 4(4)
The statutory duty to comply with the data protection principles

"Subject to section 27(1), it shall be the duty of a data controller to comply with the data protection 
principles in relation to all personal data with respect to which he is the data controller."

Section 7
Subject access right

"(1) Subject to the following provisions of fhis secfion and to sections 8, 9 and 9 A, an individual 
is entitled —

(a) to be informed by any data controller whether personal data of which that 
individual is the data subject are being processed by or on behalf of that 
data controller,

(b) if that is the case, to be given by the data controller a description of —
(i) fhe personal data of which that individual is the data subject,
(ii) the purposes for which they are being or are to be processed, 

and(iii) the recipients or classes of recipients to whom they are or 
may be disclosed,

(c) to have communicated to him in an intelligible form —
(i) the information constituting any personal data of which that 

individual is the data subject, and
(ii) any information available to the data controller as to the source 

of fhose data, and
(d) where the processing by automatic means of personal dafa of which fhaf 

individual is fhe data subject for the purpose of evaluating matters 
relating to him such as, for example, his performance at work, his credit 
worthiness, his reliability or his conduct, has constituted or is likely to 
constitute the sole basis for any decision significantly affecting him, to be 
informed by fhe data controller of fhe logic involved in that 
decision-taking.

(2) A data controller is not obliged to supply any information under subsection (1) unless he 
has received —

(a) a request in writing, and
(b) except in prescribed cases, such fee (nof exceeding the prescribed 

maximum) as he may require.
(3) Where a data controller —

(a) reasonably requires further information in order to satisfy himself as fo 
the identity of fhe person making a requesf under this section and to 
locate the information which that person seeks, and
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(b) has informed him of fhaf requiremenf,
fhe dafa confroller is nof obliged fo comply wifh fhe requesf 
unless he is supplied wifh fhaf furfher informafion.

(4) Where a dafa confroller cannof comply wifh fhe requesf wifhouf disclosing informafion 
relafing fo anofher individual who can be idenfified from fhaf informafion, he is nof 
obliged fo comply wifh fhe requesf unless —

(a) fhe ofher individual has consenfed fo fhe disclosure of fhe informafion fo 
fhe person making fhe requesf, or

(b) if is reasonable in all fhe circumsfances fo comply wifh fhe requesf 
wifhouf fhe consenf of fhe ofher individual.

(5) In subsecfion (4) fhe reference fo informafion relafing fo anofher individual includes a 
reference fo informafion idenfifying fhaf individual as fhe source of fhe informafion soughf 
by fhe requesf; and fhaf subsecfion is nof fo be consfrued as excusing a dafa confroller from 
communicafing so much of fhe informafion soughf by fhe requesf as can be communicafed 
wifhouf disclosing fhe idenfify of fhe ofher individual concerned, whefher by fhe omission 
of names or ofher idenfifying parficulars or ofherwise.

(6) In defermining for fhe purposes of subsecfion (4)(b) whefher if is reasonable in all fhe 
circumsfances fo comply wifh fhe requesf wifhouf fhe consenf of fhe ofher individual 
concerned, regard shall be had, in parficular, fo —

(a) any dufy of confidenfialify owed fo fhe ofher individual,
(b) any sfeps faken by fhe dafa confroller wifh a view fo seeking fhe consenf 

of fhe ofher individual,
(c) whefher fhe ofher individual is capable of giving consenf, and
(d) any express refusal of consenf by fhe ofher individual.

(7) An individual making a requesf under fhis secfion may, in such cases as may be prescribed, 
specify fhaf his requesf is limifed fo personal dafa of any prescribed descripfion."

Section 10
Distress and damage notification

"(1) Subjecf fo subsecfion (2), an individual is enfifled af any fime by nofice in wrifing fo a dafa 
confroller fo require fhe dafa confroller af fhe end of such period as is reasonable in fhe 
circumsfances fo cease, or nof fo begin, processing, or processing for a specified purpose 
or in a specified manner, any personal dafa in respecf of which he is fhe dafa subjecf, on 
fhe ground fhaf, for specified reasons-
(a) fhe processing of fhose dafa or fheir processing for fhaf purpose or in fhaf manner 

is causing or is likely fo cause subsfanfial damage or subsfanfial disfress fo him or 
fo anofher, and

(b) fhaf damage or disfress is or would be unwarranfed.
(2) Subsecfion (1) does nof apply-

(a) in a case where any of fhe condifions in paragraphs 1 fo 4 of Schedule 2 is mef, or
(b) in such ofher cases as may be prescribed by fhe Secrefary of Sfafe by order.

(3) The dafa confroller musf wifhin fwenfy-one days of receiving a nofice under subsecfion (1) 
(The dafa subjecf nofice') give fhe individual who gave if a wriffen nofice-
(a) sfafing fhaf he has complied or infends fo comply wifh fhe dafa subjecf nofice, or
(b) sfafing his reasons for regarding fhe dafa subjecf nofice as fo any exfenf unjusfified 

and fhe exfenf (if any) fo which he has complied or infends fo comply wifh if.
(4) If a courf is safisfied, on fhe applicafion of any person who has given a nofice under 

subsecfion (I) which appears fo fhe courf fo be jusfified (or fo be jusfified fo any exfenf), 
fhaf fhe dafa confroller in quesfion has failed fo comply wifh fhe nofice, fhe courf may 
order him fo fake such sfeps for complying wifh fhe nofice (or for complying wifh if fo fhaf 
exfenf) as fhe courf fhinks fif.
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(5) The failure by a data subject to exercise the right conferred by subsection (1) or section 
11(1) does not affect any other right conferred on him by this Part."

Section 11
Right to prevent processing for direct marketing purposes

"(1) An individual is entitled at any time by notice in writing to a data controller to require the 
data controller at the end of such period as is reasonable in the circumstances to cease, or 
not to begin, processing for the purposes of direct marketing personal data in respect of 
which he is the data subject.

(2) If the court is satisfied, on the application of any person who has given a notice under 
subsection (1), that the data controller has failed to comply with the notice, the court may 
order him to take such steps for complying with the notice as the court thinks fit.[(2A) This 
section shall not apply in relation to the processing of such data as are mentioned in 
paragraph (1) of regulation 8 of the Telecommunications (Data Protection and Privacy) 
Regulations 1999 (processing of telecommunications billing data for certain marketing 
purposes) for the purposes mentioned in paragraph (2) of that regulation.

(3) In this section 'direct marketing' means the communication (by whatever means) of any 
advertising or marketing material which is directed to particular individuals."

Section 12
Rights in relation to automated decision-making

"(1) An individual is entitled at any time, by notice in writing to any data controller, to require 
the data controller to ensure that no decision taken by or on behalf of the data controller 
which significantly affects that individual is based solely on the processing by automatic 
means of personal data in respect of which that individual is the data subject for the 
purpose of evaluating matters relating to him such as, for example, his performance at 
work, his credit worthiness, his reliability or his conduct.

(2) Where, in a case where no notice under subsection (1) has effect, a decision which 
significantly affects an individual is based solely on such processing as is mentioned in 
subsection (1) —
(a) the data controller must as soon as reasonably practicable notify the individual 

that the decision was taken on that basis, and
(b) the individual is entitled, within twenty-one days of receiving that notification 

from the data controller, by notice in writing to require the data controller to 
reconsider the decision or to take a new decision otherwise than on that basis.

(3) The data controller must, within twenty-one days of receiving a notice under subsection
(2)(b) ('the data subjectnotice') give the individual a written notice specifying the steps that 
he intends to take to comply with the data subject notice.

(4) A notice under subsection (1) does not have effect in relation to an exempt decision; and 
nothing in subsection (2) applies to an exempt decision.

(5) In subsection (4) 'exempt decision' means any decision —
(a) in respect of which the condition in subsection (6) and the condition in subsection 

(7) are met, or
(b) which is made in such other circumstances as may be prescribed by the Secretary 

of State by order.
(6) The condition in this subsection is that the decision —

(a) is taken in the course of steps taken —
(i) for the purpose of considering whether to enter into a contract with the 

data subject,
(ii) with a view to entering into such a contract, or
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(iii) in the course of performing such a contracf, or 
(b) is aufhorised or required by or under any enacfment.

(7) The condition in this subsection is that either —
(a) the effect of fhe decision is fo grant a request of fhe data subject, or
(b) steps have been taken to safeguard the legitimate interests of fhe data subject (for 

example, by allowing him to make representations).
(8) If a court is satisfied on the application of a data subject that a person taking a decision in 

respect of him ('the responsible person') has failed to comply with subsection (1) or (2)(b), 
the court may order the responsible person to reconsider the decision, or to take a new 
decision which is not based solely on such processing as is mentioned in subsection (1).

(9) An order under subsection (8) shall not affect the rights of any person ofher than the data 
subject and the responsible person."

Section 13
Compensation

"(1)

(2)

(3)

An individual who suffers damage by reason of any contravention by a data controller of 
any of fhe requirements of fhis Acf is entitled to compensation from the data controller for 
that damage.
An individual who suffers disfress by reason of any contravention by a data controller of 
any of fhe requirements of fhis Acf is entitled to compensation from the data controller for 
that distress if-
(a) the individual also suffers damage by reason of fhe contravention, or
(b) the contravention relates to the processing of personal data for the special 

purposes.
In proceedings brought against a person by virtue of fhis secfion it is a defence fo prove 
that he had taken such care as in all the circumstances was reasonably required to comply 
with the requirement concerned."

Section 32
The press exemption

"(1) Personal data which are processed only for the special purposes are exempt from any 
provision to which this subsection relates if-
(a) the processing is undertaken with a view to the publication by any person of any 

journalisfic, literary or artistic material,
(b) the data controller reasonably believes that, having regard in particular to the 

special importance of fhe public inferesf in freedom of expression, publicafion 
would be in the public interest, and

(c) the data controller reasonably believes that, in all the circumstances, compliance 
with that provision is incompatible with the special purposes.

(2) Subsection (1) relates to the provisions of-
(a) the data protection principles except the seventh data protection principle,
(b) section 7,
(c) section 10,
(d) section 12, and
(e) section 14(1) to (3).

(3) In considering for the purposes of subsecfion (l)(b) whefher the belief of a data controller 
that publication would be in the public interest was or is a reasonable one, regard may be 
had to his compliance with any code of pracfice which-
(a) is relevant to the publication in question, and
(b) is designated by the Secretary of Sfate by order for the purposes of fhis subsecfion.

(4) Where at any time ('the relevant time') in any proceedings against a data controller
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under section 7(9), 10(4), 12(8) or 14 or by virtue of section 13 the data controller 
claims, or it appears to the court, that any personal data to which the proceedings 
relate are being processed —
(a) only for the special purposes, and
(b) with a view to the publication by any person of any journalisfic, literary 

or artistic material which, at the time twenty-four hours immediately 
before fhe relevant time, had not previously been published by the data 
controller,

the court shall stay the proceedings until either of fhe conditions in subsection (5) is met.
(5) Those conditions are —

(a) that a determination of fhe Commissioner under secfion 45 with respect 
to the data in question takes effect, or

(b) in a case where the proceedings were stayed on the making of a claim, 
that the claim is withdrawn.

(6) For the purposes of fhis Acf 'publish', in relation to journalistic, literary or artistic 
material, means make available to the public or any section of fhe public."

Section 40
Enforcement

"(1)

(2)

(3)

(4)

(5)

notices
If the Commissioner is satisfied that a data controller has contravened or is contravening 
any of fhe data protection principles, the Commissioners may serve him with a notice (in 
this Act referred to as 'an enforcement notice') requiring him, for complying with the 
principle or principles in question, to do either or both of fhe following —
(a) to take within such time as may be specified in the notice, or to refrain from taking 

after such time as may be so specified, such sfeps as are so specified, or
(b) fo refrain from processing any personal data, or any personal data of a description 

specified in the notice, or to refrain from processing them for a purpose so 
specified or in a manner so specified, after such time as may be so specified.

In deciding whefher to serve an enforcement notice, the Commissioner shall consider 
whether the contravention has caused or is likely to cause any person damage or distress. 
An enforcement notice in respect of a contravention of fhe fourth data protection principle 
which requires the data controller to rectify, block, erase or desfroy any inaccurate data 
may also require the data controller to rectify, block, erase or desfroy any ofher data held 
by him and containing an expression of opinion which appears fo fhe Commissioner to be 
based on the inaccurate data.
An enforcementnotice in respect of a confravenfion of fhe fourfh dafa profecfion principle, 
in the case of data which accurately record information received or obtained by the data 
controller from the data subject or a third party, may require the data controller either —
(a) to rectify, block, erase or desfroy any inaccurate data and any other data held by 

him and containing an expression of opinion as mentioned in subsection (3), or
(b) to take such steps as are specified in the notice for securing compliance with the 

requirements specified in paragraph 7 of Part II of Schedule 1 and, if the 
Commissioner thinks fit, for supplementing the data with such statement of fhe 
true facts relating to the matters dealt with by the data as the Commissioner may 
approve.

Where —
(a) an enforcement notice requires the data controller to rectify, block, erase or 

desfroy any personal data, or
(b) the Commissioner is satisfied that personal data which have been rectified, 

blocked, erased or desfroyed had been processed in contravention of any of fhe 
data protection principles.
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an enforcement notice may, if reasonably practicable, require the data controller to notify 
third parties to whom the data have been disclosed of the rectification, blocking, erasure 
or destruction; and in determining whether it is reasonably practicable to require such 
notification regard shall be had, in particular, to the number of persons who would have 
to be notified.

(6) An enforcement notice must contain —
(a) a statement of the data protection principle or principles which the Commissioner 

is satisfied have been or are being contravened and his reasons for reaching that 
conclusion, and

(b) particulars of the rights of appeal conferred by section 48.
(7) Subject to subsection (8), an enforcement notice must not require any of the provisions of 

the notice to be complied with before the end of the period within which an appeal can be 
brought against the notice and, if such an appeal is brought, the notice need not be 
complied with pending the determination or withdrawal of the appeal.

(8) If by reason of special circumstances the Commissioner considers that an enforcement 
notice should be complied with as a matter of urgency he may include in the notice a 
statement to that effect and a statement of his reasons for reaching that conclusion; and in 
that event subsection (7) shall not apply but the notice must not require the provisions of 
the notice to be complied with before the end of the period of seven days beginning with 
the day on which the notice is served.

(9) Notification regulations (as defined by section 16(2)) may make provision as to the effect 
of the service of an enforcement notice on any entry in the register maintained under 
section 19 which relates to the person on whom the notice is served.

(10) This section has effect subject to section 46(1)."

Section 41A
Assessment notices

"(1) The Commissioner may serve a data controller within subsection (2) with a notice (in this 
Act referred to as an "assessment notice") for the purpose of enabling the Commissioner 
to determine whether the data controller has complied or is complying with the data 
protection principles.

(2) A data controller is within this subsection if the data controller is —
(a) a government department,
(b) a public authority designated for the purposes of this section by an order made by 

the Secretary of State, or(c) a person of a description designated for the purposes 
of this section by such an order.

(3) An assessment notice is a notice which requires the data controller to do all or any of the 
following —
(a) permit the Commissioner to enter any specified premises;
(b) direct the Commissioner to any documents on the premises that are of a specified 

description;
(c) assist the Commissioner to view any information of a specified description that is 

capable of being viewed using equipment on the premises;
(d) comply with any request from the Commissioner for —

(i) a copy of any of the documents to which the Commissioner is directed;
(ii) a copy (in such form as may be requested) of any of the information which 

the Commissioner is assisted to view;
(e) direct the Commissioner to any equipment or other material on the premises 

which is of a specified description;
(f) permit the Commissioner to inspect or examine any of the documents, 

information, equipment or material to which the Commissioner is directed or
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which the Commissioner is assisted to view;
(g) permit the Commissioner to observe the processing of any personal data that takes 

place on the premises;
(h) make available for interview by the Commissioner a specified number of persons 

of a specified description who process personal data on behalf of fhe data 
controller (or such number as are willing to be interviewed).

(4) In subsection (3) references fo fhe Commissioner include references fo fhe Commissioner's 
officers and sfaff.

(5) An assessment notice must, in relation to each requirement imposed by the notice, 
specify —
(a) the time at which the requirement is to be complied with, or
(b) the period during which the requirement is to be complied with.

(6) An assessment notice must also contain particulars of fhe rights of appeal conferred by 
secfion 48.

(7) The Commissioner may cancel an assessment nofice by written notice to the data controller 
on whom it was served.

(8) Where a public authority has been designated by an order under subsection (2)(b) the 
Secretary of Sfate musf reconsider, at intervals of no greater than 5 years, whether it 
continues to be appropriate for the authority to be designated.

(9) The Secretary of Sfate may not make an order under subsection (2)(c) which designates a 
description of persons unless —
(a) the Commissioner has made a recommendation that the description be designated, 

and
(b) the Secretary of Sfate has consulted —

(i) such persons as appear to the Secretary of Sfate to represent the interests 
of fhose that meet the description;

(ii) such other persons as the Secretary of Sfate considers appropriate.
(10) The Secretary of Sfate may not make an order under subsection (2)(c), and the 

Commissioner may not make a recommendation under subsection (9)(a), unless the 
Secretary of Sfate or (as the case may be) the Commissioner is satisfied that it is necessary 
for the description of persons in quesfion to be designated having regard to —
(a) the nature and quantity of data under the control of such persons, and
(b) any damage or disfress which may be caused by a contravention by such persons 

of fhe data protection principles.
(11) Where a description of persons has been designated by an order under subsection (2)(c) 

the Secretary of Sfate must reconsider, at intervals of no greater than 5 years, whether it 
continues to be necessary for fhe descripfion fo be designafed having regard fo fhe maffers 
mentioned in subsection (10).

(12) In this section —
'public authority' includes any body, office-holder or ofher person in respecf of which —

(a) an order may be made under secfion 4 or 5 of fhe Freedom of Information 
Act 2000, or

(b) an order may be made under section 4 or 5 of fhe Freedom of Information 
(Scotland) Act 2002;

'specified' means specified in an assessment notice."

Section 42
Request for an assessment

"(1) A request may be made to the Commissioner by or on behalf of any person who is, or 
believes himself fo be, direcfly affecfed by any processing of personal data for an 
assessment as to whether it is likely or unlikely that the processing has been or is being
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carried out in compliance with the provisions of this Act.
(2) On receiving a request under this section, the Commissioner shall make an assessment in 

such manner as appears to him to be appropriate, unless he has not been supplied with 
such information as he may reasonably require in order to —
(a) satisfy himself as fo fhe identity of fhe person making the request, and
(b) enable him to identify the processing in question.

(3) The matters to which the Commissioner may have regard in determining in what manner 
it is appropriate to make an assessment include —
(a) the extent to which the request appears to him to raise a matter of subsfance,
(b) any undue delay in making the request, and(c) whether or not the person making 

the request is entitled to make an application under section 7 in respect of fhe 
personal data in question.

(4) Where the Commissioner has received a request under this section he shall notify the 
person who made the request —
(a) whether he has made an assessment as a result of fhe requesf, and
(b) fo fhe extent that he considers appropriate, having regard in particular to any 

exemption from secfion 7 applying in relation to the personal data concerned, of 
any view formed or acfion taken as a result of fhe requesf."

Section 43
Information notices

"(1) If the Commissioner —
(a) has received a request under section 42 in respect of any processing of personal 

data, or
(b) reasonably requires any information for the purpose of defermining whefher the 

data controller has complied or is complying with the data protection principles, 
he may serve the data controller with a notice (in this Act referred to as
"an information notice") requiring the data controller to furnish the 
Commissioner with specified information relating to the request or to 
compliance with the principles.

(lA) In subsection (I) "specified information" means information —
(a) specified, or described, in the information notice, or
(b) falling within a category which is specified, or described, in the information 

notice.
(IB) The Commissioner may also specify in the information notice —

(a) the form in which fhe informafion musf be furnished;
(b) fhe period within which, or the time and place at which, the information must be 

furnished.
(2) An information notice must contain —

(a) in a case falling within subsection (l)(a), a statement that the Commissioner has 
received a request under section 42 in relation to the specified processing, or

(b) in a case falling within subsection (l)(b), a statement that the Commissioner 
regards the specified information as relevant for the purpose of defermining 
whefher the data controller has complied, or is complying, with the data 
protection principles and his reasons for regarding it as relevant for that purpose.

(3) An information notice must also contain particulars of fhe rights of appeal conferred by 
secfion 48.

(4) Subjecf fo subsecfion (5), a period specified in an information notice under subsection 
(lB)(b) must not end, and a time so specified musf nof fall, before fhe end of fhe period 
within which an appeal can be brought against the notice and, if such an appeal is brought, 
the information need not be furnished pending the determination or withdrawal of fhe
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appeal.
(5) If by reason of special circumsfances fhe Commissioner considers that the information is 

required as a matter of urgency, he may include in the notice a statement to that effect and 
a statement of his reasons for reaching that conclusion; and in that event subsection (4) 
shall not apply, but the notice shall not require the information to be furnished before fhe 
end of fhe period of seven days beginning with the day on which the notice is served.

(6) A person shall not be required by virtue of fhis secfion to furnish the Commissioner with 
any information in respect of —
(a) any communication between a professional legal adviser and his client in 

connection with the giving of legal advice fo fhe client with respect to his 
obligations, liabilities or rights under this Act, or

(b) any communication between a professional legal adviser and his client, or between 
such an adviser or his client and any other person, made in connection with or in 
contemplation of proceedings under or arising ouf of fhis Acf (including 
proceedings before fhe Tribunal) and for the purposes of such proceedings.

(7) In subsecfion (6) references fo fhe client of a professional legal adviser include references 
to any person representing such a client.

(8) A person shall not be required by virtue of fhis secfion to furnish the Commissioner with 
any information if the furnishing of that information would, by revealing evidence of fhe 
commission of any offence, ofher than an offence under this Act or an offence within 
subsection (8A), expose him to proceedings for that offence.

(8A) The offences mentioned in subsection (8) are —
(a) an offence under secfion 5 of fhe Perjury Acf 1911 (false sfatements made 

ofherwise than on oath),
(b) an offence under secfion 44(2) of fhe Criminal Law (Consolidation) (Scotland) Act 

1995 (false sfatements made otherwise than on oath), or(c) an offence under Article 
10 of fhe Perjury (Northern Ireland) Order 1979 (false sfatufory declarations and 
other false unsworn sfatements).

(8B) Any relevant statement provided by a person in response to a requirement under this 
section may not be used in evidence against that person on a prosecution for any offence 
under this Act (other than an offence under secfion 47) unless in the proceedings —
(a) in giving evidence the person provides information inconsistent with it, and
(b) evidence relating to it is adduced, or a question relating to it is asked, by that 

person or on that person's behalf.
(8C) In subsecfion (8B) "relevant statement", in relation to a requirement under this section, 

means —
(a) an oral statement, or
(b) a written statement made for the purposes of fhe requirement.

(9) The Commissioner may cancel an information notice by written notice to the person on 
whom it was served.

(10) This section has effect subject to section 46(3)."

Section 44
Special information notices

"(1) If the Commissioner —
(a) has received a request under section 42 in respect of any processing of personal 

data, or
(b) has reasonable grounds for suspecfing that, in a case in which proceedings have 

been stayed under section 32, the personal data to which the proceedings relate —
(i) are not being processed only for the special purposes, or
(ii) are not being processed with a view to the publication by any person of
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any journalistic, literary or artistic material which has not previously been 
published by the data controller, he may serve the data controller with a 
notice (in this Act referred to as a 'special information notice') requiring 
the data controller to furnish the Commissioner with specified 
information for the purpose specified in subsecfion (2).

(lA) In subsecfion (1) 'specified information' means information —
(a) specified, or described, in the special information notice, or
(b) falling within a category which is specified, or described, in the special 

information notice.
(IB) The Commissioner may also specify in the special information notice —

(a) the form in which the information must be furnished;
(b) fhe period within which, or the time and place at which, the information must be 

furnished.
(2) That purpose is the purpose of ascertaining —

(a) whether the personal data are being processed only for the special purposes, or
(b) whether they are being processed with a view to the publication by any person of 

any journalisfic, literary or artistic material which has not previously been 
published by the data controller.

(3) A special information notice must contain —
(a) in a case falling within paragraph (a) of subsecfion (1), a sfatement that the 

Commissioner has received a request under section 42 in relation to the specified 
processing, or

(b) in a case falling within paragraph (b) of that subsection, a statement of fhe 
Commissioner's grounds for suspecfing that the personal data are not being 
processed as mentioned in that paragraph.

(4) A special information notice must also contain particulars of fhe rights of appeal conferred 
by secfion 48.

(5) Subjecf fo subsecfion (6), a period specified in a special information notice under 
subsection (lB)(b) must not end, and a time so specified musf nof fall, before fhe end of 
fhe period within which an appeal can be brought against the notice and, if such an appeal 
is brought, the information need not be furnished pending the determination or 
withdrawal of fhe appeal.

(6) If by reason of special circumsfances fhe Commissioner considers that the information is 
required as a matter of urgency, he may include in the notice a statement to that effect and 
a statement of his reasons for reaching that conclusion; and in that event subsection (5) 
shall not apply, but the notice shall not require the information to be furnished before fhe 
end of fhe period of seven days beginning wifh fhe day on which fhe nofice is served.

(7) A person shall nof be required by virtue of fhis secfion to furnish the Commissioner with 
any information in respect of —
(a) any communication between a professional legal adviser and his client in 

connection with the giving of legal advice fo fhe client with respect to his 
obligations, liabilities or rights under this Act, or

(b) any communication between a professional legal adviser and his client, or between 
such an adviser or his client and any other person, made in connection with or in 
contemplation of proceedings under or arising ouf of fhis Acf (including 
proceedings before fhe Tribunal) and for the purposes of such proceedings.

(8) In subsecfion (7) references fo fhe client of a professional legal adviser include references 
to any person representing such a client.

(9) A person shall not be required by virtue of fhis secfion to furnish the Commissioner with 
any information if the furnishing of that information would, by revealing evidence of fhe 
commission of any offence, ofher than an offence under this Act or an offence within 
subsection (9A), expose him to proceedings for that offence.
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(9A) The offences mentioned in subsecfion (9) are —
(a) an offence under secfion 5 of fhe Perjury Acf 1911 (false sfatements made 

ofherwise than on oath),
(b) an offence under secfion 44(2) of fhe Criminal Law (Consolidation) (Scotland) Act 

1995 (false sfatements made otherwise than on oath), or(c) an offence under Article 
10 of fhe Perjury (Northern Ireland) Order 1979 (false sfatufory declarations and 
other false unsworn sfatements).

(9B) Any relevant statement provided by a person in response to a requirement under this 
section may not be used in evidence against that person on a prosecution for any offence 
under this Act (other than an offence under secfion 47) unless in the proceedings —
(a) in giving evidence the person provides information inconsistent with it, and
(b) evidence relating to it is adduced, or a question relating to it is asked, by that 

person or on that person's behalf.
(9C) In subsecfion (9B) 'relevant statement', in relation to a requirement under this section, 

means —
(a) an oral statement, or
(b) a written statement made for the purposes of fhe requirement.

(10) The Commissioner may cancel a special information notice by written notice to the person 
on whom it was served."

Section 45
Determination as to the special purposes

"(1) Where at any time it appears to the Commissioner (whether as a result of fhe service of a 
special information notice or otherwise) that any personal data —
(a) are not being processed only for the special purposes, or
(b) are not being processed with a view to the publication by any person of any 

journalisfic, literary or artistic material which has not previously been published 
by the data controller,
he may make a determination in writing to that effect.

(2) Notice of fhe defermination shall be given to the data controller; and the notice must 
contain particulars of fhe right of appeal conferred by secfion 48.(3) A defermination under 
subsection (1) shall not take effect until the end of fhe period within which an appeal can 
be brought and, where an appeal is brought, shall not take effect pending the 
determination or withdrawal of fhe appeal."

Section 46
Restriction on enforcement in case of special purposes processing

"(1) The Commissioner may nof at any time serve an enforcement notice on a data controller 
with respect to the processing of personal data for the special purposes unless —
(a) a determination under section 45(1) with respect to those data has taken effect, and
(b) the court has granted leave for the notice to be served.

(2) The court shall not grant leave for the purposes of subsecfion (l)(b) unless if is satisfied —
(a) that the Commissioner has reason to suspect a contravention of fhe data protection 

principles which is of subsfantial public importance, and
(b) except where the case is one of urgency, that the data controller has been given 

notice, in accordance with rules of court, of fhe application for leave.
(3) The Commissioner may nof serve an information notice on a data controller with respect 

to the processing of personal data for the special purposes unless a determination under 
section 45(1) with respect to those data has taken effect."
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Section 48
Rights of appeal 

"(1)

(2)

(3)

(4)

(5)

A person on whom an enforcement notice, an assessment notice, an information notice or 
a special information notice has been served may appeal to the Tribunal against the notice. 
A person on whom an enforcement notice has been served may appeal to the Tribunal 
against the refusal of an application under section 41(2) for cancellation or variation of the 
notice.
Where an enforcement notice, an assessment notice, an information notice or a special 
information notice contains a statement by the Commissioner in accordance with section 
40(8), 41B(2), 43(5) or 44(6), then, whether or not the person appeals against the notice, he 
may appeal against —
(a) the Commissioner's decision to include the statement in the notice, or
(b) the effect of the inclusion of the statement as respects any part of the notice.
A data controller in respect of whom a determination has been made under section 45 may 
appeal to the Tribunal against the determination.
Schedule 6 has effect in relation to appeals under this section and the proceedings of the 
Tribunal in respect of any such appeal."

Section 51
General duties of the Commissioner

"(1) It shall be the duty of the Commissioner to promote the following of good practice by data 
controllers and, in particular, so to perform his functions under this Act as to promote the 
observance of the requirements of this Act by data controllers.

(2) The Commissioner shall arrange for the dissemination in such form and manner as he 
considers appropriate of such information as it may appear to him expedient to give to the 
public about the operation of this Act, about good practice, and about other matters within 
the scope of his functions under this Act, and may give advice to any person as to any of 
those matters.

(3) Where —
(a) the Secretary of State so directs by order, or
(b) the Commissioner considers it appropriate to do so,
the Commissioner shall, after such consultation with trade associations, data subjects or 
persons representing data subjects as appears to him to be appropriate, prepare and 
disseminate to such persons as he considers appropriate codes of practice for guidance as 
to good practice.

(4) The Commissioner shall also—
(a) where he considers it appropriate to do so, encourage trade associations to 

prepare, and to disseminate to their members, such codes of practice, and
(b) where any trade association submits a code of practice to him for his 

consideration, consider the code and, after such consultation with data subjects or 
persons representing data subjects as appears to him to be appropriate, notify the 
trade association whether in his opinion the code promotes the following of good 
practice.

(5) An order under subsection (3) shall describe the personal data or processing to which the 
code of practice is to relate, and may also describe the persons or classes of persons to 
whom it is to relate.

(5A) In determining the action required to discharge the duties imposed by subsections (1) to 
(4), the Commissioner may take account of any action taken to discharge the duty imposed 
by section 52A (data-sharing code).

(6) The Commissioner shall arrange for the dissemination in such form and manner as he 
considers appropriate of —
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(a) any Community finding as defined by paragraph 15(2) of Parf II of Schedule 1,
(b) any decision of fhe European Commission, under fhe procedure provided for in 

Arficle 31(2) of fhe Dafa Profecfion Direcfive, which is made for fhe purposes of 
Arficle 26(3) or (4) of fhe Direcfive, and(c) such ofher informafion as if may appear 
fo him fo be expedienf fo give fo dafa confrollers in relafion fo any personal dafa 
abouf fhe profecfion of fhe righfs and freedoms of dafa subjecfs in relafion fo fhe 
processing of personal dafa in counfries and ferrifories oufside fhe European 
Economic Area.

(7) The Commissioner may, wifh fhe consenf of fhe dafa confroller, assess any processing of 
personal dafa for fhe following of good pracfice and shall inform fhe dafa confroller of fhe 
resulfs of fhe assessmenf.

(8) The Commissioner may charge such sums as he may wifh fhe consenf of fhe [Secrefary of 
Sfafe defermine for any services provided by fhe Commissioner by virfue of fhis Parf.

(9) In fhis secfion —
'good pracfice' means such pracfice in fhe processing of personal dafa as appears 
fo fhe Commissioner fo be desirable having regard fo fhe inferesfs of dafa subjecfs 
and ofhers, and includes (buf is nof limifed fo) compliance wifh fhe requiremenfs 
of fhis Acf;
'frade associafion' includes any body represenfing dafa confrollers."

Part I of Schedule 1
The data protection principles

"1. Personal dafa shall be processed fairly and lawfully and, in parficular, shall nof be 
processed unless-
(a) af leasf one of fhe condifions in Schedule 2 is mef, and
(b) in fhe case of sensifive personal dafa, af leasf one of fhe condifions in Schedule 3 

is also mef.
2. Personal dafa shall be obfained only for one or more specified and lawful purposes, and 

shall nof be furfher processed in any manner incompafible wifh fhaf purpose or fhose 
purposes.

3. Personal dafa shall be adequafe, relevanf and nof excessive in relafion fo fhe purpose or 
purposes for which fhey are processed.

4. Personal dafa shall be accurafe and, where necessary, kepf up fo dafe.
5. Personal dafa processed for any purpose or purposes shall nof be kepf for longer fhan is 

necessary for fhaf purpose or fhose purposes.
6. Personal dafa shall be processed in accordance wifh fhe righfs of dafa subjecfs under fhis 

Acf.
7. Appropriafe fechnical and organisafional measures shall be faken againsf unaufhorised or 

unlawful processing of personal dafa and againsf accidenfal loss or desfrucfion of, or 
damage fo, personal dafa.

8. Personal dafa shall nof be fransferred fo a counfry or ferrifory oufside fhe European 
Economic Area unless fhaf counfry or ferrifory ensures an adequafe level of profecfion for 
fhe righfs and freedoms of dafa subjecfs in relafion fo fhe processing of personal dafa."

Part II of Schedule 1
Fairness

"1(1)

(2)

In determining for the purposes of the first principle whether personal data are processed 
fairly, regard is to be had to the method by which they are obtained, including in particular 
whether any person from whom they are obtained is deceived or misled as to the purpose 
or purposes for which they are to be processed.
Subject to paragraph 2, for the purposes of the first principle data are to be treated as 
obtained fairly if they consist of information obtained from a person who-
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2(1)

(2)

(3)

3(1)

(2)

(a) is authorised by or under any enactment to supply it, or
(b) is required to supply it by or under any enactment or by any convention or other 

instrument imposing an international obligation on the United Kingdom.
Subject to paragraph 3, for the purposes of fhe firsf principle personal data are not to be 
treated as processed fairly unless-
(a) in the case of data obtained from the data subject, the data controller ensures so far 

as pracficable that the data subject has, is provided with, or has made readily 
available to him, the information specified in sub-paragraph (3), and

(b) in any ofher case, fhe data controller ensures so far as pracficable that, before fhe 
relevant time or as soon as practicable after that time, the data subject has, is 
provided with, or has made readily available to him, the information specified in 
sub-paragraph (3).

In sub-paragraph (l)(b) "the relevant time" means-
(a) the time when the data controller first processes the data, or
(b) in a case where at that time disclosure to a third party within a reasonable period 

is envisaged-
(i) if the data are in fact disclosed to such a person within that period, the 

time when the data are first disclosed,
(ii) if within that period the data controller becomes, or ought to become, 

aware that the data are unlikely to be disclosed to such a person within 
that period, the time when the data controller does become, or ought to 
become, so aware, or

(iii) in any other case, the end of that period.
The information referred to in sub-paragraph (1) is as follows, namely-
(a) the identity of fhe data controller,
(b) if he has nominated a representative for the purposes of fhis Acf, fhe identity of 

that representative,
(c) the purpose or purposes for which the data are intended to be processed, and
(d) any further information which is necessary, having regard to the specific 

circumsfances in which the data are or are to be processed, to enable processing 
in respect of fhe data subject to be fair.

Paragraph 2(1 )(b) does nof apply where eifher of fhe primary conditions in sub-paragraph 
(2), together with such further conditions as may be prescribed by the Secretary of Sfate by 
order, are mef.
The primary conditions referred to in sub-paragraph (1) are-
(a) that the provision of that information would involve a disproportionate effort, or
(b) that the recording of fhe informafion fo be confained in fhe dafa by, or fhe 

disclosure of fhe data by, the data controller is necessary for compliance with any 
legal obligation to which the data controller is subject, other than an obligation 
imposed by contract."

Schedule 2
The first data protection principle conditions

'1.
2.

3.

4.
5.

The data subject has given his consent to the processing.
The processing is necessary-
(a) for the performance of a contracf fo which the data subject is a party, or
(b) for the taking of sfeps at the request of fhe data subject with a view to entering into 

a contract.
The processing is necessary for compliance with any legal obligation to which the data 
controller is subject, other than an obligation imposed by contract.
The processing is necessary in order to protect the vital interests of fhe data subject.
The processing is necessary-
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6(1)

(2)

(a) for the adm inistration of justice,
(aa) for the exercise of any functions of either House of Parliament,
(b) for the exercise of any functions conferred on any person by or under any 

enactment,
(c) for the exercise of any functions of the Crown, a M inister of the Crown or a 

governm ent departm ent, or
(d) for the exercise of any other functions of a public nature exercised in the public 

interest by any person.
The processing is necessary for the purposes of legitimate interests pursued by the data 
controller or by the third party or parties to whom the data are disclosed, except where the 
processing is unw arranted in any particular case by reason of prejudice to the rights and 
freedoms or legitimate interests of the data subject.
The Secretary of State may by order specify particular circumstances in which this 
condition is, or is not, to be taken to be satisfied."

(2)

3.

Schedule 3
The f i r s t  data p ro te c t io n  p r in c ip le  se n s it iv e  pe rsona l data co n d it io n s

"1. The data subject has given his explicit consent to the processing of the personal data.
2(1) The processing is necessary for the purposes of exercising or perform ing any right or

obligation which is conferred or imposed by law on the data controller in connection with 
employment.
The Secretary of State may by order-
(a) exclude the application of sub-paragraph (1) in such cases as may be specified, or
(b) provide that, in such cases as may be specified, the condition in subparagraph (1) 

is not to be regarded as satisfied unless such further conditions as may be specified 
in the order are also satisfied.

T h e  p r o c e s s i n g  is  n e c e s s a r y -
(a) in order to protect the vital interests of the data subject or another person, in a case 

w here-
(i) consent cannot be given by or on behalf of the data subject, or
(ii) the data controller cannot reasonably be expected to obtain the consent of 

the data subject, or
(b) in order to protect the vital interests of another person, in a case where consent by 

or on behalf of the data subject has been unreasonably withheld.
The processing-
(a) is carried out in the course of its legitimate activities by any body or association 

w hich-
(i) is not established or conducted for profit, and
(ii) exists for political, philosophical religious or trade-union purposes,

(b) is carried out with appropriate safeguards for the rights and freedoms of data 
subjects,

(c) relates only to individuals who either are members of the body or association or 
have regular contact with it in connection with its purposes, and

(d) does not involve disclosure of the personal data to a third party w ithout the 
consent of the data subject.

The inform ation contained in the personal data has been m ade public as a result of steps 
deliberately taken by the data subject.
The processing-

4.

5.

6.
(a) is necessary for the purpose of, or in connection with, any legal proceedings 

(including prospective legal proceedings),
(b) is necessary for the purpose of obtaining legal advice, or
(c) is otherwise necessary for the purposes of establishing, exercising or defending
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7(1)

(2)

7A(1)

legal rights.
The processing is necessary-
(a) for the adm inistration of justice,
(aa) for the exercise of any functions of either House of Parliament,
(b) for the exercise of any functions conferred on any person by or under an 

enactment, or
(c) for the exercise of any functions of the Crown, a Minister of the Crown or a 

governm ent departm ent.
The Secretary of State may by order-
(a) exclude the application of sub-paragraph (1) in such cases as may be specified, or
(b) provide that, in such cases as may be specified, the condition in subparagraph (1) 

is not to be regarded as satisfied unless such further conditions as may be specified 
in the order are also satisfied.

The processing-
(a) is either-

(i) the disclosure of sensitive personal data by a person as a member of an 
anti-fraud organisation or otherwise in accordance with any arrangements 
made by such an organisation; or

(ii) any other processing by that person or another person of sensitive 
personal data so disclosed; and

(b) is necessary for the purposes of preventing fraud or a particular kind of fraud. 
In this paragraph "an anti-fraud organisation" means any unincorporated association, 
body corporate or other person which enables or facilitates any sharing of inform ation to 
prevent fraud or a particular kind of fraud or which has any of these functions as its 
purpose or one of its purposes.
The processing is necessary for medical purposes and is undertaken by-
(a) a health professional, or
(b) a person who in the circumstances owes a duty of confidentiality which is 

equivalent to that which would arise if that person were a health professional.
In this paragraph "medical purposes" includes the purposes of preventative medicine, 
medical diagnosis, medical research, the provision of care and treatm ent and the 
m anagem ent of healthcare services.
The processing-
(a) is of sensitive personal data consisting of inform ation as to racial or ethnic origin,
(b) is necessary for the purpose of identifying or keeping under review the existence 

or absence of equality of opportunity or treatm ent between persons of different 
racial or ethnic origins, with a view to enabling such equality to be prom oted or 
m aintained, and

(c) is carried out with appropriate safeguards for the rights and freedoms of data 
subjects.

(2) The Secretary of State may by order specify circumstances in which processing falling 
within sub-paragraph (l)(a) and (b) is, or is not, to be taken for the purposes of 
sub-paragraph (l)(c) to be carried out with appropriate safeguards for the rights and 
freedoms of data subjects.

10. The personal data are processed in circumstances specified in an order m ade by the 
Secretary of State for the purposes of this paragraph."

Orders under paragraph 10 are; SI 2000/417; SI 2002/2905; SI 2006/2068; SI 2009/1811.

(2)

8(1)

(2)

9(1)
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Appendix 2: Extracts from the Directive

Recitals
Having regard to the Treaty establishing the European Community, and in particular Article 100a thereof, 
Having regard to the proposal from the Commission,

Having regard to the opinion of the Economic and Social Committee,

Acting in accordance with the procedure referred to in Article 189b of the Treaty,

(2)

(3)

W hereas data-processing systems are designed to serve man; whereas they must, whatever the 
nationality or residence of natural persons, respect their fundam ental rights and freedoms, notably 
the right to privacy, and contribute to economic and social progress, trade expansion and the 
well-being of individuals;

W hereas the establishm ent and functioning of an internal m arket in which, in accordance with 
Article 7a of the Treaty, the free m ovem ent of goods, persons, services and capital is ensured 
require not only that personal data should be able to flow freely from one Member State to another, 
but also that the fundam ental rights of individuals should be safeguarded;

(10)

(11)

W hereas the object of the national laws on the processing of personal data is to protect fundam ental 
rights and freedoms, notably the right to privacy, which is recognized both in Article 8 of the 
European Convention for the Protection of Hum an Rights and Fundam ental Freedoms and in the 
general principles of Com munity law; whereas, for that reason, the approxim ation of those laws 
m ust not result in any lessening of the protection they afford but must, on the contrary, seek to 
ensure a high level of protection in the Community;

W hereas the principles of the protection of the rights and freedoms of individuals, notably the right 
to privacy, which are contained in this Directive, give substance to and amplify those contained in 
the Council of Europe Convention of 28 January 1981 for the Protection of Individuals with regard 
to Automatic Processing of Personal Data;

(33) W hereas data which are capable by their nature of infringing fundam ental freedoms or privacy 
should not be processed unless the data subject gives his explicit consent; whereas, however, 
derogations from this prohibition m ust be explicitly provided for in respect of specific needs, in 
particular where the processing of these data is carried out for certain health-related purposes by 
persons subject to a legal obligation of professional secrecy or in the course of legitimate activities 
by certain associations or foundations the purpose of which is to perm it the exercise of fundam ental 
freedoms;

(37) W hereas the processing of personal data for purposes of journalism or for purposes of literary of 
artistic expression, in particular in the audiovisual field, should qualify for exemption from the
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requirem ents of certain provisions of fhis Direcfive in so far as fhis is necessary to reconcile the 
fundam ental rights of individuals with freedom of inform ation and notably the right to receive and 
im part information, as guaranteed in particular in Article 10 of fhe European Convention for the 
Protection of H um an Rights and Fundam ental Freedoms; whereas Member States should therefore 
lay down exemptions and derogations necessary for the purpose of balance befween fundam ental 
rights as regards general measures on the legitimacy of data processing, measures on the transfer 
of data to third countries and the power of fhe supervisory aufhority; whereas fhis should nof, 
however, lead Member Slates to lay down exemptions from the measures to ensure security of 
processing; whereas at least the supervisory authority responsible for this sector should also be 
provided with certain ex-post powers, e.g. to publish a regular report or to refer matters to the 
judicial authorities;

Article 1 — Object of the Directive
1.

2.

In accordance with this Directive, Member States shall protect the fundam ental rights and freedoms 
of natural persons, and in particular their right to privacy with respect to the processing of personal 
data.
M ember States shall neither restrict nor prohibit the free flow of personal data between Member 
States for reasons connecfed with the protection afforded under paragraph 1.

Article 5
Member Slates shall, within the limits of fhe provisions of fhis Chapter, determ ine more precisely the 
conditions under which the processing of personal data is lawful.

Article 6
1. Member States shall provide that personal data m ust be;

(a) processed fairly and lawfully;
(b) collected for specified, explicit and legitimate purposes and not further processed in a way 

incompatible with those purposes. Further processing of data for historical, statistical or 
scientific purposes shall not be considered as incompatible provided that M ember States 
provide appropriate safeguards;

(c) adequate, relevant and not excessive in relation to the purposes for which they are 
collected and/or further processed;

(d) accurate and, where necessary, kept up to date; every reasonable step m ust be taken to 
ensure that data which are inaccurate or incomplete, having regard to the purposes for 
which they were collected or for which they are further processed, are erased or rectified;

(e) kepf in a form which permits identification of data subjects for no longer than is necessary 
for the purposes for which the data were collected or for which they are further processed. 
Member States shall lay down appropriate safeguards for personal data stored for longer 
periods for hisforical, sfatisfical or scientific use.

2. It shall be for the controller to ensure that paragraph 1 is complied with.

Article 9 — Processing of personal data and freedom of expression
Member States shall provide for exemptions or derogations from the provisions of fhis Chapter, Chapter
IV and Chapter VI for the processing of personal data carried out solely for journalisfic purposes or the
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purpose of artistic or literary expression only if they are necessary to reconcile the right to privacy with the 
rules governing freedom of expression.

Article 22 — Remedies
W ithouf prejudice fo any adm inisfrative remedy for which provision may be made, inter alia before fhe 
supervisory aufhority referred to in Article 28, prior to referral to the judicial authority. Member States shall 
provide for the right of every person to a judicial rem edy for any breach of fhe rights guaranteed him by 
the national law applicable to the processing in question.

Article 23 — Liability
1.

2.

M ember States shall provide that any person who has suffered damage as a resulf of an unlawful 
processing operation or of any acf incompatible with the national provisions adopted pursuant to 
this Directive is entitled to receive compensation from the controller for the damage suffered. 
The controller may be exempted from this liability, in whole or in part, if he proves that he is not 
responsible for the event giving rise to the damage.

Article 24 — Sanctions
The Member States shall adopt suitable measures to ensure the full im plem entation of fhe provisions of fhis 
Direcfive and shall in particular lay down the sanctions to be imposed in case of infringem ent of fhe 
provisions adopfed pursuant to this Directive.
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