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What price privacy? The unlawful trade in confidential personal 
information

P le a s e  find e n c lo se d  a  copy of th is report which w e h av e  laid befo re  
P arliam ent today . You will recall our d isc u ss io n s  in 2 0 0 4  ab o u t th e  illegal 
tra d e  in pe rsona l inform ation. O ur report d o cu m en ts  th e  participation of th e  
m edia  in th a t trade .

O ur report brings to  light a  flourishing an d  unlawful tra d e  in confidential 
information ab o u t individuals which can  b e  too easily  o b ta in ed  -  without 
authority -  from  a  w ide ran g e  of o rgan isa tions. Typically, inform ation is 
ob tained  by m aking p ay m en ts  to  em p lo y ees  w ho h av e  a c c e s s  to  th e  
information or by im personating  th e  ta rg e te d  individual or an  official e lse w h e re  
in th e  o rganisation .

T h e se  activities a lready  constitu te  o ffences  u nder S ection  55  of th e  D ata 
Protection Act 1998, but th e  report p ro p o se s  a  substan tia l in c re a se  in th e  
penalties. I believe th a t th e  introduction of a  prison s e n te n c e  would not only 
reflect th e  s e r io u s n e s s  of th e s e  o ffences  but a lso  a c t a s  a  significant 
deterren t.

As you a re  aw are  th e  offence of unlawfully obtain ing p e rso n a l d a ta  is o n e  th a t 
is from  tim e to  tim e com m itted by journalists  and  th e  report highlights th is with 
refe rence  to  th e  M otorm an investigations in sec tio n s  5 .6  -  5 .11 . It is my firm 
view that increasing  the  p en a ltie s  for Section  55  shou ld  not in any w ay fe tter 
th e  p re ss  in th e  lawful pursuit of its sto ries.

T he report m ak es  a  num ber of o th er reco m m en d a tio n s  to  help to  s te m  the  
illegal traffic in persona l inform ation. You will s e e  (sec tio n s  7 .17-7 .21) th a t I 
am  recom m ending  tha t th e  P re s s  C om plaints C om m ission  a n d  th e  C o d e  of 
P ractice  C om m ittee  of Editors shou ld  ta k e  a  m uch s tro n g e r line to  tack le  any 
involvem ent by th e  p re s s  in th e  illegal tra d e  in personal information.
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You will s e e  th a t w e will b e  producing a  follow-up report in 6 m on ths tim e. I 
ho p e  th a t you will b e  ab le  to  let m e have  th e  P re ss  C om plain ts  C om m ission ’s 
re sp o n se  to  our reco m m en d a tio n s  in good tim e so  th a t w e c a n  fully d o c u m e n t 
p ro g re ss  m a d e  by all th o s e  to  w hom  recom m endations  h a v e  b e e n  a d d re s s e d .

You shou ld  a lso  b e  a w a re  th a t I will not h e s ita te  p u rsu e  th e  m atte r  if w e 
receive  ev idence  th a t any  of th e  305  n am ed  journalists  identified during th e  
M otorm an investiga tions m ay  be  com m itting further o ffe n c e s  a fte r production  
of this report.

If you or you staff would like to  d isc u ss  any  a sp e c t  with m y staff, p le a se  
co n tac t Lee Taylor in th e  first instance.

W e look forw ard to  hearing  from you.

Yourysirrcejiely^

R ichard Ih o m as 
Information C om m issioner
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What price privacy? The unlawful trade in confidential personal 
information

Please find enclosed a copy of this report which we have laid before 
Parliament today.

Our report brings to light a flourishing and unlawful trade in confidential 
information about individuals which can be too easily obtained -  without 
authority -  from a wide range of organisations. Typically, information is 
obtained by making payments to employees who have access to the 
information or by impersonating the targeted individual or an official elsewhere 
in the organisation.

These activities already constitute offences under Section 55 of the Data 
Protection Act 1998, but the report proposes a substantial increase in the 
penalties. I believe that the introduction of a prison sentence would not only 
reflect the seriousness of these offences but also act as a significant 
deterrent.

The offence of unlawfully obtaining personal data is one that is from time to 
time committed by journalists and the report highlights this in sections 5.6 -
5.11. It is my firm view that increasing the penalties for Section 55 should not 
in any way fetter the press in the lawful pursuit of its stories.

At section 7.29 of the report I call on all relevant regulatory and professional 
bodies to take a strong line to tackle any involvement in the illegal trade in 
personal information. As indicated in section 7.31 I am now writing to ask you;

• What steps will you take to publicise this report among your members 
or those you regulate?
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a n d  p r o t e c t i n g  y o u r  p e r s o n a l  i n f o r m a t i o n

• Are you willing to condemn unequivocally the commission of offences 
under section 55 of the Data Protection Act, and if so how will you do
this?

• In six month’s time, will you let the Information Commissioner have 
details of any changes made or in prospect to the relevant disciplinary 
rules, codes of practice or other instruments (statutory or self­
regulatory), with the aim of improving your control or influence over the 
illegal buying and selling of personal information?

I hope that you will be able to let me have the Newspaper Society’s response 
to the questions above in good time so that we can fully document progress 
made by all those to whom recommendations have been addressed.

If you would like to discuss any aspect with my staff, please contact Lee 
Taylor in the first instance.

We look forward to hearing from you.

Richard Thomas 
Information Commissioner

MODI 00000371



For Distribution To CP's

Our Ref. Z0065/RT/LT

Bob Satchwell (Executive Director)
Society of Editors
University Centre
Granta Place
Mill Lane
Cambridge
CB21RU

Information Commissioner’s Office
P r o m o t i n g  p u b l i c  a c c e s s  t o  o f f i c i a l  i n f o r m a t i o n  

a n d  p r o t e c t i n g  y o u r  p e r s o n a l  i n f o r m a t i o n

10‘  ̂ May 2006

What price privacy? The unlawful trade in confidential personal 
information
Please find enclosed a copy of this report which we have laid before 
Parliament today.

Our report brings to light a flourishing and unlawful trade in confidential 
information about individuals which can be too easily obtained -  without 
authority -  from a wide range of organisations. Typically, information is 
obtained by making payments to employees who have access to the 
information or by impersonating the targeted individual or an official elsewhere 
in the organisation.

These activities already constitute offences under Section 55 of the Data 
Protection Act 1998, but the report proposes a substantial increase in the 
penalties. I believe that the introduction of a prison sentence would not only 
reflect the seriousness of these offences but also act as a significant 
deterrent.

The offence of unlawfully obtaining personal data is one that is from time to 
time committed by journalists and the report highlights this in sections 5.6 -
5.11. It is my firm view that increasing the penalties for Section 55 should not 
in any way fetter the press in the lawful pursuit of its stories.

At section 7,29 of the report I call on all relevant regulatory and professional 
bodies to take a strong line to tackle any involvement in the illegal trade in 
personal information. As indicated in section 7.31 I am now writing to ask you;

• What steps will you take to publicise this report among your members 
or those you regulate?
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• Are you willing to condemn unequivocally the commission of offences 
under section 55 of the Data Protection Act, and if so how will you do 
this?

• In six month’s time, will you let the Information Commissioner have 
details of any changes made or in prospect to the relevant disciplinary 
rules, codes of practice or other instruments (statutory or self­
regulatory), with the aim of improving your control or influence over the 
illegal buying and selling of personal information?

I hope that you will be able to let me have the Society of Editors’ response to 
the questions above in good time so that we can fully document progress 
made by all those to whom recommendations have been addressed.

If you would like to discuss any aspect with my staff, please contact Lee 
Taylor in the first instance.

We look forward to hearing from you.

î nurs»<sincerelv______

Information Commissioner
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