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Mr Richard Thomas
Information Commissioner
Wycliffe House
Water Lane
Wilmsiow
Cheshire SK9 5AF

T i l  V

1 November 2006

S> /A- a ./

What Price Privacy?- Response from the Periodical Publishers Association

Further to your letter of 10 May I  now enclose a cross-industry response to the paper "What 
Price Privacy" on which we have been working with other Press interests. The letter suggests 
that, working with the Office of the Information Commissioner, there is more the magazine 
and' newspaper industry can do to make people who might come into contact with personal 
data aware of data protection law, and distribute simple guidance.

I  also enclose a cross-industry response to the Department for Constitutional Affairs consultation 
on proposed custodial sentences for breaches of section 55 of the Data Protection Act (DPA). In 
the submission we are argue strongly that the proposals to change the Act will impinge very 
seriously on every aspect of journalism and the arguments we set out need to be considered in 
that context.

PPA considers the proposed introduction of custodial sentences for breaches of s.55 of the DPA 
chilling and threatening to the work of the Press. The changes would mean that journalists 
undertaking routine inquiries who breach its terms unintentionaiiy zo\s\d be sent to prison for 
up to two years -  fundamentally changing the nature of the DPA in a way which is 
inimical to p re ^  freedom and undermines freedom of expression.

Notwithstanding these deep concerns and reservations, and in the hope that 
reconsideration will be given to the proposed custodial sanctions, PPA responds to the 
three requests in your letter as follows:

1.

2.

We will continue to publicise the report to our members through written 
communication and our website, however we should point out that, as a trade 
association we can only "advise" and are not ourselves in a position to "regulate".
We will state tiiat PPA in no way condones any breach of the law -  including offences 
under section 55 of the Data Protection Act - and our members will be reminded of this.̂  
Publishers are concerned to go further than the law requires in many areas: the editors' 
Code includes a range of ethical requirements that exist above and beyond the law 
without seeking to replicate it. Editors must take account of that Code, as well as legal 
requirements, when deciding what to publish.
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3. We will continue to urge both the Advertising Standards Authorit/, and its underpinning 
Code of Advertising Practice, and the Press Complaints Commission, with its 
underpinning Editors' Code, to keep the terms of the Code under such review, and would 
be ready to receive any further representations from the Information Commissioner -  as 
with other interested parties - on the issue

PPA and the rest of the industry remains committed to continuing dialogue with the Information 
Commissioner, and would be pleased to have an early meeting to discuss how to take forward 
the initiatives identified in the industry response.

I trust tbis rribetl the requirements of your letter?

Y ouriE D liM E J

I^hTSc^- '̂'
Chief/E^cutive

ian.locks@ppa.co.uk
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RESPONSE TO ICO PAPER, W H A T  P R IC E  P R IV A C Y ?

This response to the Report by the Information Com m issioner presented to 

Parliament on  10*̂  May 2006, W h a t Price  P riva cy? , is m ade on behalf of the 

N ew spaper Publishers Association, the N ew spaper Society, the Periodical 

Publishers Association, the Scottish N ew spaper Publishers Association and  

the Society of Editors.

We are grateful for the opportunity to com m ent and to take part in this 

important, continuing debate. The newspaper and m agazine industry takes 

these issues very seriously, and an intra-industry group covering all parts of 

the print m edia has been looking extensively into this area of public policy. 

We w ould  w elcom e continuing dialogue.

We are also responding to the consultation paper issued by the Departm ent 

for Constitutional Affairs about the possible im position of prison sentences on  

those found guilty of m isusing personal data for profit. A copy is attached to 

this subm ission for information.

Against the background of evidence presented in the Report, it is clear that 

there remain a number of issues for all those organisations approached by the 

Information Commissioner to tackle.

As far as the m edia is concerned, these are principally ones of spreading  

gi'eater awareness and understanding of data protection issues and the 

potential consequences of breaching the law.

Following an earlier consultation, som e advice w as offered to editors through  

the publication of a Guidance N ote by the Press Coinplaints Commission.
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There is more that the industry can do -  not least because data protection law  

is very com plex and requires straightforward explanation to all those w ho  

m ight come into contact w ith personal data.

W orking w ith  the Office of the Information Commissioner, w e w ould  propose 

to:

(1) encourage individual publishers to draw the information contained  

in W h a t P rice  P riva cy?  to the attention of senior management;

(2) distribute through the industry associations to each of their 

members sim ple guidance prepared by the ICO about the terms of 

the Act, and ask them to disseminate it to their journalists; and

(3) assess w hat further steps needed to be taken to publicise this 

guidance once that exercise has been completed.

Given that there are many thousands of journalists in the United Kingdom  

working across different parts of the industry, this programme is a substantial 

undertaking and should go some w ay to correcting the problems caused by 

lack of know ledge of data protection law.

At the same time, the industry is aware that the situation needs constant 

review. The Code Committee w ill keep the terms of the Code under such 

review, and w ould  be ready to receive any further representations from the 

Information Commissioner -  as w ith other interested parties - on the issue.

Finally, the Information Commissioner asks a number of different 

organisations whether they w ould condem n illegal acts. N o newspaper 

publisher w ould  condone any illegality. Indeed, publishers are concerned to 

go further than the law  in many areas: the editors' Code includes a range of 

ethical requirerxV.'nts that exist above and beyond the law  without seeking to
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replicate it. Editors m ust take account of that Code, as w ell as legal 

requirements, w hen deciding w hat to publish.

The industry remains com m itted to continuing dialogue w ith  the Information 

Commissioner, and w ould  be pleased to have an early m eeting to discuss 

how  to take the initiatives identified above forward.

October 2006
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RESPONSE TO D C A  CONSULTATION PAPER CP 9/06 on  

increasing penalties for deliberate and w ilfu l m isuse of personal data

m ade on behalf of the N ewspaper Publishers Association, N ew spaper Society, 

Periodical Publishers Association, Scottish N ew spaper Publishers 

Association, Society of Editors

1. Introduction

2. Response to the Consultation Paper

3. Answers to questions

4. Additional subm ission
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RESPONSE TO D C A  CONSULTATION PAPER CP 9/06 on  

Increasing penalties for deliberate and w ilfu l m isu se o f personal data

INTRODUCTION

On 21®‘ July 2006, the Governm ent launched a consultation about whether  

those w ho m isuse personal data for profit should be im prisoned for up to tw o  

years. This consultation accompanies a review  of the operation of the Data 

Protection Act [DPA] by the Information Commissioner, W h a t P rice  P riva cy , 

published in May 2006.

A response to the consultation paper on behalf of the N ew spaper Publishers 

Association, the N ew spaper Society, the Periodical Publishers Association, 

the Scottish N ew spaper Publishers Association and the Society of Editors is 

attached, along w ith answers to specific questions posed. A summary of its 

m ain points -  outlining w hy the proposal should be rejected -  is set out here. 

A copy of our response to the ICO paper. W h a t P rice  P riva cy? , is also attached.
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In understanding the case against the proposed penalties, it is important to 

remember that the scope of the DPA covers m ost routine and entirely 

legitim ate journalistic practices. Proposals to change the Act therefore 

im pinge very seriously on every aspect of journalism and the arguments set 

out here need to be considered in that context.

Custodial sentences w ould  fundam entally change the nature of the Act

1. Introducing custodial sanctions for breaches of Section 55 of the 

DPA -  w hich w ould  m ean that journalists undertaking routine 

inquiries w ho breach its terms u n in te n t io n a lly  could be sent to 

prison for up to tw o years -  fundamentally changes the nature of 

the DPA in a w ay w hich is inimical to press freedom and 

undermines freedom  of expression.

2. Before such sw eeping changes w ith potentially very dam aging 

consequences can be justified, a clear case ought to be m ade out 

about whether there is sufficient m ischief to warrant it, and w hy the 

present law or the application of it is inadequate. That case has not 

been made. ^

A disproportionate response

3 Since the Data Protection Act w as im plem ented, there have over 

eight years been relatively few  complaints under it, fewer 

prosecutions brought to Court, and only a handful of serious cases.

4. M ost prosecutions have taken place in Magistrates Courts -  where 

there is a £5,000 ceiling for fines across all cases -  with only 5

' One national newspaper publisher -  Guardian Nev/s and Media -  takes a different view on the
question o f the scale o f the '̂  .oblem from other NPA members and the other associations. A 
separate note from them is attached at the end o f this submission.
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b ro u g h t by the In fo rm ation  C om m issioner serious en o u g h  to 

w a rran t trial in  the  C ro w n  C ourt.

5. These statistics su g g est e ither th a t there is no  p rob lem  serious 

enough  to  w a rra n t chang ing  the n a tu re  of the  A ct -  o r th a t there  is a 

p rob lem  w ith  the  w ay  p rosecu tions are be ing  b rough t. If evidence 

can be p ro d u ced  to  show  the  p rob lem  i s  serious, there  is scope for 

dep loy ing  a d ifferen t d e te rren t sim ply by increasing  the  m ax im um  

fine in  the  M agistrates C ourt, o r send ing  m ore  alleged  offenders to  

the C row n C o u rt w h ere  un lim ited  fines can be im posed . E ither 

w ay, the im position  of custodial sanctions is a response 

d isp roportionate  to  the  ap p a ren t size of the  problem .

6. C laim s th a t there  are m u ltip le  p rim a facie breaches of the  Act w h ich  

do  n o t get to  C o u rt n eed  to  be trea ted  w ith  caution. M any of these 

m ay  be w here  the in fo rm ation  g leaned w as in  re la tion  to  a 

legitim ate journalistic inqu iry  for w hich  there  w o u ld  have been  a 

public in terest o r o ther defence. This is im possib le to  tell w ith o u t 

exam ination  of the  facts, a n d  an  exp lanation  from  those involved.

C hilling  im pact on  investigative journalism

7. The E uropean  C o u rt of H u m an  R ights has itself m ade  clear th a t it 

"considers th a t the im position  of a p rison  sentence for a press 

offence w ill be com patib le  w ith  journalists ' freedom  of expression  

... only in  exceptional circum stances, no tab ly  w here  o ther 

fundam ental righ ts h av e  been  seriously im paired , as for exam ple in 

the case of ha te  speech."

8. H ow ever, the D PA 's te rm s are so all em bracing  -  an d  poten tia lly  

catch so m any everyday  journalistic practices -  th a t the th re a t of
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im p risonm en t w o u ld  unacceptably  restric t press freedom  a n d  the 

r ig h t to  free expression.

9. There w o u ld  as a resu lt be a serious "chilling  effect" on  

investigative journalism  -  particu larly  as it is often  im possib le to  

decide w h e th er the Act has been  breached  un til an  investigation  

has been  com pleted  - as w ell as on  the  pro tection  of confidential 

sources. Journalists w o u ld  a d o p t a "safety  first" ap p ro ach  w hich  

w o u ld  ru n  counter to  the public interest.

C onflict w ith  A rticle 10 of the ECHR

10. The H u m an  Rights Act -  w ith  its special em phasis on  A rticle 10 

righ ts  to  freedom  of expression -  p rov ides the legal fram ew ork  in  

w hich  the DPA is in terpreted .

11. H ow ever, im position  of a custodial sentence for breaches of the 

DPA m ig h t w ell fall foul of Article 10 of the ECHR -  particu larly  in  

v iew  of the  fact th a t no  "p ressing  social need" can be m ade  o u t for 

such  d isp roportionate  penalties. This p roposal clearly does n o t give 

enough  w eigh t to  Article 10.

"Public in terest defence" inadequate  if custodial sanctions im posed

12.

13.

There is a public in terest exem ption in  Section 55 of the  A ct -  b u t 

such  a defence w o u ld  be inadequate  if crim inal sanctions w ere 

in troduced  for breaches because of its uncertain ty .

A scertain ing w hether a public in terest defence m ay app ly  to  a story 

Is often extrem ely difficult -  if n o t im possible -  un til an 

investigation  is a t an  advanced  stage, by w hich  tim e a jou rnclist
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m ay a lready  have  com m itted  an  offence. F urtherm ore , w here  a 

num b er of journalists  are w o rk ing  on  a story, there  m ay be no  one 

perso n  w ith  eno u g h  in fo rm ation  to m ake ap p ro p ria te  value 

judgem ents  ab o u t the  public interest.

14. The flaw s of th is  defence w o u ld  becom e extrem ely  p ressing  if 

severe penalties w ere  im posed  an d  w o u ld  requ ire  an  overhau l of 

the legislation.

Serious im pact on confidentia lity  of sources

15. G iven th a t the ability  to  dem onstra te  a public  in terest is often 

b o u n d  u p  w ith  the  iden tity  of a source, an o th er dam ag ing  im pact of 

the p roposa l w o u ld  be to  p u t a jou rnalist in  the  position  of hav ing  

to decide w h e th er to  face p rison , or reveal a source an d  expose h im  

or her to possib le p rosecu tion  an d  im prisonm ent. This w o u ld  

fu rth er inh ib it investigative jo u rna lism  an d  conflict w ith  the 

p rovisions of the ed ito rs ' C ode of Practice.

O ut of step  w ith  E urope an d  A m erica

16. If im plem ented , th is p roposa l w o u ld  in troduce  in to  the  UK one of 

the m ost d racon ian  p ress regim es in  E urope.

17. O nly in  France -  w here  there  is no  heritage  of investigative 

journalism  -  do  such  sw eeping  pow ers exist. In  Italy and  G erm any, 

C ourts do  have the  pow ers to  im pose p riso n  sentences, a lth o u g h  in 

each case dam age an d  h a rm  have to be p ro v ed  -  som eth ing  w hich  

considerably  reduces the  scope of the ir d a ta  pro tections regim es, 

but w h ich  is n o t suggested  here. In  Ire land  there  is no sanction of 

im prisonm ent, an d  in  o ther countries -  such  as the N e th erlan d s an d
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Finland -  sanctions are a lm ost exclusively com pensatory . N o 

sim ilar sanctions exist in  the US.

18. G iven the global aspect to  m ost m edia  operations, th is so rt of 

custodial regim e w o u ld  place the  UK m edia  a t a considerable 

in ternational com petitive d isadvantage.

C onclusion  -  an  alternative w ay  fo rw ard

19. G iven the  im portance of th is issue for p ress freedom  an d  the 

pub lic 's  rig h t to  know , an  overw helm ing case for change needs to 

be m ade o u t before custodial sentences for breaches of the A ct are 

in troduced . N o case has been  m ade out. Such a change w ou ld  

p roduce a serious chilling effect on investigative journalism  -  

including  on  the  confidentiality  of sources. It cou ld  w ell fall foul of 

the E uropean  C ourt, and  w ou ld  clearly u p se t the  balance betw een 

the righ ts to  privacy  an d  free expression in  the  ECHR. It w ould  

m ean an  overhau l of the legislation as the  existing public in terest 

defence w o u ld  be inadequate. It w ou ld  p u t the  British m edia  a t a 

serious com petitive d isadvan tage, an d  be o u t of step  w ith  m edia 

law  in  m ost of E urope and  America.

20. Even if there  is evidence of a prob lem  w ith  illegal d a ta  gathering  -  

and  claim s th a t there  are cases w hich  have  n o t been  b ro u g h t to 

C ourt have to  be trea ted  w ith  caution  because m any  of them  w ould  

contain a public in terest defence -  then  there  are alternative w ays 

forw ard . Increased fines, and  greater use of prosecutions in  the 

C:rown C ourt, w o u ld  p rov ide  an  adequate  deterren t, an d  have no t 

as ye t boen tested.
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2 1 .  Sim ilarly, g iven th a t there  is obviously  an  issue concern ing  

educa tion  of journalists ab o u t the  term s of the D ata  P ro tec tion  Act, 

the  new spaper, an d  m agazine in d u stry  is keen  to  w o rk  w ith  the 

In fo rm ation  C om m issioner to  help  p ro v id e  journalists w ith  easily 

accessible, p la in  language gu idance on  the  subject. F urtherm ore , 

the in d u stry  w ill keep  the term s of the  ed ito rs ' C ode u n d e r rev iew  

an d  assess w hether changes n eed  to be m ade a t any  po in t. A 

n u m b er of p roposals are ou tlined  in  ou r response to W h a t  P r i c e  

P r i v a c y ?

O ctober 2006
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CONSULTATION PAPER CP 9.06

Tncreasing penalties for deliberate and wilful misuse 
of personal data"

The Right of Free Speech

F reedom  of expression, as p ro tec ted  by A rt 10(1) of the E u ropean  C onvention  
on  H u m an  Rights, is one of the  essential foundations of a dem ocratic society 
( H a n d y s i d e  v  U K  (1976) 1 EHRR 737); accordingly any restric tion  m u st be 
convincingly estab lished  u n d e r A rt 10(2) { B a r t h o l d  v .  G e r m a n y  (1985) 7 EHRR 
383, a t 403), the  b u rd e n  of p roof being  on  the p a rty  seeking to justify  the 
interference { S u n d a y  T i m e s  v  U K  { N o  2 )  (1991) 14 EHRR 229)

A rticle 10(1) an d  (2) of The E uropean  C onvention  on  H u m an  R ights read  as 
follows;-

(1) Everyone has the rig h t to freedom  of expression. This rig h t shall 
include freedom  to ho ld  opinions an d  to  receive an d  im part 
inform ation  an d  ideas w ith o u t in terference by public au tho rity  and  
regard less of frontiers. This A rticle shall n o t p rev en t States from  
req u irin g  the  licensing of broadcasting, television or cinem a 
enterprises.
(2) The exercise of these freedom s, since it carries w ith  it du ties an d  
responsibilities, m ay be subject to such form alities, conditions, 
restrictions or penalties as prescribed by law  an d  are n e c e s s a r y  in  a 
dem ocratic society in the in terests of national security , territorial 
in tegrity  or public safety, for the p reven tion  of d iso rder or crim e, for 
the  p ro tec tion  of health  or m orals, for the p ro tection  of the righ ts or 
rep u ta tio n  of others, for p reven ting  the d isclosure of inform ation  
received in  confidence, or for m ain tain ing  the  au thority  and  
im partia lity  of the judiciary.

From  the above it can be seen th a t free speech is a fundam en ta l h u m an  right. 
It applies to ideas and  inform ation  th a t m ay offend, shock or d is tu rb  an d  even 
to  inform ation  w hich  m ay h u rt or dam age ind iv iduals b u t the pub lication  of 
w hich  is in  the  public in terest e.g. the "public in terest" defence now  
recognized  as the  R e y n o l d s  qualified priv ilege defence in  libel actions.

Restrictions d irected  against the m ed ia  should  be particu larly  closely 
scrutinised, since it has a special place in  any dem ocratic society as a 
pu rveyo r of in form ation  an d  public w atchdog  (e.g. P r a g e r  a n d  O b e r s c h l i c k  v  

A u s t r i a  (1995) 21 EHRR 245 (para 34)); In  assessing w hether any in terference 
w ith  the righ t of free speech is 'necessary ' u n d e r A rticle 10(2), particu lar 
reg a rd  m u st be h ad  to the  im portance of the role of the p ress in  securing  the 
objectives of Article 10(1); O b s e r v e r  a n d  G u a r d i a n  v .  U K  (1992) 14 EHRR 153, 
para. 59. The safeguards to  be afforded  to  the press u n d e r Article 10 are of
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'p a rticu la r im portance ' as the  p ress  has a p re-em inen t ro le  in  a State governed  
by the ru le  of law; J e r s i l d  v .  D e n m a r k  (1994) 19 EHRR 1 ,  para.31; C a s t e l l s  v .  

S p a i n  (1992) 14 EHRR 455, para.43.

The restrictions set o u t in  A rticle 10 (2) m u st therefore  be construed  strictly 
a n d  their "necessity" m u st be convincingly established. In  short, a "p ressing  
social need" m u s t  exist before any restric tion  on  free speech  is con tem plated . 
The nex t question  w hich  any  governm en t m u st consider is, "is the  restric tion  
on  free speech p ropo rtionate  to  the  p rob lem  w hich  has to  be tackled?" Before 
these questions are even  con tem plated  or leg islation  d rafted , clear and  
convincing reasons m u s t be g iven  for the  p ro p o sed  course of action an d  the 
leg islature m u st have based  its case on  an  acceptable assessm en t of the  facts?

Before accepting the In fo rm ation  C om m issioners R eport, "W hat Price 
Privacy", The D epartm en t of C onstitu tional Affairs (DCA) shou ld  n o t forget 
the recent D eclaration by  the  C ouncil of E urope C om m ittee  of M inisters 
w hich  on  2nd M arch 2005 ad o p ted  the  follow ing guidelines on  "freedom  of 
expression  an d  inform ation  in  the m ed ia  in  the  context of the  figh t against 
terro rism ". In  fighting terrorism , p e rh ap s the m ost serious cu rren t th rea t to 
w este rn  dem ocracies, the  C om m ittee called on M em ber States in  particular:

■ Not to introduce any new restrictions on freedom of expression and 
information in the media unless strictly necessary and proportionate 
in a democratic society and after examining carefully whether 
existing laws or other measures are not already sufficient.

■ To respect, in accordance with Article 10 of the European Convention 
on Human Rights and with Recommendation No. R (2000) 7, the 
right of journalists not to disclose their sources of information; the 
fight against terrorism does not allow the authorities to circumvent 
this right by going beyond what is permitted by these texts.

■ To respect strictly the editorial independence of the media, and 
accordingly, to refrain from any kind of pressure on them.

Bearing in  m ind  Article 10 an d  the above D eclaration, the  m ed ia  believes th a t 
the  DCA and  Inform ation  C om m issioner (1C) m u st m ake o u t an  extrem ely 
strong  an d  com pelling case -  in  sho rt establish  th a t there  is a clear "p ressing  
social need" -  before increasing the penalties for breaches of s. 55 of the D ata 
P rotection Act 1998 (DPA) from  un lim ited  fines to  p riso n  sentences. This is 
said  because it cannot be den ied  an d  is even  sta ted  explicitly in  the  DCA 
C onsultation  P aper th a t one of the  central p u rp o ses  in  in troducing  p rison  
sentences for breaches of s. 55 is to  de ter journalists from  obtaining, h and ling  
or in  a w o rst case scenario actually  buy ing  personal d a ta  from  those w ho  
either leak it o r have bu ilt a business a ro u n d  its d issem ination .

The m edia  w ill therefore subm it th a t ne ither the  1C n o r the  DCA have m ade 
f»ut a case for increasing the  penalties in  th is area. It w ill be a rg u ed  th a t 
un lim ited  fines, like fines for con tem pt of court, are  a perfectly  adequate
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rem ed y  an d  de terren t against journalists and  n ew spapers  in terfering  in  the 
adm in is tra tio n  of justice an d  pub lish ing  articles w hich  give rise to  a 
substan tia l risk  of serious prejudice to som eone's trial. N o t only w ill it be 
a rg u ed  th a t there  is no  p ressing  social need  for th is p roposa l b u t th a t if 
im plem ented  it w ill have a p ro fo u n d  "chilling effect on  free speech" an d  be 
incom patib le  w ith  Article 10 of the  E uropean  C onvention  on  H u m an  R ights 
as inco rpo ra ted  into the H u m an  R ights Act 1998.

The role of the media in a modern pluralistic society

A t the  ou tse t it shou ld  be rem em bered  th a t the m ed ia  p lays a v itally  
im p o rtan t p a r t in  a m od ern  pluralistic  society and  an y th in g  w h ich  has a 
"chilling  effect" on free speech particu larly  investigative jou rna lism  w ill com e 
u n d e r the  closest legal scrutiny. In  M c C a r t a n ,  T u r k i n g t o n  B r e e n  ( a  f i r m )  v .  T i m e s  

N e w s p a p e r s  L t d .  [2001] 2 AC 277, L ord  B ingham  said, a t p.290:

"The p ro p e r functioning  of a m o d ern  partic ipa to ry  dem ocracy 
requ ires tha t the  m edia  be f r e e ,  a c t i v e ,  p r o f e s s i o n a l  a n d  i n q u i r i n g  

(em phasis added). For th is reason  the courts, here an d  elsew here, 
have recognised the card inal im portance of press freedom  an d  the 
need  for any restriction on  th a t freedom  to  be p rop o rtio n ate  an d  n o  

m o r e  (em phasis added ) th an  is necessary to  p rom ote  the  legitim ate 
object of the restriction. Som etim es the press takes the  in itiative in 
exploring  factual situations and  rep o rtin g  the outcom e of such 
investigations. In  do ing  so it m ay, if certain  conditions are m et, 
enjoy qualified privilege a t com m on law , as recently  explained by 
this H ouse in  "R eynolds v. Times N ew spapers L td  [1999] 3 WLR 
1010. "

L ord  B ingham  w en t on  to  refer to the press as " the  eyes an d  ears of the public  
to  w hom  they report" . A ny interference w ith  th a t ro le an d  in  particu la r the 
p ress 's  role as the  F ourth  Estate m u st of its n a tu re  be based  on very  
com pelling evidence.

It is for these reasons th a t the  G rand C ham ber a t the E uropean  C o u rt of 
H u m an  Rights unan im ously  sta ted  in  C u m p a n a  a n d  M a z a r e  v  R o m a n i a  [ 1 7  

D e c e m b e r  2 0 0 4 ] :

"A lthough  sentencing is in  principle a m atte r for the  national 
courts, the  C ourt considers th a t the  im position  of a p rison  sentence 
for a p ress offence w ill be com patible w ith  journalists ' freedom  of 
expression as guaran teed  by Article 10 of the  C onvention  o n l y  

[em phasis added] in  exceptional circum stances, notably  w here 
o ther fundam ental righ ts have been  seriously im paired, as for 
exam ple, in  the  case of hate speech or incitem ent to  violence ..
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.. .Such a sanction, by its very  na tu re , w ill inevitably  have a chilling 
effect" (at §§115-116)

Im posing  p riso n  sentences, ra th e r th an  u n lim ited  fines, on  journalists  w ho  
w itting ly  or unw itting ly  b reach  s. 55 of th e  DPA is, the  m edia  w o u ld  subm it, 
m ore th an  likely to  fall foul of A rticle 10 of the  E u ropean  C onven tion  on 
H u m an  Rights. Indeed  it w as the  re la tive m od era tio n  of the sanctions -  fines 
an d  dam ages - in  C h a u v y  v  F r a n c e  [ 2 9  S e p t e m b e r  2 0 0 4 ]  ano ther E u ropean  case, 
w hich  w ere im p o rtan t factors in  p rev en tin g  a b reach  of Article 10. By 
im posing  tw o year or even  six m o n th  p riso n  sentences for breaches of s. 55, 
the  UK G overnm ent w o u ld  be inv iting  an  app lication  to  the  E u ropean  C o u rt 
of H u m an  R ights on  the  first occasion th a t a jou rna lis t w as im prisoned.

No "pressing social need" for change

A ccording to  the  1C, there  is a w id esp read  an d  o rgan ised  undercover m arke t 
in  confidential personal inform ation" a n d  am ong  the  cu lprits are  "m any  
journalists look ing  for a story", "finance com panies an d  local au tho rities  
w ish ing  to  trace debtors; e stranged  couples seeking  details of the ir p a rtn e r 's  
w hereabou ts of finances". A nd  y e t there  have  been  only  26 p rosecu tions 
u n d e r s. 55 of the  D PA  by the  ICO in  the  last 4 y ears . O f these, only 5 w ere  
deem ed sufficiently serious to  w a rra n t p ro secu tion  in  the  C row n C o u rt w here  
un lim ited  fines can  be im posed  (this from  an  average  of 180 com plain ts per 
year for alleged breaches of s. 55 of the  DPA).

This is an  incredibly  sm all num b er of p rosecu tions w ith  fines, w h ich  have 
only tw ice exceeded £5,000, rem ain ing  rem arkab ly  low. This suggests tha t 
the  m agistrates try in g  these cases have n o t d eem ed  them  "serious" offences 
and  the offenders shou ld  pay  relatively  sm all fines. There have also  been 
o ther cases, as in  D ecem ber 2001, w here  tw o  d irectors w ere  convicted  of 
a ttem pting  un law fu lly  to  p rocu re  in form ation  from  various sources. They 
w ere conditionally  d ischarged  for tw o  years a n d  o rd ered  to  pay  costs of 
£1,000 p lus there  ow n  costs.

These facts suggest th a t the  IC 's rep o rt has e ither grossly exaggerated  the 
scale of the  p rob lem  or h is d ep artm en t shou ld  have  been  pressing  for m ore 
prosecutions to  be dealt w ith  in  the C row n  C o u rt w here  substan tia l fines 
could have been  im posed . It shou ld  be rem em bered  th a t the  A tto rney  
G eneral regu larly  prosecutes n ew spapers  for con tem pt of co u rt an d  in 
N ovem ber 2004 fined  the D aily Star £60,000 for con tem pt of court fo llow ing a 
short rep o rt of th e  su rren d er to  bail of tw o  footballers w ho  had  been  accused 
of rape. The n ew sp ap er like o thers h ad  been  w a rn ed  th a t iden tity  w as an  
issue in  the case an d  the  footballers sho u ld  n o t be n am ed  in  any repo rt. The 
new spaper by m istake nam ed  the  tw o  m en. Fines of th is k ind , even  for
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innocen t m istakes, have a clear de terren t effect.

^Troportionality" and the imposition of prison sentences

The fu n dam en ta l irony  of the  p resen t p roposal is th a t in  its C onsu lta tion  
Paper, "Increasing  penalties for deliberate  and  w ilfu l m isuse of personal 
da ta"  the D C A says "p riso n  should  be reserved  for s e r i o u s ,  v i o l e n t  a n d  

d a n g e r o u s  o f f e n d e r s  [em.phasis added]". Those trad in g  in  personal d a ta  are 
h ard ly  "v io len t or dangerous" offenders an d  are m ore  likely to be seen  as 
tortfeasors, creating a serious nuisance or like trespassers in tru d in g  on 
som eone else 's civil righ ts an d  p riva te  life. A nd  to call th em  "serious 
offenders" w o u ld  be a gross m isuse of the  adjective "serious". They are far 
m ore likely to  be seen in  the  sam e category as shoplifters. It w as only  this 
sum m er th a t the  Sentencing A dvisory  Panel declared  th a t "jail shou ld  be 
reserved  for cases w ith  "aggravating" factors such  as violence" an d  shou ld  no t 
norm ally  be for shoplifters. The panel w en t on  to  say th a t jail sho u ld  be 
reserved  for "seriously persistent" shoplifters an d  th en  they  shou ld  only  be 
im prisoned  for u p  to  eight weeks.

The sim ple fact rem ains th a t for the infringem ent of o ther peop le 's privacy  
rights, there  are a m yriad  of c i v i l  an d  c r i m i n a l  rem edies. These are set o u t in 
the A ppendix  hereto . It shou ld  be no ted  how ever th a t they  usually  app ly  to 
specific inform ation  or to  identifiable ind iv iduals in  particu lar circum stances. 
In ad d itio n  to  these legislative p rovisions an d  the crim inal and  civil rem edies 
u n d e r the DPA, there  is a develop ing  law  of p rivacy  or ra ther the  "m isuse  of 
p riva te  inform ation" see N a o m i  C a m p b e l l  v  M G N  [ 2 0 0 4 ]  2 A C  4 5 7 .  Indeed, 
there are infinitely m ore civil cases now  for p rivacy  injunctions an d  dam ages 
for the m isuse of p riva te  inform ation  th an  there  are prosecutions u n d e r s. 55 
of the DPA. A nd yet the  DCA is considering  send ing  journalists to  p rison  
w ho m ay have breached th is section by  receiving, obtain ing or ho ld in g  a 
docum ent w hich  could  be a breach  of s. 55. The D C A 's consu ltation  pap er 
even  concedes th a t one person  w ill be sen t to p rison  each year if custodial 
sentences are in troduced  for breaches of s.55. If th is is one investigative 
journalist, looking in to  an  allegation of co rrup tion  by  a civil servant, it w ill be 
one journalist too m any. In  short, the p roposal th a t journalists shou ld  be sent 
to p rison  for u p  to  tw o years for obtain ing  personal da ta  abou t som eone 
w ith o u t a d a ta  controllers consent is grossly d isp roportionate  to  any 
perceived prob lem  w hich  m igh t exist in  th is area of law.

Prison sentences and the "chilling effect" on free speech

The th rea t of p rison  sentences for journalists w itting ly  or unw itting ly  
b reaching  s. 55, ra th e r th an  a fine against the  new sp ap er or television station, 
is n o t only d isp roportionate  b u t it w ill also have a p ro found  "chilling effect"
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on  investigative journalism . The E uropean  C ourt of H u m a n  R ights cam e to 
the  sam e conclusion in  M a l i s i e x o i c z - G a s i o r  v  P o l a n d  a t §68. The m om en t a 
jo u rna lis t is leaked  w h a t could  be a sensitive do cu m en t w h ich  m igh t have 
been  sen t to  h im  in  breach of s. 55 he w ill have to th ink  very  carefully  before 
conducting  a fu ll investigation  in to  the  docum ent an d  w h a t it m ay  on  its face 
disclose.

This "chilling  effect" w ill im pact particu larly  seriously  on  investigative 
journalists an d  those journalists w h o  are tru s ted  by confiden tia l sources to 
investigate leaked  docum ents w ith  the  u tm o st discretion. W hether the 
leaked  docum en t (e.g. a bank  sta tem en t, a te lephone bill, a tax dem and , a 
copy vehicle reg istra tion  docum ent) com es in  a b ro w n  envelope  o r is h an d ed  
to  the  jou rnalist by a tru s ted  source w h o  believes a p a rticu la r d a ta  subject is 
up  to no  good, it w ill of its very  n a tu re  leave the  jo u rna lis t suscep tib le  to  a 
crim inal sanction  an d  up  to  tw o  years in  p riso n  if it has been  ob tained  
w ith o u t the d a ta  controller's consent.

So w hile  the  docum en t m ay on  its face beg  serious questions ab o u t the  bona 
tides o r activities of the d a ta  subject an d  requ ire  investigation , the  very  act of 
investigating  the docum ent an d  its contents m ay a lert th e  d a ta  subject and  
either lead  to  hugely  expensive N o r w i c h  P h a r m a c a l  type  app lications as in 
H o d g e  V  C a r r a t u  I n t e r n a t i o n a l  p i c  [ 2 0 0 6 ]  E W H C  1 7 9 1  o r lead  to  a com plain t to 
the IC an d  h im  ob ta in ing  a search w a rra n t to  find  o u t w h a t docum ents a 
n ew sp ap er m igh t have. The th rea t of a possib le p riso n  sentence for 
investigating  leaked  personal da ta , w h ich  clearly  needs analysis an d  
investigation, is a grossly d isp ropo rtionate  p roposa l to  a p rob lem  w hich  has 
never been  proven.

It also appears  to  ru n  counter to  the  sp irit of the  Public In te res t D isclosure Act 
1998 w hich  w as b ro u g h t in  to  p ro tec t w histleb low ers from  de trim en ta l 
trea tm en t or victim isation from  em ployers as long  as they  w ere  acting  in  the 
public in terest w h en  they  blew  the  w h istle  on  w h a t they  "reasonab ly  saw " as 
w rongdoing . If a  w histleb low er canno t p ro v e  th a t his d isclosure  falls w ith in  
one of the qualify ing  disclosures he m igh t n o t only  lose p ro tec tion  u n d e r the 
A ct b u t also have breached s. 55 of the  D PA  if it involves the  u n au th o rised  
disclosure of personal data. U nder the  n ew  p roposals  m isgu ided  
w histleb low ers could  en d  u p  in  p riso n  u n d e r the n ew  penalties in  the  DPA.

Tournalistic protection and the public interest defence to s. 55

A t p resen t journalists are exem pt from  m ost types of c i v i l  liability  u n d e r s. 32 
of the DPA so long as the  jou rnalist ho lds a reasonable belief th a t the 
publication  or potentia l pub lica tion  on  w hich  h e /  she is w o rk in g  is or w ill be 
in  the public interest. H ow ever, the  journalistic exem ption  in  s. 32 does NOT 
pro tec t a jb 'ifna lis t w ho  is p rosecu ted  u n d e r s. 55 for a crim inal offence.
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how ever s trong  th a t journalist m ay believe th a t w h a t he is do ing  is in  the 
public in terest. In  o rder to trig g er the public in terest defence in  s. 55 the 
jou rna lis t m u s t  p rove  th a t w h a t he has done or is w ork ing  on  is "justified as 
being  in  the  public  in terest". The fact th a t journalists are p ro tec ted  from  civil 
liability  b u t n o t p roperly  p ro tec ted  from  crim inal liability u n d e r  s. 55 is 
anom alous, since the exem ptions from  bo th  civil an d  crim inal liability  m u st 
bo th  be based  on  Article 9 of the  D irective w hich  the  DPA im plem ents.

F urther, in  the  fo rew ord  to its C onsu ltation  P aper the DCA stresses th a t a 
public secto r w orker w ho  acts in  the  reasonable (but m istaken) belief th a t he 
has a legal rig h t to  deal w ith  personal da ta  in  a particu la r w ay  w ill n o t be 
guilty  of an  offence u n d e r section 55. This s h o u l d  app ly  equally  an d  w ith  
p articu la r force to  a journalist w h o  perform s a task  as the "eyes an d  ears of 
the  public" a n d  is exercising the  rig h t to  freedom  of expression.

In  his rep o rt, the ICO recognises the  im portance of freedom  of expression and  
acknow ledges th a t any increased penalty  " s h o u l d  n o t "  fe tte r the  m ed ia  in  the 
law ful p u rsu it of their stories: see ICO R eport #7.17, also #7.21. But u n d e r 
section 55(2)(d), a journalist has to  p rove  th a t the  in form ation  
o b ta in e d /d isc lo sed /p ro cu red  w as in  the  public interest. This is far too 
n a rro w  to  give p ro p er pro tection  to  investigative journalists w h o  m ay n o t 
know  u n til m uch  la ter in  the day  if the  investigation  they are carry ing  o u t is 
a c t u a l l y  in  the public interest.

O n the  practicality  of the public in terest defence, there  is little inform ation  as 
to  how  the public in terest defence is opera ting  in practice in  th is field. It w ill 
how ever be critically im portan t if the IC is de term ined  to b ring  prosecutions 
against journalists. There are therefore obvious difficulties w ith  such  a 
defence. Too often, w h a t is in  the public in terest is v iew ed  w ith  the  benefit of 
h indsigh t w h ich  a journalist w ork ing  on  a b reak ing  story w ill n o t have. As 
som e w o u ld  say, w h a t is in  the public in terest m ay  d epend  on  w hich  side of 
the bed  the  judge go t ou t th a t m orning.

Indeed , ascertain ing  w hether a public in terest defence m ay  app ly  is very  
difficult un til a sto ry  or investigation  is a t an  advanced  stage, by w hich  tim e 
offences m ay a lready  have been  com m itted . A t the  tim e of the  investigation, 
it m ay  a p p e a r ,  reasonably to  the journalist, th a t the  p rocu rem en t of 
inform ation  is justified in  the public interest; how ever, on  fu rth er 
investigation, th is m ay tu rn  o u t n o t to be the case. Further, there  is often no 
single person  w ith  all the inform ation  on a story  w ho  can m ake the 
ap p ro p ria te  assessm ent of public interest. In  such cases, even  if the  journalist 
had been  acting in  p u rsu it of a sto ry  of legitim ate public in terest and  in  the 
reasonable belief th a t the inquiries w ere justified, he w o u ld  n o t have a 
defence u n d e r th is subsection and could  be sent to  p rison  if the  penalties 
u n d e r s. 55 are increased.
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The protection of joumalistic sources -  s. 10 Contempt of Court Act

F urther, w hile there  m ay be a no tional b u t unsatisfac to ry  "public  in terest" 
defence to breaches of s.55 of the DP A, p ro v in g  the  public  in te rest defence 
m ay often  be b o u n d  u p  w ith  w illingness of a source or w histleb low er to com e 
fo rw ard  an d  be identified . It m ay only be the source of the inform ation  w ho  
can say th a t the d o cu m en t o r in form ation  w as ob ta ined  qu ite  p ro perly  or w ith  
the D ata Subject's consent. If the source is u n w illin g  o r unab le  to  com e 
fo rw ard  the jou rna lis t m ay find  it difficult if n o t im possible to  p rove  th a t the 
sto ry  w as in  the  public  in terest an d  from  a reliable source.

The Y ounger R eport into P rivacy (1972, C m nd. 5012) recognised  th is p rob lem  
w h en  asked  to  consider a public in terest defence fo r a general to rt of invasion  
of privacy. It q uo ted  the  Press C ouncil subm ission  (at §215(e));

"O ne of the  difficulties concerning the  p ro p o sed  defence is th a t in  
o rd er to test the  bona fides of the new spaper...the  p lain tiff shou ld  be 
in  a position  to requ ire  the  new spaper to disclose its sources...It is 
clear th a t in  m any  of the cases in  w hich  the n ew sp ap er w o u ld  w an t 
to avail them selves of the  defence of "Public Inform ation" the 
inform ation  w o u ld  have  com e from  persons " in  the  know " on the  
express u n d e rs tan d in g  th a t the source sho u ld  n o t be revealed. It 
could  therefore be th a t if the  law  req u ired  the d isclosure of sources in 
o rd er for a n ew sp ap er to avail itself of th is defence, the  defence 
w ou ld  be generally  ineffective."

S tatu to ry  p ro tection  is of course given to journalistic sources. This is fo u n d  in 
s. 10 of the C on tem pt of C o u rt Act 1981:

"N o  court m ay requ ire  a person  to disclose, n o r is any  person  guilty  
of con tem pt fo r refusing  to  disclose, the  source of inform ation  
contained in  a pub lica tion  for w hich  he  is responsib le , un less it be 
established to  the  satisfaction of the  co u rt th a t d isclosure is necessary  
in  the in terests of justice o r national security  o r for the  p reven tion  of 
d iso rder or crim e."

This fundam ental p rincip le  an d  the need  to p ro tec t journalistic sources has 
been  uph e ld  in  n u m ero u s cases in  particu la r G o o d w i n  v  U K  [1996] ECHR 
17488/90. In th a t case, the E u ropean  C ourt of H u m a n  R ights stated:-

"Protection of journalistic  sources is one of th e  basic conditions for 
press freedom , as is reflected in  the law s an d  the  professional codes 
of conduct in  a  num b er of C ontracting  States an d  is affirm ed in 
several in ternational in strum en ts  on  journalistic freedom s... W ithou t 
such protection, sources m ay be de terred  from  assisting  the press in
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in fo rm ing  the  public on m atters of public interest. As a resu lt the 
v ita l pub lic-w atchdog  role of the press m ay be u n d e rm in ed  an d  the 
ability  of the p ress to  p rov ide  accurate an d  reliable in fo rm ation  m ay 
be adverse ly  affected. H av in g  regard  to the im portance  of the 
p ro tec tion  of journalistic sources for press freedom  in  a dem ocratic 
society an d  the poten tia lly  chilling effect an  o rd e r of source 
d isclosure has on the  exercise of th a t freedom , such  a m easu re  cannot 
be com patib le w ith  A rticle 10 of the  C onvention  un less it is justified  
by  an  o v errid ing  requ irem en t in  the public in terest."

A gain Law s LJ said  in  A s h w o r t h  H o s p i t a l  v  M G N  L t d  [2001] 1 WLR 515, CA 
that;

"The public  in terest in  the non-disclosure of p ress sources is 
constant, w h a tev er the m erits of the particu lar publication , an d  the 
particu la r source. The suggestion  (w hich a t one stage w as canvassed  
in  the course of argum ent) th a t it m ay be no bad  th in g  to im pose a 
'ch illing  effect' in  som e circum stances is in  m y v iew  a m isread ing  of 
the princip les w hich  are engaged in  cases of th is k ind . In  m y 
judgm ent, the true  position  is th a t it is a lw ays p rim a facie ... con trary  
to  the public in terest th a t press sources shou ld  be disclosed; an d  in  
any  g iven  case the debate w hich  follow s w ill be conducted  u p o n  the 
question  w h e th er there is an  overrid ing  public in terest, am o u n tin g  to 
a p ressing  social need, to  w hich  the need  to keep  press sources 
confidential shou ld  give w ay."

The recen t case of H o d g e  v  C a r r a t u  I n t e r n a t i o n a l  p i c ,  w h ich  concerned  an  
application  by  the C laim ant for disclosure of the nam e of the  perso n  or 
com pany w ho  h a d  instructed  the  D efendant com pany, C arra tu  In ternational, 
to investigate the  claim ant an d  obtain  financial in form ation  abou t him , 
dem onstrates ju s t h o w  difficult life could  becom e if th is k in d  of s itua tion  w as 
transposed  in to  a new sp ap er context. Instead  of C arra tu  In ternational hav ing  
to  disclose w ho  instructed  it, a journalist, like in the In terb rew  case, m ig h t be 
o rdered  by the cou rt to disclose his source either u n d e r a disclosure o rd er or 
to p rove th a t there  w as no breach of s. 55 a n d /  or the story  w as actually  in  the 
public interest. Just as C arra tu  In ternational could  n o t nam e the firm  of 
solicitors w ho  instructed  it, so too no new spaper jou rnalist could  nam e an  
anonym ous source in  sim ilar circum stances. As Lord W oolf said  in 
A shw orth ,

"A ny disclosure of a jou rnalist's  sources does have a chilling effect 
on  the freedom  of the press. The cou rt w hen  considering m ak ing  an  
o rder for disclosure in  exercise of the N orw ich  Pharm acal 
jurisd iction  m u st have th is w ell in  m in d .... The fact is th a t 
inform ation  w hich  shou ld  be p laced in the public dom ain  is 
frequently  m ade available to the press by ind iv iduals w ho  w o u ld
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lack the  courage to  p ro v id e  the  in fo rm ation  if they  felt th a t there  w as 
a risk  of the ir identity  being  disclosed. The fact th a t jou rnalis ts ' 
sources can be reasonab ly  corrfident th a t the ir iden tity  w ill n o t be 
d isclosed m akes a significant con tribu tion  to  the ability  of the  press 
to  perfo rm  their role in  society of m ak ing  in fo rm ation  availab le  to 
the public. It is for th a t reaso n  th a t it is w ell estab lished  th a t the 
courts  w ill norm ally  p ro tec t jo u rna lis ts ' sources from  identification."

The im portance of people be ing  able to  go to  the m edia  as the  F ou rth  Estate is 
a lready  w ritten  in to  our s ta tu te  books. O ne probable effect of the  p ro posed  
am en d m en t w o u ld  be to p u t a jou rna lis t in  the  position  of h av in g  to  decide 
w h e th er to  go to  p rison  h im self or reveal h is source an d  condem n  his source 
to p rosecu tion  an d  im prisonm ent. T hat is curren tly  a possible, b u t rare, 
situation. It could  becom e infin itely  m ore com m on if the cu rren t p ro p o sa ls  are 
im plem ented . For th is reason , there  is a very  serious tension  be tw een  the 
p ro p o sed  am endm en t an d  section  10 of the  C on tem pt of C o u rt A ct 1981, 
together w ith  the  policy considera tions w hich  underlie  it.

Any new law must pass the test of "legal certainty"

Personal d a ta  is an  incredib ly  w ide  concept. "Personal da ta"  n o w  includes 
n o t only inform ation  processed  electronically b u t also re lev an t filing system s. 
Personal d a ta  is the stap le  d ie t of m ost journalists an d  they  re ta in  huge 
am ounts of it.

As any  journalist w ill k n o w  it is u sually  extrem ely easy to  obtain  peop le 's  
addresses from  the electoral ro ll or L and Registry and  te lephone n u m b ers  can 
often be obtained  from  nex t door neighbours o r friends w ith o u t any 
sub terfuge or deceit. Indeed , there  is a m ass of personal in fo rm ation  w hich  
can be ob tained  by journalists  w ith o u t in  any shape o r fo rm  breach ing  s. 55 of 
the DPA. H ow ever, the IC a n d  DCA clearly see the in tro d u c tio n  of p rison  
sentences as a w ay  of frigh ten ing  off journalists  from  even  fin d in g  ou t 
peoples ' addresses, car reg istra tion  num bers, their te lephone n um bers and  
even  the  num ber of people in  a particu la r fam ily. This w ill create  gross 
uncertain ty  an d  have an  obvious chilling effect on  journalism .

For instance, it has been  suggested  in  legal circles th a t obtain ing  details of 
som eone's address from  the  electoral reg ister could  constitu te  an  offence 
u n d e r s. 55 of the DPA because the electoral reg ister w as n o t set u p  for th a t 
purpose. This w o u ld  obviously  m ake a non-sense of o rd inary  investigative 
w o rk  w hich  is done every  day  by  priva te  investigators, process servers and  
risk  assessors.

As w as sta ted  in  the G o o d w i n  case.
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"The re lev an t national law  m u st be fo rm ulated  w ith  sufficient 
precision  to  enable the persons concerned  -  if need  be w ith  
ap p ro p ria te  legal advice -  to  foresee, to a degree th a t is reasonable in 
the  circum stances, the  consequences w hich  a g iven  action m ay 
en ta il..... " G o o d w i n  v  U K  2 7 M a r c h  1 9 9 6

The IC 's cu rren t proposals w ou ld  go m uch  fu rth e r th an  the recom m endations 
of the  C alcutt C om m ittee an d  have a very  serious chilling effect on 
investigative journalism  an d  w ou ld  therefore  be w holly  d isp ropo rtionate  to 
any  p rob lem  w hich  m igh t exist in  th is area.

W ithou t m ajor changes to the  DPA an d  g iv ing  journalists  the  sam e pro tection  
as public sector w orkers -  the reasonable g ro u n d s to  believe th a t the sto ry  is 
in  the public in terest defence - th en  the  im position  of p rison  sentences for 
breaches of s. 55 w ill n o t only be d isp ropo rtionate  b u t also lacking in  legal 
certainty.

Finally it is w o rth  rem em bering  the w o rd s  of Lord N icholls in  R eynolds v 
TNL w h en  he said: " A b o v e  a l l ,  t h e  c o u r t  s h o u l d  h a v e  p a r t i c u l a r  r e g a r d  t o  t h e  

i m p o r t a n c e  o f  f r e e d o m  o f  e x p r e s s i o n .  T h e  p r e s s  d i s c h a r g e s  v i t a l  f u n c t i o n s  a s  a  

b l o o d h o u n d  a s  w e l l  a s  a  w a t c h d o g .  T h e  c o u r t  s h o u l d  b e  s l o w  t o  c o n c l u d e  t h a t  a  

p u b l i c a t i o n  w a s  n o t  i n  t h e  p u b l i c  i n t e r e s t  a n d ,  t h e r e f o r e ,  t h e  p u b l i c  h a d  n o  r i g h t  t o  

k n o w ,  e s p e c i a l l y  w h e n  t h e  i n f o r m a t i o n  i s  i n  t h e  f i e l d  o f  p o l i t i c a l  d i s c u s s i o n .  A n y  

l i n g e r i n g  d o u b t s  s h o u l d  b e  r e s o l v e d  i n  f a v o u r  o f  p u b l i c a t i o n . "

Submission made by the Newspaper Publishers Association, the 
Newspaper Society, the Periodical Publishers Association, the Scottish 
Newspaper Publishers Association and the Society of Editors

O ctober 2006
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APPENDIX
STATUTORY PROHIBITIONS ON DISCLOSURE

For a com prehensive list, p lease see: "R ev iew  o f S ta tu to ry  P ro h ib itio n s  on  
D isc lo su re"  pub lished  by the  DCA in  2005. It w as p u b lish ed  specifically w ith  
reference to the F reedom  of Inform_ation Act 2000, a lth o u g h  p rov ides an  
extrem ely  useful overv iew  of the m yriad  p roh ib itions of d isclosure u n d e r 
certa in  circum stances.

It is a lm ost im possible to  p ro v id e  a com plete list of those s ta tu tes w h ich  
p ro tec t personal inform ation. The list g iven  below  is in ten d ed  to be an  
overv iew  of those m ost applicable to  the type  of iriform ation  w hich  w o u ld  fall 
u n d e r the D PA  or the  law  of corifidence.

Access to Justice Act 1999, section 20 (legal aid  irrform ation)
C om m unications Act 2003, section 393
B roadcasting Act 1990, section 196 (to be am en d ed  u n d e r  FOI section 75)
F lum an Fertilisation an d  Em bryology Act 1990, section 33
C rim inal A ppeals Act 1995, sections 23; 25
N ational M inim um  W age A ct 1998, sections 15; 16
Postal Services Act 2000, schedule  7 p a rag rap h  1
Bank of E ngland  A ct 1998, Schedule 7 p a rag rap h  1(3)
C ensus Act 1920, section 8
Civil A viation  Act 1982, section 23
C hild  S u p p o rt Act 1991, section 50
E uropean  C om m unities Act 1972, section 11
Finance Act 1989, section 182
Financial Services an d  M arkets Act 2000, section 348
Local G overnm ent Act 1974, section 32
N ational Savings Bank A ct 1971, section 12
Official Secrets Act 1989, sections 1-6
Police Act 1997, section 124
R egulation of Investigatory  Pow ers Act 2000, sections 19, 54 
R ehabilitation of O ffenders A ct 1974, section 9 
Sexual Offences (A m endm ent) Act 1992, section 1 
Social Security A dm in istra tion  Act 1992, section 123 
Telecom m unications Act 1984, section 94; 101
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W ireless T elegraphy Act 1949, section 5 
A bortion  R egulations 1991, reg u la tion  5 
A dop tion  Agencies R egulations 1983, regu la tion  14
N ational H ea lth  Service (Venereal D isease) R egulations 1974, regu la tion  2 
N ational H ealth  Service T rusts an d  P rim ary  C are T rusts (Sexually 
T ransm itted  Diseases) D irections 2000, p a rag rap h  2 
A d op tion  Rules 1984, ru le 53(3)
E n terp rise  A.ct 2002

In the  w id e r context, and  d ep en d in g  on  the  circum stances b o th  the  Theft Act 
1968 an d  the  Protection from  H arassm en t Act 1998 are proh ib itions on 
obtain ing  in form ation  (in ad d itio n  to som e of the  above provisions) an d  
therefore  re levan t to  the journalistic process.

The m ajority  of the above Acts only  app ly  to certain  inform ation  an d  certain  
persons (m ostly officials an d  em ployees).

MODI 00000471



For Distribution To CP's

INCREASING PENALTIES FOR DELIBERATE 
AND WILFUL MISUSE OF PERSONAL DATA

ANSWERS TO QUESTIONS POSED BY THE DEPARTMENT OF 
CONSTITUTIONAL AFFAIRS

Q u estio n  Do you agree th a t custodial penalties sh o u ld  be available to the  co u rt
1. w h en  sentencing those w ho  w ilfu lly  abuse personal d a ta  (i.e.,

know ingly  or recklessly obtain , disclose or seek to  p rocu re  the 
disclosure of such  d a ta  w ith o u t the consen t of the  d a ta  controller)? 

_______ ______ Please give reasons for y o u r answ er.________ ________________________
C om m ents; W e do no t agree th a t custod ial sentences shou ld  be in troduced .

U nlim ited  fines in  the C row n  C o u rt are a perfectly  ad eq u a te  rem edy. 
For the follow ing reasons w e believe th a t the  im position  of p rison  
sentences for breaches of s. 55 of the D PA  w o u ld  be incom patib le  w ith  
s. 4 of the H u m an  R ights A ct 1998.
•  First, the In form ation  C om m issioner a n d  the  G o v ernm en t have n o t 
m ade o u t a case for d racon ian  n ew  crim inal penalties. W hile the 
In form ation  C om m issioner states in  h is R eport, th a t th e re  is a 
"w id esp read  an d  o rgan ised  u n d erco v er m ark e t in  confidential 
personal in form ation", he  th en  goes on  to  state  in  p a rag rap h  1.12 th a t 
"prosecu tions b ro u g h t u n d e r the  A ct have generally  resu lted  in  low  
penalties; e ither m inim al fines or conditional d ischarges (para  1.12). 
Between N ovem ber 2002 a n d  January  2006, only tw o  o u t of 22 cases 
p ro d u ced  to tal fines am o u n tin g  to  m ore  th an  £5,000". O n  any  basis 
th a t cannot an d  does n o t d em onstra te  th a t there  is a "p ress in g  social 
need" to  deal w ith  rising  crim e in  th is area th ro u g h  d racon ian  new  
penalties.
•  Second, before any in terference w ith  Article 10 righ ts  - the  rig h t to 
free speech - G overnm ent m u s t d em onstra te  th a t there  is a "p ressing  
social need" for the law  to be tig h ten ed  up . As there  have only  been  
tw o fines of m ore th an  £5,000 over fou r years, it sim ply  canno t be 
argued  th a t the  penalties are n o t h ig h  enough  an d  there  is a "p ress in g  
social need" to im pose tw o  year p riso n  sentences in  th is  area.
•  Third, any m easures in tro d u ced  m u st be "p ro p o rtio n a te"  to the 
legitim ate aim  pu rsu ed . In  the  a ttached  pap er, w e set o u t a rg u m en ts  as 
to  how  an d  w h y  p rison  sentences fo r breaches of s. 55 w o u ld  be w holly  
d isp roportionate  to the p rob lem  of there  being  a m ark e t in  personal 
data, i f  o n e  exists.
•  Fourth , there  are a lready  n u m ero u s o ther crim inal a n d  civil 
rem edies designed  to  p ro tec t da ta  subjects from  h av in g  d a ta  abou t 
them  disclosed w ith o u t the ir consen t -  see the  A ppend ix  to the 
a ttached  paper. Indeed , the  civil to rt of " the  m isuse of p riva te  
irTorm ation" is a develop ing  area of the law  an d  victim s of p ress 
in trusion  are increasin.gly able to  ob tain  H igh  C ourt relief by w ay  of
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injunctions an d  dam ages to  p rev en t breaches of the ir Article 8 rig h t to a 
p riva te  life.___________________________________________________________

Q u e stio n  2 D o you  agree th a t custodial penalties w ill be an  effective d e te rren t to 
those w ho  seek to p rocure  or w ilfully  abuse personal d a ta  (i.e., 
know ingly  or recklessly obtain, disclose o r seek to  p rocure  the 
d isclosure of such  d a ta  w ith o u t the  consent of the  date  controller)? 
P lease give reasons for yo u r answ er.________________________________

C om m ents: C ustod ial sentences w o u ld  be a w holly  d isp ro p o rtio n ate  d e terren t to 
any  prob lem  th a t m ig h t exist in  this field. Indeed , as is s ta ted  in  the 
DCA C onsu ltation  p ap er the  principal reason  for in troducing  prison  
sentences is for these sentences to  be a " la rger deterrence" to those 
know ingly  or recklessly disclosing confidential personal inform ation  
w ith o u t the consent of a d a ta  controller. This a im  of creating a "larger 
deterrence" w ill be seen as the G overnm en t in troducing  a serious 
"chilling effect" on  free speech an d  leg itim ate investigative journalism . 
As is set o u t in  the  attached  paper, journalists  are alw ays being  leaked 
personal da ta  w hich  the  source or leaker believes needs close analysis 
an d  possible exposure. The Public In te rest D isclosure Act 1998 w as 
in troduced  to p ro tect w histleblow ers b u t th is p roposal seem s designed  
to  stop  investigative journalism  an d  all o r any  leaks of personal da ta  
particu larly  w hen  it m ay n o t be easy a t an  early  stage in  an  
investigation, to k now  if the inform ation  leaked  to a jou rnalist is or is 
no t in  the public interest. In  short, custodial sentences w ill have a 
"p ro fo u n d  chilling" effect on free speech, very  seriously curtail 
legitim ate investigative journalism  a n d  stop  the F ou rth  Estate 
unm ask ing  scandals like "cash for honours". As such  it w ill be seen  as 
the  G overnm ent try ing  to  stop the m edia  carry ing  ou t its legitim ate 
function  as w atchdog  on public m alpractice a n d /  or im propriety .

Q uestion  3 A) Do you  agree th a t the custodial penalties are of the rig h t length?

B) If not, w hy  not, and  w h a t do  you  suggest shou ld  be the m axim um  
custodial penalty  available to the courts (a) on sum m ary  
conviction and  (b) on  conviction on  indictm ent? ____________

C om m ents: As w e do n o t agree th a t custodial sentences shou ld  be im posed, w e 
certainly do no t agree th a t tw o  year sentences or even  six m onth  
sentences in  the M agistrates C ourt are app ropria te . As is sta ted  in  the 
attached  paper, the Sentencing A dvisory  Panel have recently 
recom m ended  th a t shoplifters shou ld  n o t norm ally  be sen t to  prison. 
Even less shou ld  journalists, cred it controllers, insurance investigators, 
solicitors, risk  assessors an d  o thers be sent to  p rison  for obtain ing 
personal inform ation  on som eone's ability to  pay a d eb t or if their 
insurance claim s is or is n o t a frau d  on  a n  insurance com pany. 
U nlim ited fines are clearly approp ria te  in  the  C row n C ourt an d  a £5,000
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fine w o u ld  seem  ap p ro p ria te  in  the M agistra tes C ourt.

Q uestion  4 Do you  agree th a t a guideline issued by the Sentencing G uidelines 
C ouncil is necessary  for th is offence in  E ng land  an d  W ales?

C om m ents; If the p roposa l is im plem ented  by the  G overnm ent, the  m ed ia  believe 
th a t the  D ata P ro tection  Act 1998 w ill n eed  serious am en d m en t so th a t 
the journalistic  defences an d  exem ptions in  s.32 of the  D ata  P ro tection  
A ct are  ex ten d ed  to breaches of s. 55, the  crim inal offence. In  o ther 
w ords, an  h o n est belief by a jou rnalist th a t he  o r she is acting  in  the  
public in te rest sh o u ld  be a defence to any  offence w hich  carries a p rison  
sentence. A t the  sam e tim e, the Sentencing G uidelines C ouncil sh o u ld  
u n d o u b ted ly  issue recom m endations in  re la tion  to  p riso n  sentences 
an d  w h en  an d  in  w h a t circum stances they  m ig h t be appropria te .
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A ppendix

G u a rd ian  N ew s & M ed ia

G u ard ian  N ew s & M edia ("GN& M ") takes a d ifferent v iew  of som e of the  issues 

d iscussed  in  the  N P A 's response to  the D C A 's C onsu ltation  p ap er I n c r e a s i n g  

p e n a l t i e s  f o r  d e l i b e r a t e  a n d  w i l f u l  m i s u s e  o f  p e r s o n a l  d a t a .  N evertheless it 

un reserv ed ly  su p p o rts  the N P A 's opposition  to  custodial sentences for 

journalists w ho  are fo u n d  by a cou rt to  have b reached  section 55 of the  D ata 

P ro tection  Act ("the Act"). GN& M  regards the im prisonm ent of journalists as a 

w holly  d isp ropo rtionate  sanction. The creation  of a new sgathering  offence, 

pun ishab le  by im prisonm ent, is rep u g n an t to free speech. The practice of 

p u ttin g  journalists in  jail for activities u n d e rtak en  in  the course of th e ir w o rk  is 

som eth ing  m ore com m only associated w ith  au th o rita rian  regim es inim ical to 

press freedom .

Section 55 of the  A ct is n o t lim ited  to  the  un law fu l trad e  in  confidential 

inform ation. The offence concerns the obtain ing , procurem ent, or disclosure, of 

personal d a ta  w ith o u t the consent of the d a ta  controller an d  it has the po ten tia l to 

extend, for exam ple, to  unsolicited  in form ation  p rov ided  to journalists (a 

com m on occurrence) an d  to inform ation  p ro v id ed  by confidential sources in  the 

course of an  investigation  w here  no m oney is paid.

The defences p ro v id ed  by the A ct offer cold com fort to a repo rte r em bark ing  on  a 

serious piece of investigative journalism . A journalist m u st show  th a t the 

obtaining, disclosing or p rocuring  of personal data, "w as necessary^ fo r the 

p u rpose  of p reven ting  or detecting  crim e" or th a t " the  obtaining, d isclosing or 

p rocu ring  w as justified  in  the  public interest"^. Journalists cannot p red ic t w ith  

any certain ty  the outcom e of a crim inal investigation  th a t m ig h t follow  

publication of a story, so they  are already  travelling  in  uncerta in  territory. There

■ Emphasis added
 ̂ S55 (2) (a) ( i) and s55 2 (d) Data Protection A c t 1998
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is sim ply  no  guaran tee  th a t a court, looking  a t a situa tion  w ith  the  benefit of 

h indsigh t, w ill share a rep o rte r 's  v iew  of w h a t w as "necessary" a n d /o r  in  the 

"public  in terest", a t the tim e of publication. To a d d  a custodial sentence to  the 

m ix w ill requ ire  journalists to  be b rave  or foolish  eno u g h  to  risk  losing  the ir 

liberty  in  o rd er to p u t in form ation  abou t a m atte r of public concern  in to  the 

public dom ain . Inevitably, even  in  circum stances w here  they  are a lm ost certain  

th a t a public in terest defence w ill p revail, journalists  w ill e rr on the side of 

caution  ra th e r th an  a risk  a custod ial sentence. The re su lt w ill be th a t im p o rtan t 

stories on  m atters of public in te rest w ill n o t be pub lished .

GN& M  does n o t condone the trad e  in  confidential in form ation  v ia  p riva te  

investigators. The In form ation  C om m issioner's report: " W h a t  P r i c e  P r i v a c y ?  T h e  

u n l a w f u l  t r a d e  i n  c o n f i d e n t i a l  i n f o r m a t i o n " ^  contained  strik ing  p rim a  facie evidence 

th a t m any  national new spapers  m ay  be hab itua lly  b reak ing  the  law  by  pay in g  

p rivate  detectives for inform ation  abou t people in  public  life an d  those associated 

w ith  them . This is extrem ely concerning.

The Press C om plain ts C om m ission ("PCC") C ode of Practice allow s for a degree 

of in tru sion  in to  privacy w here  an  ed ito r can d isp lay  a clear public in terest. W e 

believe th a t ap p aren t in trusions b ro u g h t to the  a tten tion  of the PCC by the 

Inform ation  C om m issioner shou ld  be investigated . A ny resu lting , adverse , 

ad judications w o u ld  have to  be pub lished , by  the  re levan t new spapers, 

p rom inen tly , in  accordance w ith  the  PCC code.

A ction on  the  p a rt of the  PCC an d  a greater w illingness on  the  p a rt of crim inal 

courts to im pose substantial fines (as they  are a lready  en titled  to  do  u n d e r the 

cu rren t legislation) are m ore p ropo rtionate  responses to  the problem .

M ay 2006
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