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WOULLD YOU LIKE O LISTEN TO PEOPLES MAILBOX MESSAGES UINTRACED ?
If so, then read on

T T T

Vodafone have this wonderful system in pEacu whcs{, you can do just that. Why would vou
want to do that vou ask yourself,

1) Well, 1I" vou were a person dealing in large financial amounts ten you could make a
packet. { Perlbups vou we a City banker and have a colicague that may be doing well
financially and vou know that if you could access bis personal miessages an their reeall service
then mayvbe vou could 'Steal the Deal” and become enormously wealthy overnight ).

2} I you knew any Bookmakers mobile no's then why couldn't you listen to their tips or
custamers bets that may have been left on their recall service. There are dozens of Bookies al
the races every weck.

3 ) Terrorists couid plot an mdividuals whereabouis i only they koew Or do they ?.For
instance, by listening 1o @ users persenal wessages ihen what if the message read * Sorry |
can'l make Paddington ac 1330, iF there’s any way you could sce e at Heathrow Gate 11 at

[4.30 then that would be great. 'l be wearing a hght grey bobble hat. B ot ring me on
What if you were an important persan with much public influence 2. Frightening

4} What illa news reporter had your mobile number and was accessing your personal info on
a regular basis hoping for the big 'SCOQP". They've got vou if anyone leaves any thing of any
interest on your recall service. They ring vou, they tell yvou YOUR info and hey presto Free
news to any newspaper. Worrying...........o.........

5} Privale delecitves could also do well out of this, but whal if you were ihe one having the
extra marital affair ?. Sounds like trouble to me

8 ) You cur even g as e ay clianging the ysers personal greeling and PN 1l you were that
mahcmus.

7Y Perhaps vou're just a nosey parker,
) Ps ] B!
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]
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READ ON TO FIND OUT MORE

First of all the vodafone’s user must be engaged, switched off or out of signal area. No
problem, mosl mobiles are normally one of the three. { Especially aller midnight } .

I) You must teleplione theiy vedafone mobile number

2 ) Wait for "This is the vodafone recall service for 07997......... please leave a message after
the beep.

3 ) Assoon as il 'beeps’ then press 9. This must be done immediately atter the beep, if not
then start again.

4} It then asks vou (o enter your security code. DIAL 3333, Yourein..............

5) If you don't gain access then that persons securily code has been changed. Fodafone have
a default code which is 3333 unless changed. The majority of people who use a vodafone
do not koow that their own mobile has such a code ¢ if does however siaie this in ofl of
their handbooks - you iy finding it though ! ).

6 ) If the user lus not changed ther security code then basically you're in to thetr personal
mailbox. I'T'S AS EASY AS THAT.

7 ) Once entering inio their mailbox the recall service will tell you it there are any 'old' or
‘new’ messages and will start playing them all back to you one by one.( to skip each message
quickly press 6 during cach one and i will play the next ).

8 )} Once the messages have ended then it will say there are no more messages, for help key
ONE. Press the digit 1 and you will enter info the mailbox service where you can take any of
the options listed. Some of the options are "To change vour personal greeting' or 'To change
you security code' ete. { This security code can be changed to any 4 digil you so wish so that
at any time the user can't change it back. )

This system was pui in place 13 years ago and is open fo much abuse. It was
put in place for the user in the eveni of losing their mobile so they could
contact their own mailbox from any telephone, either in the UK or from any
where else in the World.
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HOW | FOUND GUT

It was bock weli wver 18 soniles new when £ was warking i the Sowdli Wales v fravelfting
up and dowie Jic A vaing aboui iy daily duties as g bypical Sales vepr jor o doced food
mamifaciiier. Ay dav was going lie any other day, people ninging o place theie first
orders, general eiiquiries aied sometimes the Boss ringiug me to wind me up o produce even
more safes. (hviously the fuadsfree cor & for the mobile wes seorsl its weighn i gold aued o
mention it so was the phane, ne phone no business. Ampwey, the previtable happenied as it
abwayy huss done. dre mobife wer ont of signal. For an fonr [was deiving aied waiing for ifw
stenel 1o veappear bid it did new. That was i, 1 fomed e neavese seevice sivtion aid got ot
the phone fo Veadafone. §way tofd by « custoiier service iepreseietiive shoi unforinnately the
whole of e Soifr ety are network bod fuiled cand worded be on soon, § aighi add thai saon
meand approx 3 fowrs L5 began fo gef irate with fe foct that T e ot people vere ynig
fo ring e i i geiting Hrongh, T oasked the operator i my vecedl service was stiff
Junctionig aid she agorsicd wre veiry confidensly thet i0owass Great | thonghi, so  then
expluined to e fady of my circamstances aid she explaived (o me how (e cecess my amaithox
without tsing v owa mobile. She went throngh ihe procedure with sre and afterseards § said
fo her chout i defanli code which Fwas nof aseare of, abond e fact ifiri sy messages could
farve Been recd v il dt day becanse §bued o chesgged my glic code one sy iraitbox. Hhe
phome [ hove i husiiess vodafone and was givers to e withost aiy isteactions whatsoever
and I dare say trat there are many people ond theee in the sanre siteation. b ibes proceded to
bl the fedy o castomey services that if Frang any vadgone swunber {wouled more thear likely
access thedr menifdor [ iried, She said to pre ves' but said Fwas iof supiposied te de it

My arguunent i vour fock ithe door, people can'’s gei in, your give evervbody a inasier keyv, lo
which only few know of. then you're apen to ifiltvation. This dees not give e any
confidence knoving that this is going on and rothing wilf be done,

My first plan of action was to lell the media. 1 comacied Oonagh Blackmean at The Paify
Mirror on e 28th August 99 and was glad 10 hear that she really was concerned. She
assured me that e story could make Headlines hecanse of ity implications and decided o
look inte it . She iang e back after 10 srimiies and confirmed that whai | had told ber was
correct aucd cxplained foome she fried it with some numbers she bhad She then went op fo
explain thar she was o put o few reporfers onto this wed have them vinging wup aff of the
publicly profiled peopled” in and aronnd London. Please be aware that this was o Bank
Holidey weekend wind o doi of business peoplie probubly had their phones switched off:
Oonagh, afier 2 weeks, then preceded (o delf me that the srory probably wond wmale the pager
but she was quiic happy o send me a payment jor wy rondle, winch Firecetved, | oway very
ammoyed swith mself, knowing that P told ihe wrong person. I thought to myself thai if
emyhedy in the Media fod this way of getting wews iips, gossip ete there wiy strodd they well
anybody else 7. S sy pext stegnway fo contact Pard Crosby e The Sne. He personally Givited
me in fo News Svecaetionad where we sof for while discissing the seriousness of the storp.
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He then wanted fo know how (o do i, so | explained it fo him. T by words he “coidd not

believe that the Mirror haven't published this and that they were very noaughiv'. Poaul knew of

fow mucl an wnpact s story conld fave “aiid fold we they
would priui overiight if possible. (uess what...... nothing.........absoluiely aoihing,

L think il iy i conieolling ihis suppressing of infermeiion. Vodafoie e beeil
fvolved i the Manesmany ivkeover and doi'ts wanit the publiciiy so wre prepared (o go o
certain lengths, ic, If you pring this story then we sweill pull owi alf of our advertising,

One of the most annoying things now is thai if the media have tapped
into a mailbox, then they have more than likely changed ihat persons
security code. So the more people who get to know of this
information will no doubt be trying to infiltrate peoples mailboxes
using the default codc of 3333 with no success because somebody has
beaten them to it, innevitably proving to the new hacker that most
people change there security codes, or somebody has changed it for
them.

Vodafone assurcd the public on Radio 5 Live that 80% of vodafone
business users have changed thenr scourity codes but how would
Vodafone know that the sccurity code wasn't changed by someone
else. Vodatone did admit live on the air that it was possible to do but
have had no cause for complaint from their customers as vel. 1 think
that when the system was set in place 13 vears ago, because the way
people want to make money, and that is fast, someone from Vodafone
set this system up quick because the customer needed an answering
service. Unloriunaiely, it looks as if the way it was sel up was wrong
and Vodafone know they set it up wrong and are to scared to admit
that they are wrong. The problem with such a story as this, is that one
day it will break and cause absolutc mayhem. It is now already
starting to gel to the stage of snowballing up and down the country.
Recently, a radio station from the Midlands contacied me on my
mobile asking about the story. this lady was in the pub the night
before having a few drinks when she overheard some of her friends
talking about buying mobiles. They had decided between themselves

e
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to buy vodalunes because they knew there was a way o hacking into
their friends phones. This frightens me somewhal because | feel as
though T insiigaicd the whole episode. from travelling around the
whole of dic LK staying in hotels and being obligaicd o tell any
residenis that | got into conversation with. Once someone wlis you
something of interest, especially of this nature, then it will have the
‘tell your maics' aspect about it. What the hell is Vodatone doing
about 1. Un various occasions 've contacied their Headquariers in
Newbury and spoken to the Press Office but have had no - one
contact me back with answers. Do they think that 1 will leave this
alone. Would you ?. 1 will not, untii thay make a concerted cffort to
be a trustworthy company to themscives, their employees, therr
customers.

M Sievenr Jolfu Nodt

You may contact sie on the lollowing number. You will be put through io an answer service.
Please leave yvour message, tefephone numiber and your name.

Thanks

NB, Please alsi. be awace thal the BBC have filimed me bi the Blue Poeter garden and an [TN
news crew have beeir to my home address for an interview, re Clis Cho,
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Vodafone ave well aware of the problem,

The people whe know of this break in National Securily ...

MIi5
BBC
RADIO S
RADIO NOTTINGHAM
ITN
THE SUN
THE DAILY MIRROR
SKY NEWS
REUTERS
ORANGE
B.T
DAILY MAIL
LONDON EVENING STANDARD
SOUTH WALES ECHO
EXPRESS NEWSPAPERS
FINANCIAL TIMES
LONDON TELEVISION CENTRE
D.T.I
WE CAN WORK IT OUT
H.M CUSTOMS AND EXCISE
HOUSES OF PARLIAMENT
HOME OFFICE
LONDON STOCK EXCHANGE
MANNESMAN
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Yednesday, Octoher 13, 1988

Mobile minus: Saies boss reveals security problem

A CWNMBRAN sales
NIAAger $avs he hasg
d1scovcred a major
security problem
with one of the coun-
iry’s largest mobile

phone networks.
Horrifled Vodafone
subscriber Steve Noti,
32, foand that ANYONE
can access his answer
phone servige and iis-
ten to his private mes-
sages ... helped by the
gilant netwark's own
nperaiors
He ; i
e aga, e Yodidone
nerEenk weand tlown
Leeause of a ninal
fuult. 1 had some ihpor
tant 1119‘.»4.3.;[ coing i,
Vedatone i

[’1'\‘ nun*bur ity ¥
nn sl servies, Wl |
Aaid Thadn’, T was loli it
i P ',—|],tT.ﬂAJ

in tha

e
tu h" A

sl baad
ondy ™
My Fbclenls
SAfierwnris T gl
that anvese with  my
nhone pumber eouid got
litkes my messages just ag
ch f il
Whose narket-
1‘." "'u iy Lanwion is oo
sensitive that he doesn't
waist his full Cwmbran

EXCLUSIVE
By Rob Skelion

address to be published,
compleined to Vodafmne
bossas,

The angry marketing
man even contacted ihe
British intelligence sor-
vies MIS,

He said: “Vedufone has
miltions of  wsevs, and
many of them will he MPs
and hlg,h ranking govern-
et otficials, 1*"4)‘&3*1 wJ.h
highly s
l.»:l". H

T 5wy £
that the 1‘1teimrr-'lue se2r-
vice shonld Enow .-bum
1Fn~, Uﬂ.-am}vxr
ng of semey

servies iz pn g
....npcmnh with zhf-r:
mail”

The Argis out b Noit's
rlaims fa tha test and by
following his instructions
we were able o nccess o
svodalone uset's miasapn
MRSz service,

In this ense, i was with
fhe subseriner’s permis-
slun. But it proved the
prink. Anyoene ean do i

A Vodalone spakesinan
alan coneeded It was possi-
Iz,

Sui he aided:

“Subseribers  Lave the

acility 12 shonee  the

defauli member A seb up
J

they wre risking ths.-, 5eCiL-
ity ef their massage sar-
wice”

PHONE WORRY: Steve Noi,
access anyone else’s Vodatone me S5aGES

wihio claims that anyore Gia Poginm

PENDHE SIS
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