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PNC Transaction Monitoring Procedure

NEW

Purpose o f Procedure The PNC Transaction Monitoring Procedure 
supports the PNC Transaction Monitoring Policy. 
The procedure is designed to ensure that PNC 
transactions are monitored in accordance with 
ACPO audit methodology as required by HMIC.

Owning Departm ent OIDD -  Information Compliance Office

1. Development in Transaction Monitoring Procedure

The procedure for PNC transaction monitoring may be amended as required, however the 
standard established in the PNC Transaction Monitoring Policy must be maintained. For 
example, implementation of an electronic monitoring tool will have a significant impact on 
the procedure, but will have no impact on the Constabulary Transaction Monitoring Policy.

2. Methodology

2.1 Hertfordshire Constabulary will undertake PNC Transaction Monitoring in accordance 
with the following methodology, in accordance with the ACPO Data Protection Audit 
Manual.

2.2 The Data Protection Officer has responsibility for the planning and control of the 
transaction monitoring procedure.

2.3 The individual who has either, undertaken a transaction for their own use, or 
requested another to undertake the transaction on their behalf, is responsible for 
providing evidence to support the integrity of the transaction. This individual is 
referred to as the Transaction Originator.

2.4 The Data Protection Auditor will interrogate OASIS, CIS and any other Force systems 
that the auditor has access to, to facilitate the validation of transactions. Evidence 
found on specialist systems, to which the Auditor does not have access, must be 
provided by the Transaction Originator.

2.5 The ACPO Audit Manual states the minimum number of transactions checked on a 
daily basis should be commensurate with the total number of transactions carried 
out. The Hertfordshire Constabulary sample size will vary in response to available 
audit resource with a minimum daily sample of 5 transaction checks each day.
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3. Initial selection

3.1 The sample is selected and recorded by the Data Protection Auditor.

3.2 A PNC Transaction Monitoring Form (Form TAl -  Appendix A) is sent to the 
originator for each transaction within the sample, and recorded.

3.3 Transaction Originators have 14 calendar days (14 days) to respond to the Data 
Protection Auditor.

3.4 The Data Protection Auditor will analyse transaction monitoring responses.

3.5 Where a satisfactory response is received, the response will be recorded.

3.6 Where the Transaction Originator provides a response within the timeframe that 
does not meet the required standard, the procedure for an unsatisfactory response 
applies.

4. Transaction Monitoring Reminder

4.1 A Transaction Monitoring Reminder Form (TA2 - Appendix B), is sent to the 
Transaction Originator and their Line Manager, when there has been no response to 
the initial audit within the 14 day time-frame. The reminder allows a further 14 days 
for the originator to provide a satisfactory response via their line-manager.

4.2

4.3

4.4

4.5

4.6

The reminder provides an opportunity for the supervisor to identify mitigating 
circumstances that have prevented a timely response.

Where response to a reminder from the line-manager identifies mitigating 
circumstances, i.e. the originator is on annual-leave etc., the audit of that 
transaction will be suspended for a period agreed with the line manager.

Where response to a reminder does not identify mitigating circumstances, the 
Transaction Originator may be placed on a targeting list to be monitored more 
frequently.

Where a response is not received to a Transaction Monitoring Reminder a 2"̂  
reminder (TA4 -  Appendix D) is sent to the Transaction Originators 2""' Lime 
Manager detailing when the 1̂ ‘ Transaction Monitoring Form and Reminder were 
sent.

Responses to transaction monitoring reminders are analysed and recorded by the 
Auditor. Satisfactory responses are recorded. Where a response does not meet the 
required standard the procedure for unsatisfactory responses applies.

5. Unsatisfactory Responses

5.1 Flaving analysed a poor response to either, an initial transaction request, or a 
transaction audit reminder, the Auditor will complete an Unsatisfactory Response 
Form (TA3 -  Appendix C) which is sent to the line manager of the Transaction 
Originator. The Unsatisfactory Response form will advise the line-manager of action 
required to satisfy the requirements of the audit process, the line-manager has 14 
days to respond, and mitigating circumstances will be considered.
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5.2 Where a response is not received to an Unsatisfactory Transaction Monitoring Form
2 reminder (TA4 -  Appendix E) is sent to the Transaction Originators 2 Lime 
Manager detailing when the Unsatisfactory Transaction Monitoring Form was sent.

Responses to the Form TA3 are analysed and recorded by Data Protection Auditor.

6. Referral to Area Command

6.1 Where the Transaction Originator fails to respond to the initial request (Form TAl) 
and the reminder (Form TA2), they may be referred to the Professional Standards 
Department for appropriate action. The Originator will also be placed on the 
targeting list.

6.2 Where the line-manager of the Transaction Originator fails to respond to an 
Unsatisfactory Response Form (TA3), they may be referred to the Professional 
Standards Department for appropriate action. The Originator will also be placed on 
the targeting list.

7. Referral to Professional Standards

7.1 The Auditor will refer suspicion of information misuse to the Professional Standards 
Department, at any time throughout the process.

7.2 The Auditor will provide Professional Standards Department with a list of individuals
placed on the targeting list that are consistently failing to satisfy the PNC Transaction 
Audit requirements.

8. Recording of Errors

8.1 The Auditor will record errors relating to the quality of the transaction upon receipt of 
response to Forms TAl, TA2, TA3 and TA4.

8.2 A major error will be recorded when the Auditor, having exhausted the procedures 
described above, is not able to validate the purpose for the transaction.
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A p p e n d i x  A

DATA PROTECTION - PNC Transaction Audit -  Confidential

Please read the attached gu id elin es before Printing  the A udit form. N o te  a ll su p p o rtin g  ev id en ce  m u st  
b e a tta ch ed  and the form  m ust be Sisnedhy your Line M anager. P lease do n o t em a il th e  rep ly .

This m em o m ust be returned, com pleted, by internal to T h e In fo rm a tio n  C o m p lia n ce  O ffice , 
H e a d q u a rters , or faxed  to  46 69 , w ith in  14 d ays from  th e  d a te  it w a s  sen t - 0 5 /0 7 /07 .

Force records show  that you  have carried out/requested the fo llow in g  PN C  transaction:
Date: « T ra n sa c tio n _ D a te»  Time: « T im e»
Originator Line: « O r ig in a to r_ L in e _ T ex t»
Data: « T ra n sa c tio n _ D a ta »

O r ig in a to r /R eq u ester  o f  P N C  T ran sa ctio n  -  p lease tick  one option below :

□  I did  n o t carry out/request th is PN C  transaction (your line m anager’s signature is still 
required) - I f  you  have any k n ow ledge about this check, te ll us in the space provided:

□ I carr ied  out/requested the above PN C  transaction for the reason g iven  b e lo w  e.g. Stop C heck  
(E vidence m ust be attached):

S ig n e d ..................................................................................................................D a te ....................

N a m e ..................................................................................................................R a n k /P o sit io n .

L in e  M a n a g er  (o f  the above) -  p lease tick  one option below :

□ I can confirm  that the transaction waS carried out by  the m em ber o f  sta ff  nam ed above.
□ I can confirm  that the transaction waS n o t carried out by  the m em ber o f  sta ff nam ed above.

P le a se  a lso  t ic k  on e o f  th e  fo llo w in g  op tion s:

□  A  cop y  o f  the source docu m ent/evidence supporting the transaction is attached.
□  There is no source docu m ent/evidence to support this transaction, the reason is g iv en  below :

S ig n e d ............................................................................................................................ D a te ..............................................
W a r ra n t
N o .............................................................................................................R a n k /P o s it io n .................................................
W A R N IN G  -  T h is d o cu m en t co n ta in s  P erso n a l D a ta  w h ich  is su b ject to  th e  D P A  (1998)

Transaction Audit Form - T A l - Audit Reference: «Month»«Number»
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A p p e n d i x  B

DATA PROTECTION - PNC Transaction Audit -  Confidential

Please read the attached gu id elin es before Printing  the A udit form. N o te  a ll su p p o rtin g  ev id en ce  m u st  
b e a tta ch ed  and the form  m ust be Sisnedhy your line M anager. P lease do n o t em a il th e  rep ly .

The fo llow in g  m em ber o f  s ta ff - « W a rr a n t»  « T itle»  « N a m e»  w as sent a Transaction A udit m em o on  
« D a te_ E n q u iry _ S e n t» . U nfortunately their response has not been received  w ith in  the required tw o w eek  
period.

This m em o m ust be returned, com pleted , by  internal m ail to D a ta  P ro tectio n  at H e a d q u a rters , or faxed  
to  4 6 69 , w ith in  14 d ays from  th e  d a te  it w a s  sen t - 0 5 /07 /07 .

Force records show  that m em ber o f  sta ff carried out/requested the fo llow in g  PN C  transaction:

D ate: « T ra n sa c tio n _ D a te»  T im e: « T im e»
O r ig in a to r  L in e: « O r ig in a to r_ L in e _ T ex t»
D ata: « T ra n sa c tio n _ D a ta »

O r ig in a to r /R eq u ester  o f  P N C  T ran sa ctio n  -  p lease tick  one option below :

□ I d id  n o t carry out/request this PN C  transaction (your line m anager’s signature is still 
required) - I f  you  have any k n ow ledge about th is check , p lease te ll us in the space provided  
below :

□  I carr ied  out/requested the above PN C  transaction for the reason g iv en  b e lo w  (E vidence m ust 
be attached):

S ig n e d .......................................................................................................................D a te ...............

N a m e ..................................................................................................................R a n k /P o sit io n .

L in e  M a n a g er  (o f  above) -  p lease tick  one option below :

□ I can confirm  that the transaction waS carried out by  the m em ber o f  sta ff  nam ed above.
□ I can confirm  that the transaction waS n o t carried out by  the m em ber o f  sta ff nam ed above.

P le a se  a lso  t ic k  on e o f  th e  fo llo w in g  op tion s:
□  A  cop y  o f  the source docu m ent/evidence supporting the transaction is attached.
□  There is no source docu m ent/evidence to support this transaction, the reason is g iv en  below :

S ig n e d .......................................................................................................................D a te ..................
W a r ra n t
N o ............................................................................................................................R a n k /P o s it io n .
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Please g iv e  details o f  any circum stances that explain  w h y  the m em ber o f  sta ff w as unable to respond to  
the original PN C  Transaction A udit m em o w ithin  the tw o  w eek  period (e.g . A nnual L eave, Secondm ent). 
Please note, officers and sta ff m ay be subjected to additional target m onitoring i f  unable to provide a 
reason for not replying to  the original audit m em o.

S ig n e d ............................................................................................................................ D a te ..................
W a r ra n t
N o .................................................................................................................................R a n k /P o s it io n .

W A R N IN G  -  T h is d o cu m en t co n ta in s  P erso n a l D a ta  w h ich  is su b ject to  th e  D P A  (1998)

Transaction Audit Form - Audit Reference: «Month»«Number»
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A p p e n d i x  C

DATA PROTECTION - PNC Transaction Audit -  Confidential 
U n sa tis fac to ry  R esponse

Please read the attached gu id elin es before Printing  the A udit form. N o te  a ll su p p o rtin g  ev id en ce  m u st  
b e a tta ch ed  and the form  m ust be Sisnedhy your Line M anager. P lease do n o t em a il th e  rep ly .

The fo llow in g  m em ber o f  s ta ff - « W a rr a n t»  « T itle»  « N a m e»  w as sent a Transaction A udit m em o on  
«D ate_L etter_Sent». U nfortunately their response w as deem ed u n sa tis fa c to ry .

This m em o m ust be returned, com pleted , by  internal m ail to D a ta  P ro tectio n  at H e a d q u a rters , or faxed  
to  4 6 69 , w ith in  14 d ays from  th e  d a te  it w a s  sen t - 0 5 /07 /07 .

T h e resp on se  w a s  co n sid e red  u n sa tis fa c to ry  because:

□  N o  ev id en ce w as supplied.

Force records show  that m em ber o f  sta ff carried out/requested the fo llow in g  PN C  transaction:
D ate: « T ra n sa c tio n _ D a te»  T im e: « T im e»
O r ig in a to r  L in e: « O r ig in a to r_ L in e _ T ex t»
D ata: « T ra n sa c tio n _ D a ta »

P le a se  ta k e  th e  a p p ro p r ia te  co rre c tiv e  action  to  a d d ress  th e  ab o v e  p o in t(s) , a su g g ested  co u rse  o f  
action  is as fo llow s:

The response to  the above audit m em o states that the transaction w as carried out in relation to a X X X X X  
check. P lease provide appropriate ev iden ce for this transaction, e.g . P N B  entry, stop form , FPN  number, 
or other suitable ev iden ce.

Or provide details appropriate to  this transaction below :

S ig n e d ............................................................................................................................ D a te .

W a r ra n t
N o ................................................................................................................................. R a n k /P o s it io n .

W A R N IN G  -  T h is d o cu m en t co n ta in s  P erso n a l D a ta  w h ich  is su b ject to  th e  D P A  (1998)

Transaction Audit Form -  TA3 - Audit Reference: «Month»«Number»
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A p p e n d i x  D

DATA PROTECTION - PNC Transaction Audit -  Confidential

The fo llow in g  m em ber o f  s ta ff - « W a rr a n t»  « T itle»  « N a m e»  w as sent a Transaction A udit m em o on  
« D a te_ E n q u iry _ S e n t» . U nfortunately their response w as not received  w ithin  the required tw o  w eek  
period.

« M a n a g er_ W a rr a n t»  « M a n a g er_ T itle»  « M a n a g er_ N a m e»  & « W a rr a n t»  « T itle»  « N a m e»  w ere sent 
an audit rem inder on « R em in d e r_ D a te » . U nfortim ately a response has not been  received  and no reason  
provided. P lease arrange for a response to  be provided.

This m em o m ust be returned, com pleted , by  internal m ail to D a ta  P ro tectio n  at H e a d q u a rters , or faxed  
to  4669, w ith in  14 d ays from  th e  d a te  it w a s  sen t - 05/07/07.

Force records show  that m em ber o f  sta ff carried out/requested the fo llow in g  PN C  transaction:
D ate: « T ra n sa c tio n _ D a te»  T im e: « T im e»
O r ig in a to r  L in e: « O r ig in a to r_ L in e _ T ex t»
D ata: « T ra n sa c tio n _ D a ta »

O r ig in a to r /R eq u ester  o f  P N C  T ran sa ctio n  -  p lease tick  one option below :

□  I did  n o t carry out/request th is PN C  transaction (your line m anager’s signature is still 
required) - I f  you  have any k n ow ledge about this check, te ll us in the space provided:

□ I carr ied  out/requested the above PN C  transaction for the reason g iven  b e lo w  e.g. Stop C heck  
(E vidence m ust be attached):

S ig n e d ..................................................................................................................D a te ..............................................................................

N a m e ..................................................................................................................R a n k /P o s it io n .........................................................

L in e  M a n a g er  (o f  above) -  p lease tick  one option below :

□ I can confirm  that the transaction waS carried out by  the m em ber o f  sta ff  nam ed above.
□ I can confirm  that the transaction waS n o t carried out by  the m em ber o f  sta ff nam ed above.

P le a se  a lso  t ic k  on e o f  th e  fo llo w in g  op tion s:

□  A  cop y  o f  the source docu m ent/evidence supporting the transaction is attached.
□  There is no source docu m ent/evidence to support this transaction, the reason is g iv en  below :

S ig n e d ............................................................................................................................ D a te ...................................................................
W a r ra n t
N o .............................................................................................................R a n k /P o s it io n ........................................................................
P lease g iv e  details o f  any circum stances that explain  w h y  the m em ber o f  sta ff w as unable to respond to  
the original PN C  Transaction A udit m em o w ithin  the tw o  w eek  period (e.g . A nnual L eave, Secondm ent). 
Please note, officers and sta ff m ay be subjected to additional target m onitoring i f  unable to provide a 
reason for not replying to  the original audit m em o.

W A R N IN G  -  T h is d o cu m en t co n ta in s  P erso n a l D a ta  w h ich  is su b ject to  th e  D P A  (1998)

Transaction Audit Form - Audit Reference: «Month»«Number»
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A p p e n d i x  E

DATA PROTECTION - PNC Transaction Audit -  Confidential

« M a n a g er_ W a rr a n t»  « M a n a g er_ T itle»  « M a n a g er_ N a m e»  & « W a rr a n t»  « T itle»  « N a m e»  w ere sent 
an u n sa tis fa c to ry  au d it req u est on « D a te_ E n q u iry _ S e n t» . U nfortunately a response has not been  
received  and no reason provided. P lease arrange for a response to  be provided.

This m em o m ust be returned, com pleted , by  internal m ail to D a ta  P ro tectio n  at H e a d q u a rters , or faxed  
to  4 6 69 , w ith in  14 d ays from  th e  d a te  it w a s  sen t - 0 5 /07 /07 .

Force records show  that m em ber o f  sta ff carried out/requested the fo llow in g  PN C  transaction:
D ate: « T ra n sa c tio n _ D a te»  T im e: « T im e»
O r ig in a to r  L in e: « O r ig in a to r_ L in e _ T ex t»
D ata: « T ra n sa c tio n _ D a ta »

O r ig in a to r /R eq u ester  o f  P N C  T ran sa ctio n  -  p lease tick  one option below :

□  I did  n o t carry out/request th is PN C  transaction (your line m anager’s signature is still 
required) - I f  you  have any k n ow ledge about this check, te ll us in the space provided:

□ I carr ied  out/requested the above PN C  transaction for the reason g iven  b e lo w  e.g. Stop C heck  
(E vidence m ust be attached):

S ig n e d ..................................................................................................................D a te ....................

N a m e ..................................................................................................................R a n k /P o sit io n .

L in e  M a n a g er  (o f  above) -  p lease tick  one option below :

□ I can confirm  that the transaction waS carried out by  the m em ber o f  sta ff  nam ed above.
□ I can confirm  that the transaction waS n o t carried out by  the m em ber o f  sta ff nam ed above.

P le a se  a lso  t ic k  on e o f  th e  fo llo w in g  op tion s:

□  A  cop y  o f  the source docu m ent/evidence supporting the transaction is attached.
□  There is no source docu m ent/evidence to support this transaction, the reason is g iv en  below :

S ig n e d ............................................................................................................................ D a te .
W a r ra n t
N o ............................................................................................................R a n k /P o s it io n . . .

P lease g iv e  details o f  any circum stances that explain  w h y  the m em ber o f  sta ff w as unable to respond to  
the original PN C  Transaction A udit m em o w ithin  the tw o  w eek  period (e.g . A nnual L eave, Secondm ent). 
Please note, officers and sta ff m ay be subjected to additional target m onitoring i f  unable to provide a 
reason for not replying to  the original audit m em o.

W A R N IN G  -  T h is d o cu m en t co n ta in s  P erso n a l D a ta  w h ich  is su b ject to  th e  D P A  (1998)

Transaction Audit Form - Audit Reference: «Month»«Number»

P60071 1v2.doc Page 9 of 9

MOD200018096


