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S o c i a l  M e d i a  C o m m u n i c a t i o n s  P r o t o c o l

1. SOCIAL MEDIA AND THE POLICE

Social media has evolved into a powerful global communications channel. The way w e  
communicate is rapidly changing as a result, and social m edia and the Internet are having an 
impact on m any aspects of our lives, both positive and negative. ,

For the  police, the web and social media provide an opportunity to engage directly w ith the public 
and to  reach a much w ider audience through the sharing facilities th a t social med.ia c ite l'aso  of 
the cornerstones of its success. L  ^

Balanced and proportional
In Avon and Somerset our use o f the web and social media is balanced a'nd-'’4pprop:riate to  ensure 
our messages are consistent and accountable. These clear reliaBieiChanndls-ofe&i^ are
used as extensions of our central web service to  increase our re a th § p th e r fnan isolated 
platforms. As a result, they have been used to  great effect^,{^:;;;,P : ■'-i' • .

There is much debate in the w ider police comrrf|(mty a b o ^ th e  usesbf social media. W hilst it has 
an im portant part to play, it is all too easy to overlOjSjk the'^i'^ 'pacf^d consequences o f this
approach. Some forces have operated a mode^hSf%fj,Qws free  reign for local teams and officers
to set up m ultiple accounts but have found t,h#growing^% m ber of accounts difficult to  manage.

There are some good examples of ac||,u^ts belnig û ^̂  centrally and local o fficer/team  accounts 
and some good community engagem*ef!§]^as takeii' place, and the essence of a single voice 
sustained. ;

J
Common sense, honest and ir itS flily  at all tim es
It is important to note thatfSU^feour dealings with the media must be approached with a high degree of 
integrity and social media is pt) exc%pticm. Current ACPO Guidance for dealing with the media states:

"There is 0Wxffgetation thdt yppas police officers and staff, have integrity, but if  you make mistakes you 
wiii bepipportd0is iong as you have been transparent and honest. However, a robust approach wiii be 
ta k fr i l ]^ h o s e ^0napp(:opriateiy ieak or who have inappropriate relationships with the media and are 
not tra n s p a re h ffn ^  or content o f their meetings with the media."

It is equally important to  consider the content of posts on personal Facebook, Tw itter, UTube and 
other social media sites. Apparently innocent and innocuous comments, such as a grumbling post 
about an early morning operational start fo r exam ple, could prove to be compromising to  
operational security.

The simple rule is 'If in doubt, leave it out.' Build a mental firewall and avoid commenting on 
anything rehnotely connected to  work.
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2. W HY USE SOCIAL MEDIA?

In u s in g  th e s e  chan ne ls , o u r  a im  is to  in te g ra te  w ith  th e  fo rc e 's  w id e r  c o m m u n ic a t io n s  a p p ro a ch  

and  reach  a w id e r -  and p o te n t ia lly  m o re  ta rg e te d  - a u d ie n c e  to  h e lp  us in a w id e  range  o f  areas, 

f ro m  c o m m u n ity  e n g a g e m e n t and  rea ssu ran ce  to  in te ll ig e n ce  g a th e r in g , in fo rm a t io n  and  w itn e ss  

a p p e a ls  to  a id  in v e s t ig a t io n s .

P ro a c t iv e  u se  o f  s o c ia l m e d ia

• P ro v id e  c le a r  lines  o f  c o m m u n ic a t io n  fo r  c o m m u n ity  e n g a g e m e n t an d  rea ssu ran ce

• Ex tend  th e  reach  o f  p o lic e  m essages  on  p e rso n a l s a fe ty  and  c r im e  p re v e n t io n  ad v ice

• E n co u ra g e  sh a r in g  o f  o u r  c o m m u n ic a t io n s  to  h a rd e r  to  rea ch  a u d ie n ce s

S u p p o r t in g  o u r  re sp o n se  d u r in g  t im e s  o f  h e ig h te n e d  p u b lic  in te re s t i
P ro v id e  a c le a r  v o ic e  d ire c t  to  th e  p ub lic , p a r tn e rs  and  s ta k e h o ld e rs  and  c^ @ m un it|ds 

R e sp o n d  to  c o m m u n ity  c o n c e rn s  in a t im e ly  m a n n e r  

P ro v id e  re a ssu ra n ce  and  e n co u ra g e  sp re a d in g  o f  th a t  reassu randb  tpj?recip;jent's c o n ta c ts  

E n co u rag e  p e o p le  to  c o m e  fo rw a rd  w ith  in te ll ig e n ce  a n d | in fo rm I| ib n  thr;^|^gh th e  

a p p ro p r ia te  channe ls .

3. HOW  W E USE SOCIAL M EDIA  -  OUR BASIC gjpERATIIVfp PRINCIPLES

SO C IAL M E D IA  AS A N  EXTEN S IO N  O F  O U R  CO RE W E # U E  S E R l lC E

Q u a lit y  ra th e r  th a n  q u a n t it y  - T o  ensure ia^strong p re se n ce  w e  m in im ise  th e  n u m b e r  o f  pub lic, 

a c co u n ts  o n  e a ch  soc ia l m e d ia  ch^ ppp l; 'they  a re  an  e x te n s io n  o f  o u r  c o re  w e b s ite  se rv ice  and

p a rt o f  o u r  t r ie d  and te s te d  m u lt ig fa 'n p e l o n lin e :p re se n ce .

M a n a g e m e n t  o f  s o c ia l medi'^ - P u b lic  fa c in g  so c ia l m ed ia  c h a n n e ls  are  m a n a g e d  c e n tra lly  fro m  

th e  C o rp o ra te  Com m un ica li^ p^ ^ ^ ^ ^ ftm en t; th e  b e n e f its  o f  th is  a p p ro a ch  are;

• C le a r lin es  o f  co rp jp ||| jca t io n  tgjih e p u b lic  w h e n  th e y  a re  se a rch in g  s o c ia l m e d ia  s ite s  fo r

US ,
C o n s is te n t and|'af^proprj.fte c o rp o ra te  a p p ro a ch  

M a fta g l^ b ility ,  e ispeda fly  d u r in g  cris is  o r  o p e ra t io n a l s itu a t io n s  

^ R e sp o r^ in g  and eng ag in g  q u ick ly  and  w h e re  a p p ro p r ia te  

"^ '"R e d u cp j^ J lI^ ll^ f s p o o f  s ite s  and  m is in fo rm a tio n  

P ro te c t io n  o f  o n - lin e  re p u ta t io n  and  in teg r ity .

FACILITATION  Q F  LO CAL E N G A G E M E N T  T O  SPECIFIC C O M M U N IT IE S

■  S u p p o rt in g  p o lic e  o p e ra t io n s  /  in c id e n ts  - In s p e c if ic  o p e ra t io n a l s itu a t io n s  an a d d it io n a l

o n lin e  p re se n ce  can b e  se t u p  as a te m p o ra ry  s o lu t io n  to  a d d re ss  a lo ca l issue  w h e re  it  is fe lt  to  

be  a p p ro p r ia te . T h is  w ill b e  ag reed  by H ead  o f  eSe rv ices  o r  e sca la ted  to  th e  H ead  o f  C o rp o ra te  

C o m m u n ic a t io n s  if  re q u ire d .

NB: This is a temporary solution until the new website (V4 goes live) where community issues 
w ill be focussed on the new website and the public w ill be encouraged to engage there. Social
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media w ill be used to share and cross publish the Community Issue to ensure wider reach, but it  
is an extension o f the core website service.

C rite r ia  fo r  th e se  spe c ia l cases is as fo llo w s ;

T h e re  is p ro ve n  e v id e n ce  th a t  th e  ta rg e t com m u n ity  w ill n o t  e n g ag e  w ith  th e  p o lice  v ia 

th e ir  m a in  so c ia l m ed ia  a c co u n t an d  o n ly  a lo ca lly  b ra n d e d  a c co u n t w il l  w o rk  

eSe rv ices  rem a in  th e  g u a rd ia n s  o f  th e  a c co u n t w ith  e n g a g e m e n t b e in g  d o n e  in 

c o lla b o ra t io n  w ith  th e  te a m  and  th e  lo ca l o ff ice rs  w h o  have  b een  g ra n te d  access 

G u id a n ce  b e  g iven  to  th e  o ff ic e rs  on  a p p ro p r ia te  use ^

B reach  o f  g u id a n ce  w ill re su lt in  im m e d ia te  c lo su re  o f  th e  se rv ice  

C le a r g u id a n ce  is g iven  to  th e  o rg a n is a t io n  w h e n  q u e s t io n e d  th a t  th is  is a te jn p d ra ry  

s o lu t io n  and  has an o p e ra t io n a l p u rp o se  <

INTELLIG ENCE A N D  O P E R A T IO N A L  USE

D is tr ic ts  and un its  have  been  p ro v id e d  w ith  o p e n  sou rce  a c co u n ts  o i| F a c e b o o |  and T w it te r  

c re a te d  by eSe rv ices  to  fa c il ita te  o p e n  so u rce  in te llig e n ce  ga it lle fin g  aW ||^ ^ tess  c o n ta c t as 

w e ll as fo r  o p e ra t io n a l c o m m a n d e r  u se  d u r in g  p u b lic  o rd e r  in c id e n ts .

C lear g u id a n ce  has b e e n  g iven  and  is d isp la y e d  on  th ^ a c c o u n t  p ro file s  th a t  th e se  d o  no t

re p re se n t th e  c o n s ta b u la ry  as c h a n n e ls  f o r  p t ib lic  c o r tp c t ,  ins;^|ad d ire c t in g  p e o p le  to  th e  m a in  

c o rp o ra te  a ccoun ts .

G u id a n ce  g iven  fo r  th e se  a c co u n ts  can  b e .fo u n d  in a p p e n d ix  1

M O N IT O R IN G  A N D  E N G A G E M E N T

N o rm a l p ro to c o l

W e  m o n ito r  th e  con s ta b u la ry '^ so d a Lm 'e d ia  ch a n n e ls  on  a d a ily  bas is  (w o rk in g  w ee k )  du r ing  

n o rm a l s itu a tion s .

T h is  m o n ito r in g  is don^ u d h g  a C om b in a tio n  o f  a u tom a te d  to o ls  and  m an u a l o b se rv a t io n s  by a 

m e m b e r of^the;eServiS||.tBa^g]||n C o rp o ra te  C om m u n ica t io n s .

D ire | f| e sp o n s e s .a re  rnade w h e n  re q u ire d  and  a p p ro p r ia te  and  an y th in g  th a t  n eed s  esca la tion  is 

e ith e r  ra ised  Withf^̂  ̂ C o m m u n ic a t io n s  o r to  a s p e c if ic  u n it  o r  d e p a r tm e n t  as a p p ro p r ia te .

M a te r ia l in c lu d ih g  v id e o  c o n te n t  is p u b lish e d  th ro u g h  a v a r ie ty  o f  c h a n n e ls  b y  C o rp o ra te  

C o m m u n ica t io n s  u sing  a m ix tu re  o f  a u to m a te d  and  m anua l p u b lic a t io n .

S ca ling  u p  th e  se rv ice  d u r in g  c r it ic a l in c id e n ts

D u ring  S ilve r o r  G o ld  in c id e n ts , m o n ito r in g  an d  en g ag em en t m o ve s  o v e r t o  th e  P ress  te am  in 

C o rp o ra te  C o m m u n ica t io n s  as p r im a ry  users  an d  is su p p o rted  by  th e  eS e rv ices  te am . See th e  

C r it ica l In c id e n t P la n  fo r  m o re  in fo rm a t io n .
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4. DETAILED PROTOCOLS FOR INDIVIDUAL SOCIAL M EDIA  CHANNELS________________________

YouTube 

" Why
W e use YouTube to  host and share all our w ebsite videos for the purpose o f appeals, proactive 
messages and general advice and inform ation.

■ Who
The account is m aintained by eServices in Corporate Communications. This includ^^ m anagem ent 
of videos but also com m ent moderation and responses when required.

■ What -'i ' ,  '%■ ^
All videos use a standard tem plate  for the  introductory p,art o f the video, which itejudes thetcrest, 
the  title  o f the video and the website address, and a "w aterm ark" o f the w^J^ltp IMfcess/dverlaid
in one o f the corners. The video description includes reference to  the contencof the  video and a
link back to the parent page of the website.

By default, comments are always set to  pre-m oderated.

Videos are removed from  YouTube when they have se 
personal inform ation as part o f an appeal, for e^Smple.

eir purpose and if they  contain

1

FACEBOOK

Why
Facebook is used fo r public en g ag em ||^ an d  inform ation sharing as an extension o f our main 
website service and multi-channel orP-lfiflfestrategy? There are a num ber o f accounts and services 
w e use for d ifferent purposes. Xh§®? inclu^||f|s ingle point of contact account for public 
engagement, individual c a m p a |g n ^ a jg |^ r  "applications", and Facebook adverts. Facebook's 
application program m e in te rfa fC ^ ^ w is |b re  also used for sharing content on our main website  
and other micro sites. TjtfSre are sej^piafopen source intelligence accounts used fo r encouraging 
potential witnesses to^'come fo r^ a ra , and other people the  police would like to  speak to .

-4i'
Who/

The account is m aintained by eServices in Corporate Communications. The e-services team  
will pd§^ont'ent, 'rem dnd to users, create dedicated campaign applications and adverts, and look 
after all a ltf^ fjs  o f maintaining the account. All communications officers within Corporate
C o m m u n ica l1 ^ s?h a ve  a cce ss  to  th e  a c co u n t and  can  p o s t  n ew s  and  ap p ea ls  w h e re  a p p ro p r ia te .

■■

The overt intelligence accounts are m aintained by various intelligence units and are overseen by 
eServices.

■ What
A set style profile image has been created for the corporate account and these are used a t all 
times to  achieve consistency and a strong profile. •

W e make it clear th a t Facebook accounts are not the route for reporting urgent crimes to  the  
police as they are not monitored round the clock.

1 7

MOD200011108



For Distribution to CPs

Appendix 1 contains guidance on the protocols for the Open Source intelligence accounts.

Engagement and discussion is encouraged amohgst followers and new followers are encouraged 
to  help spread our communications reach.

W e do not to lerate speculation and misinformation on our accounts, and in particular during a live 
investigation. This is made clear to the people who post on the page, and it is m oderated and 
comments removed as and when required. Repeat offenders are banned from  the page.

Facebook accounts currently  in operation ?
Main Constabulary account: http://www.facebook.com /avonandsom ersetpolice

Cranium Caviar: h ttp://w w w .facebook.com /pages/w w w cranium caviarcom /2635B387223
W i. -i-

In the Zone Campaign site fo r Bristol Student Burglary f  J r
http://www.facebook.com/pages/Are-vou-in-the-Zone-Essential-info-fc%-.B'nstol- £  

Students/40949149876

TWITTER

Why
Tw itter Is used fo r public engagement and infor|^aTY6n;sharing as an extension of our main 
website service and multi-channel on-line str.a|igy. T h e f^ a re  a num ber of accounts we use for 
different purposes. These include a single p€[^|sOf contact account fo r public engagement and 
information dissemination, d ed icate (^gcount#^p^gedfic  policing operations or initiatives such 
as Glastonbury Festival and C ra n iu m .€ ^ ||: and^opf fo r incident commanders to use during public 

disorder incidents.

Twitter's APIs are also used fo^shdnhg 'content on our main website and other micro sites.

S '
Who ..4

. SiThe accounJ^j^je mairifained by^Services in Corporate Communications, who post content, 
respont^t^uM fs, and look affd f all aspects of maintaining the  accounts. All the communications 
offic^j^ in Corporate Com^munications have access to  the main accounts fo r the constabulary, 
Glaftobbury dfecfaĥ ^̂ ^̂ ^̂  ̂Caviar, and can post news and appeals where appropriate.

The Incident cbmrfianders account is managed by designated staff within Operations.
< •

■  What
A set style profile image has been created for the corporate account and should be used at all 
times.

W e make it clear that Facebook accounts are not the  route for reporting urgent crimes to  the  
police as they are not monitored round the clock.

Engagement and discussion is encouraged amongst followers and new followers are encouraged 
to help spread our communications reach.

18
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News from  the main website newsroom is autom atically published into the main constabulary 
T w itte r feed  and individual updates are also provided as and when required.

From tim e to  tim e  w e use T w itte r as a m ethod to  provide live coverage of events from  a policing 
perspective, such as the Glastonbury Festival o r operation Relentless, however this is as an 
extension o f our core service to reach a w ider audience.

Twitter accounts currently in oepration
M ain police account: w w w .tw itter.com /aspolice ^
Glastonbury account: w w w .tw itter.com /policeatg lasto  / %  :
Cranium Caviar: w w w .tw itter.com /C ranium C aviar  ̂-
Police W itness and Victim Advocates; ww w .tw itter.com /Asw itnessvictim  i “ ' ; ,
Incident Commanders: www.tw itter.com /ASPIncidentCom m

FLICKR

W hy

( /  I
y,y,.

Flickr is used as a photograph sharing site by th e  force w ith ^ ^ ^ g le  accouht. The photographs are 
mainly from  police events and the  account is used fo r PR ptirp'oses^and the sharing facilities it 
provides. I

W e don't use it heavily, but it is useful for storing^and presenting a large num ber of images.

W ho
The account is maintained by eServic'es in Corporate Communications, this includes posting 
content and responding to comments. . ,v

W h at
A set style profile image has btflififrb 'ate^ fo r th e  corporate account and is used at all times.

Images m ust be uploa^^edis^ith ^copyright license applied and waterm arked w ith the website  
address. , ~

The d ilc r ip tio n  of images.,should include the  inform ation surrounding the event in question, with  
a link ®§|l^tpdhe'dedicated website or event page.

Flickr accounts currently in operation
M ain Constab,ulary account; h ttp://w w w .flickr.com /photos/aspolice/

USTREAM

W hy
Ustream is used by the Constabulary to  broadcast live video events. The events are usually PR 
related and include the Community Policing Awards and the  Live and Unsigned com petition.

19
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During th e  event, engagement w ith viewers takes place as well. W e are exploring the potential of 
this service fo r more operational events such as briefings and meetings.

Who
The account is maintained by eServices in Corporate Communications, w ho run the video stream  
and com m unity engagem ent prior to  and during events.

What
A set style profile image has been created for the corporate account and should be used at all 
times.

The video is set to  be recorded during broadcast so it can be available on the  C onst^^Jiry 's  
Ustream channel for people that missed the live event. /

The live video is em bedded into a website or microsite, and visitors are drixej^.to^i;lai4rist%ad of 
the Ustream channel itself.

Ustream accounts currently in operation
Main Constabulary account; www.ustream .tv/user/asPolice

% . d r

WEB CHATS

Why
■Jay-f-

-’'Mr
W eb chats are used as part of the  Constabularf^'s w ebsif|serv ice  to allow live virtual discussions 
between members of the constabulary, theffil^Jic and partners.

Who .
The platform  was developed an^i%^uppofte;d, m house by eServices in Corporate 
Communications.

The web chat schedule ,i.#fe%^rdinated/6y a m em ber of the eServices team  who organise timings 
and promotion of the |h aW h  partnership with one of the communications officers from  Corporate 
Communications. ^

■fsSS
'S'The chSts are Moderated by a m em ber o f the eServices team .

What ;
W eb chats a ^ p p e n  to all units and team s within the constabulary who w ant to  engage with the  
public.

There is a set fortnightly schedule th a t rotates through different areas o f the force and is focussed 
on local neighbourhood teams as an alternative to  physical PACT meetings.

However, web chats can be set up at anytim e fo r public engagement. In the  past, chats have 
included engagement w ith the Chief Constable and other senior officers, as well as them ed chats 
that w ere used in relation to specific incidents and operations.

20
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Chats are prom oted via Facebook, T w itte r and the  constabulary website. The public can sign up for 
rem inders to  be sent via e-mail or tex t message on the day of the chat.

The transcript is published at the end o f th e  chat, usually w ithin one working day once any 
in form ation that needs editing has taken place.

/
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Appendix 1

Guidance for open source intelligence and operational accounts on social media channels

E-services will support each district and departm ent in setting up an overt Facebook site (e- 
services maintains control over usernames and passwords and account allocation).

Responsibility for authorising th e  creation of a Facebook account rests w ith  the District 
Intelligence co-ordinator or D epartm ent M anager

The District Intelligence co-ordinator or Departm ent M anager will confirm the na'hi^^jpf those 
persons allowed access to  the  account and be responsible fo r the  day to  day use of tf^g cco u n t. It 
is anticipated this will be used fo r tracing witnesses, victims or Missing persons. a c l i^ ^ th e  
full benefit and maximise the  potential for raising public awareness, it is im portant that th ^M ad  
officer for the case from  Corporate Communications is involved. ’ ' '  >

- i  %
Intel 24 will have an account set up fo r 2 4 /7  access. The FIM will take t i f t  p&ponsibility of the  
District Intelligence co-ordinator or District Manager out of hour^^Tnis wi1|f;a.G,iJi|aT  ̂ research in
relation to  high risk mispers out of hours.

The account will be aligned to  th e  existing departm ent or.:Snit outlook E-mail account.

Each account will have a password which should b e ||tn ite i to  a n'Shnber o f individuals and it
should be monitored on a regular basis.

The E-mail address of th e  accounts is h idde^flbprevent SPAM and the  account will be monitored
4 . ■

and flagged to eServices during any incidents df^RAM -

No "friends" or followers should;b&'added n p rp  added to  the  profile
44

Access to the tw o Operational fS lille n t tw itte r  accounts is lim ited to  selected individuals and is 
the responsibility o f th §<d 6^^n t regpesters.

<. '
TheTw itte^^jcpunts s|lQuld b,ej^sed in cooperation w ith Corporate Communications during public 
in c id e n ^ ^ rtit& a  c o r p d ^ S l^ p o n s e  is required and good lines o f communications must be in 
placefSt all time’s. „
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