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BBC Data Protection Handbook

Welcome to the BBC Data Protection Handbook, which sets out the BBC's approach to Data
Protection and offers guidance and information about DP within the BBC.
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Modute 7 - lntroduction Modile 2 - ODverviow of Data Frotestion

1.1 What is data protection law? The Data Protection Act 1998 (DPA) protects individuals’ privacy by regulating how personal
information (defined in the DPA as *personal data’) is collected, used, disclosed and stored.

Data protection law gives people the right to control how their ‘personal information’ (any

information that relates to them, such as a name, contact details, preferences etc) is useq. 2.1 The Rules

Organisations such as the BBC that use personal information are under obligations to use such

information responsibly. In order to comply with the DPA, the BBC must follow rules about how personal information is
used:

1.2 Why is data protection important?

'

gwfulgroundforu’slng theperso
fnformation is fair and that we m

Data protection is about protecting people’s privacy. This includes all people who are connected 1. We must ensul?e at there_-l
with the BBC in some way - employees, contractors, contributors, website users et¢. '

72, Wemust enisure that
1.3 Why is it important to get it right? \ spgglﬁ_egmndﬂsm o

. . ' 3. We must only use sensftlve
The BBC is committed to protecting the personal information of audiences, employees and use it. e

contributors in accordance with the law,

Qnel information if-it ls a’bsolutel-y ng_gesgg forusto

.. 4. 'We must only use sensl A gelsonal informanon where we have obtamed the
It’s therefore important that the BBC gets data protection right because: individual’s ggme_s_s_gﬁng_t unless’ an exceptlon applles g

* It affects everyone involved with the BBC; and 5. 'We must ezmlmjmmdggﬁ 3 tlme their personal informatlon is collected how o
that information will be: used the.EBC ;

s It's key to the BBC's role as a public service broadcaster that it follows the rules on data g nal lnformatlon for lhuse purposes whlch are known o

protection, which need to be carefully balanced with the BBC’s freedom of expression in 6. We miust only Obtain BNG
its programme making, ‘ to the lngjvlgggl

7. 'We can only chang the:p

rpose for which personal lnformatlon is used if we make
"people n

and they can _p.cesa.tl.\mgﬂ‘

itis'in.your interests asa: BBC employee or-contractor to ensure that you protect the
personal information you use as if it were your own. Failure by BBC Staff to observe the

| rules in this Data Protectlon : dbook (the “Handbook") isca for disdp{lnafy actlon 8 We' must only
. which-could involve dlsmlssal 3 _ :
14  What records are covered? 10 We must on[y keep bersonal i urmatton for as gg g; js really nlw
Anything which includes personal information (f.e. both hard copy and electronic records) must 11 We must always 3dh9f €to 0“"5 —ACCGSS Pmcedure and ber ;egerm_ve

be used in accordance with this Handbook. . - anyquerles, requests of comptalnts made by individuals in connectlon wlth their
personal lnforrnatlon : : &

1.5 Who is affected?
e 12, We must always: adhere to our gfgrmatign Secgrlg Pulidg§

13, We misst ensure that p_ggvxders gf §emcg§ toUs: also adopt approprlate and equrvalen'

Everyone at the BBC is accountable for following and upholding the requirements of this
Handbook. If, as a BBC Staff member, you collect any details about individuals in the course of
your work, you will be using personal information. This means that you must abide by the rules
set out in this Handbook. This Handbook sets out all the tools you’re likely to need relating to
personal information in your day to day work,

14; We must’ never transfer personal lnformatlnn to suppliers TP rtner oréanlsatlons
"< outside'the BBC ¥ tl'lout ensu S that they, pro m@ ;gg tight-tevel of groteg;igg

1.6 Who can help within the BBC? U150 Wesmust always allow individuals to opt-oli £ of receiving marketing lnformatlo

The Information Policy and Compliance department within the BBC is responsible for overseeing 16 We must always _QE___ the details of: lndlvidua,ls WhO have npted Wt of: rece
the BBC’s compliance with the BBC’s obligations under the DPA and the Freedom of Information - .marketing lnformatmn. ;
Act 2000 (FOIA).

To find out the IPC Adviser for your division, check the IPC Gateway site.
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Throughout this Handbook these rules are repeated where they are relevant to the work at the
BBC.

It is important to understand the reasons behind each rule and the prattical steps to follow in
order to comply with the rules.

Ruie 3: We'ni

sensiﬁve personal information. if it kag “Ly_;' ely ngggg_a_k k"g‘fkfpv‘t»;s to
use it . , s

 We mu it -ensure that there fs.a lawful ground for using personal information -

Understanding the Rule

This is part of the principle in the DPA to only use personal information fairly and lawfully. The
BBC must always be able to rely on a lawful ground to use personal information e.g. the BBC is
required to pass on details about employment and salary terms to HM Reveriue and Customs for
taxation purposes. Although the BBC is also required to inform individuals about how the BBC
will use their personal information, we can never use personal information in a manner that is
unlawful. For example, obtaining personal data about an individual by impersonating them is a
criminal offence (this practice is known as “blagging” and the regulator is seeking increased
penalties for those convicted of it).

Practical steps

We need to be sure that what we want to do with the personil information is lawful. Ask
yourself whether the purpose for using the information might be contrary to any taw. It may be
obvious that a purpose is lawful, such as where the BBC i required to use the information in
order to comply with its own lawful obligations. If in doubt, please contact the IPC Team.

Understanding the Rule

Sensitive personal information is infarmation relating to an individual’s racial or ethnic origin,
political opirions, religious or other beliefs, trade union membership, health, sex life and
criminal convictions. This information deserves even stronger protection than other personal
information, so our standards of care must be higher when dealing with this type of information.

Practical Steps

You should always assess whether serisitive personal information is essential for the proposed
use. If you can achieve your aim without using sensitive personal information, then do not use
it. Please remember the greater expectation of privacy that people attach to these pieces of
information.

y use sensitive personal information whe

Rule 4: We must :
nt; unless an‘exception ‘applies

; have ofitairied the
individua["s express ¢ : T

: ensiire that the use of the information is fair agdsﬂiaytﬁe e

Understanding the Rule

The BBC must use personal information fairly. To ensure that the use is fair; the BBC must
consider the consequences of the proposed use to the interests of the individual. If there is a
concern that the use may be detrimental to the individual, then the use may not be fair. As a
guide the BBC should consider whether the use of the personal information would be within
their reasonable expectations.

Practical Steps

Additionally, to use personal information the BBC must always meet onje of the specified
conditions. One of the specified conditions is the consent of the individual concerned and it may
be fair to assume implied consent in certain circumstances (e.g. where an individual writes to
the BBC they implicitly consent to their personal data being processed to deal with their query).
Furthermore, in many cases it will be possible to rely on the specified condition relating to the
legitimate interests of the BBC in using the personal information so long as there is no brejudice
to the individual concerned. However, when using sensitive personal information (e.g.
information about someone’s health or religious beliefs), the BBC needs to meet an additional
condition. Please see Rule 3 and Rule 4 for further guidance on sensitive personal information.

Please contact the IPC Team if you are not sure which condition to apply.

Contact the IPC Team at: dpa.officer@bbe.co.uk 5

Understanding the Rule

Given the nature of this type of information, it is usually only appropriate for us to collect and
use it when people agree. This permission to our use of sensitive personal information must be
genuine and freely given.

Practical Steps

When you use a form to collect sensitive personal information, it must include suitable wording
explaining to the individual why this information needs to be collected and that the individual is
giving explicit consent for this purpose.

Consent must be demonstrable. When you collect it verbally it must be recorded in such a form
as to prove that the requisite information was provided to the individual and their response is
capable of being verified.

Where consent is not possible, you should contact the IPC Team to consider whether an
exception applies.

Note on financial informatian: Financial personal information is not defined as “sensitive
personal data” under the Act; but norletheless deserves special protection die to the serious
harm that can result from its mjsuse.

| Rule 5: We misst explain to individuals, at the time theif personal information is collected, how: -

that information will be used by the BBC. =

Understanding the Rule

Contact the IPC Team at: dpa.officer@bbc.co.uk 6
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The BBC must provide certain information to notify the individua| about the use of their
personal information. Being open and transparent in the way that we use 'and share our
employees’ and users’ personal information is the single most important step we can take to
create good data protection practices within the BBC. This means that individuals are always
told in a clear and comprehensive way about the uses, disclosures and processing activities
performed on their information when such mfol'matlon is obtained. This is usually done through
a Privacy Notice.

Practical Steps

in the context of employees’ information, Privacy Notices need to be issued to all employees
operating in the EU and where obliged to by law in countries elsewhere.

For users’ information, the BBC must make available versions of the Privacy Notice at the points
where personal information is collected which will typically include application forms and
websites.

The BBC’s Privacy Policy is an online Privacy Notice which meets our obligation to use
information fairly since it provides website users with information about how we use their
personal information when we collect it online. It is important that we also provide specific
details at each point where we collect information.

You must also ensure that if you make changes to the personal information you collect via the
bbc.co.uk website, or you change the purposes for collecting personal information, your
activities are consistent with your Privacy Notice and the BBC Privacy Policy.

See the section “What must we tell people when we're collecting information about them”
for examples of Privacy Notices.

KEY QUESTIONS

e Are those you hold, or collect personal information about clear as to what you are
collecting and how it will be used?

* Does your use of the information satisfy one of the conditions set out in Rule 27

* Do you have explicit consent to process sensitive personal information? Could you
provide evidence of this if necessary?

e s this also the case if you collect data about someone from a third party?

Along with the rules above, this rule ﬁmlts the use of personal mformatron to the purpose(s) for
which it was obtained.

Practical Steps

it is possible to use personal information collected for several different purpdses. When
collecting personal information from individuals, BBC Staff should consider al{ likely future uses
and communicate these clearly to the individual at that time. Bdt putting a broad “catch-all’
such as “and any other” useé in the Privacy Notice is.not acceptable The purpose for using the
personal information has to be reasonably clear when the irformation is collected.

Where BBC Staff would like to involve individuals in a future survey; ask the individuals whether
they wish in the first place to be contacted about the survey.

', Ru(e 7‘ We can only change the purpose fof whxch pefsonal informanon is used if we. make k'
pecple x@re of g&_h § changg and:they gag em{ess theit concems

uile 6: We muist onlyobtsain and use personal inf rmal
indiv;d

 those purposes which are own.

Understanding the Rule

This rule means that the BBC must identify and communicate the purposes for which personal
mfdorn;atllon will be used (including secondary uses and disclosures of the information) to the
individual

Contact the IPC Team at: dpa.officer@bbc.co.uk 7

Understanding the Rule

if personal information is collected by the BBC for a specific purpose (as communicated to the
individual via the relevant Privacy Notice or Privacy Policy) and subsequently the BBC wishes to
use the information for a different or new purpose, the BBC must ensure that the relevant
individuals are aware of such a change. In certain circumstances, the individual’s consent to the
new uses or disclosures will be necessary.

This means it is important to ensure that when personal information is collected, individuals are
informed of all llkely uses of that information, in order to minimise the likelihood of having to
inform them at a later stage.

Practical Steps

In every case, the individual must be informed of the fact that his/ her information will now be
used in a different way.

if the change is likely to be within the reasonable expectation of the individual, then the change
can be implerl;'nented without obtaining consent.

However if a new use of someone’s personal information is likely to have an adverse impact on
that individual’s privacy rights, the BBC must seek and obtain the consent of the individual
before using the information for that new purpose.

There are certain exceptions to this rule. Please contact the IPC Team for further information.

KEY QUESTIONS

+ Have you identified all the purposes for which you intend to use the personal
information?

« If you have already collected the information, does the new purpose differ from when
the information was originally collected? if so, please obtain advice from the IPC Team
before proceeding.

Contact the |[PC Team at: dpa.officer@bbc.co.uk 8
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I:Rule 8: We must only keep personat information that:is reval'lyfg!év‘a‘gg ;t@)»us‘;‘ \

‘ fR\’x"l‘e‘ 9% We must-keep personal 1nf9fﬁi§ti6xi éécu@i:eﬁ: and upto.date

Understanding the Rule

Personal information should only be collected where it is relevant. The BBC must identify the
minimum amount of personal information that is required in order to fulfil the identified
purpose.

This rule is specifically aimed at ensuring that the correct amount of information about
individuals is used. in particular, the BBC should only collect or hold the minimum necessary
information about an individual in order to carry out the activity.

Practical Steps

This rule applies even if the provision of certain additional information is voluntary. For
example, you should not ask for someone’s date of birth if all you need to know is their age -
simply ask them to state their age or to select the appropriate range from a list of ?ge ranges.
you are interested in knowing what region the individual is from, you do not need to ask for
their whole postcode. You could just ask for broader regions (“Yorkshire” or “South-east”) or
the first part of the postcode.

f

When collecting information via forms (whether on-line or off-line), the forms should be
designed so that only the necessary amount of information is collected.

Furthermore you should consider whether the information you are collecting can be collected on
an anonymous basis, in which case it is likely you will not be collecting ‘personal information*
because you cannot identify particular individuals. Audience research projects are an example
of where anonymous information is often used, and hence more questions can be asked about
the demographic of the participants without having to identify them. However, depending upon
what particular information you are collecting, you should be aware that simply omitting to
collect names may not be enough to make the information tfruly anonymous. If you want to
collect anonymous information please contact the IPC Team,

KEY QUESTIONS

+  Establish what personal information yau really need to collegt and why. Do ot collect
information just because it might be useful to you in the future - it has to be releyan; to
the purposes for which you are collecting the information now. :

e Check the information you are collecting and the design of your forms and telephone
scripts against this purpose.

¢ Stop collecting information or delete information which i$ no longer relevant or could be
considered excessive, even if initially collected on a voluntary basis.

+ Consider keeping anonymised information if you don’t need to identify specific
individuals (for advice please contact the {PC Team).

Contact the IPC Team at: dpa.officer@bbc.co.uk 9

Understanding the Rule
Inaccurate information can be harmful to the BBC because the BBC will be making business

decisions on the basis of out of date or false information. The main way of ensuring that

personal information is kept qccurate and up to date is by actively encouraging employees and
users to inform the BBC when their personal information changes. Where information has been

collected directly from an individual gr a reputable third party, it is reasonable to assume it is
accurate. However, remember that the onus is on the BBC to satisfy itself this is so.

Think about the likely damage or distress which could be caused to an individual as a result of
inaccuracy and update the information accordingly. imagine a local authority that did not
update the records of a other whose child had died. Great distress would be caused to her if
the local authority contihued to send her information about the child’s education etc.
Practical Steps

In the employment context, employees must be actively encouraged to update their details
(e.g. change of address), by means of systematic reminders.

All users must be actively encouraged to update their contact details by invi‘{ing t}nem to notify
the BBC of any changes in their personal information when the BBC communicates with them,

Where information is found to be inaccurate, it should be corrected. If you are not certain about
the accuracy of the information, thén you should make & record stating that you are not certain,
for example in a notes field. This will be sufficient to meet the requirements of this Rule.
In deciding whether you need to update information, you should also take note of Rule 10 below
which states that personal information should only be held for as long as is necessary.
KEY ACTIONS
Establish methods to:

e Check the accuracy of personal information when you collect it;

« determine which personal information is actively used;

o keep ‘live’ personal information up to date; and

« provide and promote mechanisms for users to update their own personal information

o correct, or mark any record which is disputed.

Rule 10: We wst eep personat information only-for as long as is really nec essary

Understariding the Rule

Contact the IPC Team at: dpa.officer@bbc.co.uk 10
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Personal information should only be kept where there is a business or legal need to do so.

For example, statutes or regulations may require that certain personal informatior be retained
for a specified length of time. it may also be prudent to keep certain personal information for a
specific period so that the BBC is able to defend properly any legal claims or manage an ongoing
business relationship.

Documents (including paper, electronic versions and email) containing personal information
must not be kept indefinitely and should always bé deleted and destroyéd once they have
become obsolete or when that personal information is no longer requireH. Personal information
should not be retained simply on the basis that it might comg in useful one day without any
clear view of when or why.

There must always be a reason why the BBC retains personal information. You need to be able
to show that personal information is being held for a burposeﬁ If you can justify the reason for
retention you will be compliant with the Act.

If a sufficient reason cannot be shown (just in case the information may come in useful some
day does not amount to a purpose) then this Rule imposes an gbligation upon the BBC to get rid
of the information, or of those parts of the information which are no longer needed. Please see
Module 9 - Security and Deletion of Personal Data for more information oh this.

Practical Steps

The DPA does not impose particular retention periods. When consideririg appropriate periods for
the retention of personal information, bear in mind that different periods may apply to different
personal information which is held for various purposes. For certain records, the BBC’s
Corporate Retention Schedule will apply.

If you need to keep personal information for the period of a programme series, consider il] you
can delete it after the series. If you need it for the next serigs, that is ok, so long as you have
truly considered the need to retain the information and can justify retention.

If you are considering keeping personal information for a long time, for example in & personal
contacts list, you should consider whether the person knows or reasonably expects you to keep

it. If there is no expectation, then you should delete this information. Alternativgly, you may be
able to anonymise the information if you no longer have a need to identify specific individuals.

KEY QUESTIONS
o Review why you are keeping the personal information.
« s the purpose for which you first collected the information still relevant?

e Can personal information that you no longer need be deleted?

¢ Do you have procedures in place to epsure data that is no longer needed is deleted?

their personal information.

“Rule 11: We must always adhere to our Access Request Response Proceduire set ollt
| and be receptive to any queries, requests or complaints made by individuals in connec

Contact the IPC Team at: dpa.officer@bbc.co.uk 11

Understanding the Rule

One of the most important of 111 data protection rights is the ‘right of access’, through which
individuals are entitled (by making a written request to the BBC) to be supplied with a copy of
any personal informatior] held about them (including both electronic and paper records).

Individuals also have the right:

e To prevent processing likely to cause sgbstantial damage or distress;

« To prevent processing for direct marketing purposes; and

¢ To have data corrected, blocked, deleted or destroyed if inaccurate, or if damage has
been caused. ‘

« To be notified of any automated decision taking (and the rationale used in soiely
automated decisions)

Practical Steps

If you receive a request from an individual asking for a copy of their personal information, you
must follow the pracedure in Module 14 - Subject Access Requests.

If you receive a request from an individual to stop using their personal information bécause it is
causing them distress or damage, then please do not enFer into discussions with the individual
without first contacting the IPC Team and Programme Legal Adyice. Please s¢e Module 16 -
Complaints for further infermation. ‘

if you receive a request from an individual to stop using their personal details to send them
marketing information, then you must ensuré that you stop sending them marketing. Please see
Module 11 - Marketing for more information or contact the IPC Team.

In some cases, an individual’s data may be processed and a decision which would affect them
may be made automatically on the basis of that information. Examples might include where an
online psychometric test has to be completed and a minimum score achieved as a condition for
applying for a role, or where an individual applies for tickets tp an event onlihe and the decision
not to allocate them tickets is taken automatically. If you receive a request from an individual
about what their rights in relation to automated decision taking please contact the IPC Team.

An individual who obtains a copy of his/ her personal information under a subject access
request, may consider that the information is inaccurate and needs to be changed, deleted or
destroyed. The individual may request the BBC to change, delete or destroy the information.
Where the BBC disputes the individual’s arguments, the individual is permitted to take the
matter before a court. Please see Module 16 - Complaints for more information or contact the
IPC Team.

KEY ACTIONS

«  Make sure you and your staff know how to recognise a $ubject access request (a request
from an individual for a copy of their personal information) and forward it to the IPC
Team immediately.

e Review all the ways you may be using personal information for direct marketing.

» Make sure individuals have the opportunity to opt out of direct marketing activities,

Contact the IPC Team at: dpa.officer@bbc.co.uk 12
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particularly where personal information is collected online.

* Look at the Privacy notice you provide to individuals at the point you collect their
details. If you pass their details onto third parties, is this cledrly explained? (The right to
object to/opt out of mailings applies equally in relation to third parties.)

¢ Make sure your databases include the ability to mark those who opt out of direct
marketing. Keep this database up to date. Amend or delete records of those notified AS
‘unsubscribed’, ‘deceased’ or ‘moved away’.

¢ Remember that data which you hold, including emails and hand written nates (e.g. of a
disciplinary hearing) may be subject td disclosure - ensure that your communications are
always professional and work on the assumption they may be disclosed.

¢ Remember that once a record is created it may have to be disclosed - don’t keep emails
longer than necessary and use non-written communications where appropriate.

« password protect the files;

o use an approved password protected screensaver if you leave your mag; hine unattended;

« do not leave files or printouts lying around where they may be seen by unauthorised
people; and

« dispose of waste paper which includes personal information by shredding.

« escort visitors while inside the building

« if transferring personal information use an appropriately secure method of transfer and
if in doubt consult the IPC or the BBC information Security Department via

email: ism@bbc.co.uk

BBC Staff must ensure the security of personal information held manually on CDs, USB sticks or
on the C: drive. This will normally involve locking the CD or USB stick aviay at night. Sensitive
information must be secure each time you leave your desk and laptops should be locked away
when not in use. If you are storing personal information on a memory stick it must be
encrypted. You should never dispose of personal information without shredding it. Please be
aware that a number of high street banks who disposed of client details in refuse bins without
shredding have been publicly repritnanded by the Information Commissioner. We do not wish
this to happen to the BBC. Click here for some Top Tips for Information Security.

Rule 12: We must adhere to-our Information Secur'iygy [zglit:’ies=
B - o]

Rule 131 We must ensure that providers of services to us also adopt. ggmgriate and gggivalen =
uriL‘y measures - s i

Understanding the Rule

Personal information must be kept secure. Technical and organisational security methods are
necessary to prevent the unauthorised or unlawful processing or disclosure of personal
information, and the accidental loss, destruction of, or damage to personal information,

When considering what level of security is required in each particular case, the following factors
must be taken into account:

The state of technological development;

The cost of implementing any measures;

The harm that might result from a breach of security;
The nature of the information to be protected.

The DPA requires the BBC to adopt a risk based approach to the security of personal information
held by the BBC.

Practical Steps

Examples of technical measures include the use of passwords, encryption, firewalls or anti-virus
software. You should use increased security features according td the sensitivity of the
information and the manner in which it is stored (for example, if dealing with children’s
information or credit card numbers).

Examples of organisational measures include taking steps to ensure the reliability of staff who
use personal information, for example through training, and having in place a comprehensive
security policy.

We are all responsible for ensuring that personal information is only accessible by those
authorised to have it and to that end, must take a number of steps to safeguard this. For
example:

Contact the IPC Team at: dpa.officer@bbc.co.uk 13

Understanding the Rule

The law expressly requires that where a provider of services to the BEiC has access to BBC
employees or users personal information, the BBC imposes strict contf’ artual obhgatlons dealing
with the security of that information.

Practical Steps

All contracts with providers of services must include the standard contractual provisions made
available by the IPC or Regulatory Legal Department from time to time,

Where the BBC uses an agent or contractor, for example an indie producer, to use the
information on the BBC’s behalf, the BBC is still legally responsible for how that information is
used. Consequentially, the BBC must be satisfied with the third party’s security measures.
Further, a written contract must be in place requiring the third party to process the information
solely in accordance with the BBC’s instructfpns and to provide an appropriate level of security
for the information. Each time the BBC is considering engaging a new contractor that will use
BBC Staff or user personal information, please advise your division’s DP Representative and BBC
Information Security (the department which approves the technical security of systems and the
security policies of other organisations that we work with).

The basic elements you should consider for information security are listed in the Top Tips for
Information Security.

It’s important to remember that whenever you use BBC information you must comply with the

Acceptabl e Policy.

KEY QUESTIONS

» I you are setting up a new database, have you considered where it will be stored and

Contact the 1PC Team at: dpa.officer@bbc.co.uk 14
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how you will limit access to it?

« Are you collecting sensitive information, children’s information or bank details? is the
security around this information adequate enough?

e Are you engaging another organisation (a data processor) to collect and store personal
information on the BBC’s behalf? Do you have a contract in place with them? Have you
contacted your DP Representative to obtain their advice?

Rule 14: We must nevertransfér perso@ai‘jnformaijon outside the BBC without ensuring that the
third ovide the:right tevel of prot n’ Akl ’

Understanding the rule

We can transfer personal information to service providers based in the European Economic Area
50 long as we comply with Rule 13. The European Economic Area (EEA) consists of the 25 EU
member states together with iceland, Liechtenstein and Norway.

However, there are different rules when the BBC:

e Transfers personal information to service providers based outside the EEA; or
¢ Transfers personal information to third parties (who are not service providers) based

inside or outside the EEA.

The general rule is that personal information should never bg transferred outside the EEA
unless the information is adequately protected.

The BBC takes the view that transfers within the BBC, from the UK to another part of the BBC
outside the EEA, are acceptable provided that all BBC staff are required to comply with the
rules specified in this Handbook. For other transfers, including where a third party is involved eg
a BBC outsourced supplier or where the data is béing transferred from outside the UK, please
refer to IPC for further advice.

What is a transfer?

A transfer takes place when personal information collected in the EEA is transferred to a country
outside the EEA where the personal information is used. Mere transit, such as where personal
information is routed through a third country e.g. the USA, on the way from the UK to anotHer
EEA country, is not regarded as a “transfer”. However where data can be accessed from a non-
EEA country, even ff it is physically held in the UK, this is likely to constitute a transfer.

Examples of transfers to a third country include:

o Where a website is hosted on servets in the USA. If the personal information of people
in the UK is collected then their information will be “transferred” to the USA.

e Steria processes a great deal of BBC’s finance détails which can include personal
information (such as expenses). Steria has processing operations in India. Therefore this
is a transfer of personal information.

¢ Publishing personal information on a public website is equivalent to allowing the
transfer of information worldwide.

Contact the {PC Team at: dpa.officer@bbc.co.uk 15

Obtaining approval for a transfer

if the arrangement you are entering into means that personal information will be transferred
outside the EEA please speak to the IPC Team since this is a complex area. For example, there
are certain exemptions available from the restriction on transferring information. Where a BBC
supplier may process personal data outside the EEA this will require a) appropriate checks jnto
the supplier’s policies and procedures and ability to protect the data overseas and b) specific
contractual obligations to be placed on the supplier to ensure adequate protection of the data.

If a third party is being used to host a website, you must comply with the Third Party Hosting
Guidelines, and ensure that the third party completes the information Security hosting
questionnaire both of which can be found here

KEY QUESTIONS

»  Are you transferring persanal information outside the EEA?

« I you are using an exterhal service provider, are all their operations and handling of the
personal information based in the EEA, or will they potentially be transferring
information outside of the UK? Where are their web servers based?

o If you are transferring personal information outside of EEA have yoy taken advice from
PC?

' Rule 1 5 We must always efisure that we have received a proper opt-in fropm‘,indiv‘idubals;whq o
“'wish to receive marketing before sending them marketing ) e

Understanding the rule

One of the key data protection rights that individuals have is the right to object to the use of
their personal information for direct marketing purposes and the BBC must ensure that it
receives proper opt-in requests in order to market to individuals and provides indjviduals with

mechanisms to opt-out at a latef date should they wish to.
Practical steps
The BBC must ensure that the data protection statement made availapl'e when personal

information is collected explains to indjviduals the consequences of opting-in to receive
marketing communications.

. rmﬁtkedng,Mbmatio,n

Rife 16: We must always suppress the details of indiviguals:who have gptéd out of (e@

Understanding the rule

1t is essential that individual’s choicés are accurately identified when direct rnarketing
campaigns are carried out. A failure to comply with an individual’s opt-out choice (e.g. by

Contact the IPC Team at: dpa.officer@bbc.co.uk 16
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sending a mailing to an individual who has previously indicated to the BBC that he or she does p
not wish to receive mailings) is likely to lead to complaints from the individual and possible /%t{aé J - 50/( tac ﬁ’(}’ 1'%9 A lence
scrutiny or enforcement action being taken by the Information Commissioner. ‘

Practical steps

F
Where you are responsible for a direct marketing campaign, you must take all necessary steps to SUMMARY
prevent the sending of marketing messages to individuals who have opted out.
If you want to contact the audience remember you must:

« obtain their consent to send them marketing information

2.2 The General
ral Exemptions « only collect the minimum information necessary
Ihere r2:re Rz lnumber of exemptions contained in the DPA which provide the BBC with exemptions « allow them the ability to opt out of receiving marketing information
rom the Rules in certain situations. Please contact your DP Representative or the IPC Team for i j

further information about exemption. *  provide a Privacy Notice

e not share the information with third parties unless the individual has consented

to this and you have providegd details in the Privacy Notice

Data protection rules govern the way that the BBC contacts the audience since the BBC uses
email addresses, mobile phone numbers, addresses and ngmes to contact people. The Privacy &
Electronic Communications Regulatlons also impose further requirements in the area of
marketing which you may need to adhere to. People trust ‘the BBC to use their personal
information properly and responsibly and we must not send them unwanted communications
therefore please contact the iPC Team for advice if required.

3.1 Sending Newsletters, e-newsletters and texts

Email newsletters and text aleits can be great ways to keep the audience up to date with BBC
programmes and other qutput. When you want to send a newsletter about BBC programmes and
services to our audience members you need to ensure the following:

« They must positively consent to: receMng the emall or text

o You must only: collect the minimum information needed from each indwidual e.g. just
their email address or phone number.if that’s ali we need. ‘There dre spec -
considerations for Children’s data - see Module 5.for more informa

o |f you wish to.send them mformatjon about other related BBC prﬂ mmes anid‘VServi,ces
you' must obtain their separate consent through:an: opt-in: (which cal :
original email, or-a later edition of the newsletter) and expLain what opting

mean. The Privacy. Notice must be dmended accordipgly

« Include a Privacy notice when you’re collecting the informaticn-

¢ Always provide an unsubscribe:notice with every comrnunication expl, i
individuals how they can unsubscribe. :

«  Only use their personal information: to sénd them that pamcular communication, unless
you otherwise.obtain. their exphcit consent

o Keep information lists safe and secure

C : i
ontact the IPC Team at: dpa.officer@bbe.co.uk 17 Contact the 1PC Team at: dpa.officer@bbc.co.uk 18
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e Maintain. accurate databases

e Onceyou ne onger require the lnformation i.e. the BBC programm ends, you should
securely dispose of the information

3.2 Audience members

When we invite people to be audience members we may have to collect personal information
about them. Sometimes we will also have to collect sensitive personal information, for exarnple
if they are appearing in the audience of a political or religious programme or if we rieed to get
information about a person’s studio access requirements because they have a disability

You must:

L. only collect the mimmum mformation needed from each individual

e tell mdivlduals wha inf rmation the BBC is collecting by using a anacy Notic at the

« be very: careful about haw the personal information is stored especia{l‘ se
personal mfonnatlon,

; the audience for of herpurposes you'will need to explain those purpo
coltection-and obtain an opt-in ‘consent 15

. only keep- the information for the minimum:time necessary

o follow the: Contﬂhutor Guidelines if you want-to.use the details of an audience member

to contact them ‘about| becoming a contribytor in the future

o -securely disPOSG;QIJthef personal information once you no longer require it:

aware that there are other circumstances where the BBC can legitimately contact users e.g.
when a user is posting offensive content on a message board.

3.4 Competitions

The BBC has strict guidelines about how to conduct competitions. When you run a competition
collecting personal information from entrants, you must aL*o comply with the guidance in
section 3.2 above. You should only keep the personal information for the minimum time
necessary to properly run the competition. This means that you may need to keep information
for a certain time afterwards in case there are any disputes about the conduct of the
competition. However, that should be a reasonable limited time.

3.5 Consent

Consent means that the individual has “freely given” a “specific” and “informed” positive
indication of their wishes to allow the BBC to use their personal information for a particular
purpose or purposes,

For sending marketing or promotions, including newsletters and surveys, you should ensure that
a user has checked an “opt-in” box {i.e. it is not enough to have a pre-populated check box
which they must uncheck to refuse the data) agreeing to receive marketing or they have
consented via an “| agree” or “subscribe” button,

3.6 Collecting Sensitive Information

“Sensitive Personal Information” is information that is deemed to be much more “personal” as
to warrant extra protections. There are a number of specific categories of sensitive personal
information defined by the Act - these are information relating to an individudl’s racial or ethnic
origin, political opinions, religious or other beliefs, trade union membership, health, sex life and
criminal convictions. )

It’s important that you are aware of the special conditions to be fulfilled in relation to sensitive
personal information. [See Rule 3] If you are collecting sensitive personal information, you need
to obtain explicit consent from the individual {i.e. there must be no shadow of a doubt that the
individual understands what information we are holding and for what purposes) [See Rule 4]}

3.3 Contacting Message Board Users

Sometimes you might need to contact message board users about their posts, or wish to invite
them to contribute to other BBC programmes. They may be contacted only with the email
address they provided when signing up for Single Sign On.

The only people who are authorised to contact the message board users are the managers of the
message board. If you are developing a programme and want to gét in contact with a message
board user, speak to the Message Board owner and request therh to get in contact with the user.
It is then up to the user to say whether they are happy for you to get in touch with them.

You may send them one email, and if after a week you do not gel a reply from them you may try
once more {just in case a person has accidentally deleted the email). If the person does not
reply after the second email approach you should not contact them further. However, please be

Contact the IPC Team at: dpa.officer@bbc.co.uk 19

| Remember:

« The BBC must have explicit consent from.the mdmdual agreeing to the way the BBC will
- be.using this:information

o Explicit: consent must be in.writing wherever possuble lf not possible there has.to.be an
uneduivocal record {like a contemporaneous file note) of: this: exphc1t consent

. The BBC may beable to use sensitive personal information: thhout exphqt consent for.
limited purposes but you must contact the iPC Team.in or&er to do so

o Wemust store ‘sensitive personal information-in accordance with higher Information
Security criteria ;

Contact the IPC Team at: dpa.officer@bbe.co.uk 20
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3.7 Collecting Sensitive Personal Information for Audience

Access Requirements

Where information is collected about disability access requirements this qualifies as Sensitive
Personal Information since information about a disability is health information.

When the. BEC collects: inforrnation about access requirements for individuals with disabilities :
you must:

. Only collact'the. mformation needed (e.g. you only.need to know that the individuat is i

’ a wheelchair not that they have a specific disease)
Vi 'Tell individuals why the BBC has to collect this information

e Store the. information in.a very secure place where only people Vntii a-genuine business
“need to know can access the information

.+ . Donot disclose the information to:any. third. party, qnless required to provide access to
the indivldual. See‘Module-8 for the guidance on. using third ﬁarty data processors

». - Delete the information when you have fmished using it (i.e. after the. programime  has
'fended), unless there is a likelihood: of continued access ds;. In this case obtain
explicit: consent from the individual to keep the: sensitive:

this. -

: nal information and store:
- securely. Refer to‘Module 9 - Security and Deletion of Personal lnformation for more.on. .

3.7 Minimum [nformation Needed

You should only request the minimum information necessary. For instance:

¢ Is collecting a date of birth really necessary? Use age or age range instead

e Is collecting a full post code necessary? The first part is enough to check what region or
area of the country the person lives in

* Is a full address necessary? For example, it may be necessary to deliver a prize or an
information pack but not for other purposes.

3.8 Providing an unsubscribe notice

In every single communication (each email or text etc) you must provide the individual with a
simple option to unsubscribe from receiving the marketing communication. This should be freg
to the individual (except for the cost of transmission). Unsubscribing from an email service
should be via email and for text via return text (e.g. “Unsubscribe by texting “STOP” to
65555").

3.8 Receiving an unsubscribe request

When you receive an unsubscribe request from an individual you myst:

Contact the IPC Team at: dpa.officer@bbc.co.uk - Al

« Act on the instruction as soon as possible (and in any event no later than 28 days)

« Remove all details of the individual on your main communications list EXCEPT for those
details you heed to retain as contact details on a “Suppression List”

« Maintain an accurate “suppression list” which is a list of people who havi unsubscribed
and who you should not contact with that specific marketing communication. You must
check against this list to ensure that no materials are sent to individuals who have
unsubscribed.

3.9 Limited use and deletion

* You should only use the information for the particular purpose that you have collected it for

[see Rule 6].

You must securely dispose of the information (including suppression lists) when the programme /
website etc. is no longer operational.

Please also see Module 11 - Marketing for further background on rules around Marketing.

3.10 Individuals Rights

Don’t forget that individuals whose personal information we hold still have rights to access the
information or to ask for it to be corrected. We should try and ensure the information we hold
about individuals 15 as up to date and accurate as possible. See Module 14 - Subject Access
Requests and Module 16 - Complaints for more information.

3.11  Privacy notices and guidance

When the BBC collects personal information from individuals you must always be clear about
what information you are collecting and why.

This should.be-set out in a: Privacy Notice: whrch s a short statement that explains:

«  what information.we ar ;collectlng, :

e  why information is: béing collected ;'

« every purpose.for. whir;h the;inforrnation is collected;

o who will be using the informatron iie. the BBC and mention any other third
parties. who will have access:to or otherwise use the information. You need
not list all third:party service providers ‘but you should provide detailsof .
third-parties who will be accessing the personal information who:arenot -
service providers to ‘the BBC‘ and. i

« any other information about haw-t 0 informatron will be used which would
be necessary. to ensure that the;use by the BBC of this information is fair

This information can be interspersed within the text of the website if you are collecting
inforrhation online but it must be easy for the user to find. However, it is not acceptable to
require the user to click away from the information collection wébpage to d separate webpage

Contact the IPC Team at: dpa.officer@bhc.co.uk 22
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which contains the Privacy Notice like the T&Cs. y
Modulo 4 - Contributors ard User &l&/‘dlfe«d{ Content

See Module 18 about Privacy Notices for more information
SUMMARY
If you want to use details about contributors induding their contributions or UGC you must:

« obtain their consent to send them marketing information

« allow them the ability to opt out of receiving marketing information

« obtain their consent to invite them to contribute to other programmes
« only collect the minimum information necessary

e provide a Privacy Notice

Everyday across the BBC we collect, use and store information about our contributors - from
experts in various fields, to schoolchildren, to people off the street. These contributions often
contain information about other people as well as about the contribtitors themselves.

Using contributors on your programmes and obtaining their consent is governed by the Editorial
Guidelines.

We also col(ect information provided by users to websites as User Generated Content.

4.1 Contributor personal details

When you collect personal information about contributors you must:

e only collécti the minimur necessary, although this may be: quite detailed: for-
editorial.reasons; for example;.only-collect age if it’s strictly necessary for you
" e.g..the pension crisis. *

o tell individuals what information the:BBC is-collecting from them, As far as poss1
should include a Privacy Notice when collecting personal information. Howeve
recognised that in.daily news: -and eequivalent environments it may. not be possible:
collect more than initial contact detaits. If you wish to keep the contact details fo
future use, seek their consent and wherever possible you:should obtain this consen

writing via: the: Contributor Data Collection Form.

. ohly use the information for the specified purpose(s) for which.they have been c
unless you have the individual’s consent to use the information for another: pur
(e.g. to-invite them to take part in another show or a future show)

e keepall ccntributors personai information safe and in line with BBC Informati
Security guidelines (espeaally where you are collecting sensitive personat inform:
children’s information). -~

« only keep the information for.the minimum time necessary. to fulfil our putpos?(é)f e

Contact the IPC Team at: dpa,officer@bbc.co.uk 23 Contact the IPC Team at: dpa.officer@bbc.co.uk 24
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once you no longer: require ﬂieli’r’ifkonnaﬁon you should securely dispose of it

Can | pass contributor personal details to another BBC Programme or an indie?

If the contributor has consented to this when they comgleted the contributor dataﬂase form
then you may pass this information to another 88C Programme. Otherwise you should no share
their information within the BBC. You should not make the piersonal details available outstde the
BBC.

If you send details to an Indie, it is likely that they will be actmg as a data processor. This
means that you must ensure that there is a written contract in place that sets out that the Indie
will only use the details for the BBC programme that they are producing, and will only process
the information in accordance with the BBC’s instructions. See Module 7 - Working with Indies
for more details.

However, there are circumstances where the indie will be acting as a ddta controller and will
use the personal information for its own purposes. The Indie is then required to ensure that it
uses the personal information in accordance with the DPA.

If you are unsure about passing the details to an Indie, you should contact the individyal and
seek their consent to pass their details on {you should only contact them once. If they don’t
respond assume their answer is “no”).

Example: BBC History are making a programme on a military hospital which is due to close
down. They found an account on the People’s War website from someone who had worked at
the hospital, and asked for the individual’s contact details. As the individual had been told that
her information would be used only in connection with People’s War, we dsked the People’s War
team to contact her and ask if she would be happy for them to pass on her details to the BBC
History team. This ensures that the individual is able to contral how her personal information is
used.

The full Guidelines for Collecting and Storing Contributor data are availablé on the IPC Gateway
site.

4.2 User Generated Content Contributors

If you wish to contact the contributors of user generated content then you must make them
aware of this when they upload their content. {e.g. “We may use your personal details to
contact you in relation to your submission. Please see our Privacy Policy for more
information.”).

You should only contact people in relation to the content they have uploaded unless they
specifically consent to you contacting them for other purposes - see Module 11 - Marketing.

You should be aware that there are other legal issues around User Generated Content such as
where the content provided by the user infringes the copyright of a third party or the content
provided is defamatory of another person. Please contact Programme Legal Advice for further
information.

4.3 Text messages

Contact the iPC Team at: dpa.officer@bbc.co.uk 25

When the BBC receives text messages from users it receives personal information about
individuals in the form of the sender’s phone number as well as any personal information

included in the content of the message.

Contact the IPC Team at: dpa.officer@bbc.co.uk
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Module 5 - Chitdren & and %wrda' Pw/%é’ Forsonal Data

As well as our strong commitment to all users, the BBC is fully committed to ensuring that
children’s personal data never falls into the wrong hands.

This module sets out the procedures the BBC must follow to ensure that there are safe places
for children to visit on the web and to allow them to interact with their favourite programmes
and characters.

Note that a “parent” is either a “parent” or a legal guardian.

Children are data subjects under the Data Protection Act and therefore they attract the same
protection under the act. However, in order for the child ta be bound by the terms of a website
or a competition, and also to safeguard their interests (for examplé when making a content
contribution), children under 16 will have to have parental fonsent to supply their pata to the
BBC. If the child is old enough and it is feasible and appropriate the child’s consent should e
sought as well as the parents.

5.1 Consent - What is appropriate at what age?

The following sets out how to decide which form of consent is appropriate for the project and
audience you are working with:

Verifiable parental consent

The form of this consent will vary according to the age of the child and the level of interaction
we are having with them. [t can be that with older children and low levels of interaction a check
box completed by the child, in other circumstances it will be appropriate to demand a
verifiable parental consent, such as signed consent form or a recorded telephone conversation
with the parent. o

Consent methods:

Tick box online completed by the child

Tick box on-line completed by the parent

Form to be printed by the parent, signed and returned by mail

Email consent (from a different email address from the child)

Telephone conversation with the parent (contemporaneous notes taken and stored)
Face to face meeting with parent

Consent form signed and verified

5.2 How do | decide what sort of consent is appropriate?
Ages of children (different considerations)
Under 12

Under 12’s will always need parental consent before supplying any personal data to the
BBC. The style of that parental consent be related tg the level of interaction as well as
their age, but a record of the parental consent of whatever form will be needed,

Contact the iPC Team at: dpa.officer@bbc.co. uk 27

Where we are asking for children’s personal details online it is important to ensure that
the reasons for needing the data are explained and a Privacy notice ulnderstandable by
children of the age of the target audience is in place. n an online environment the need
to ensure consent is particularly important, as there are specific guidelines are in place
which the BBC needs to observe.

For contributions to programmes current Editorial Policy guidelines should be adhered
to. In certain circumstances the need for parental consent may be waived - for example
a vox pops on an uncontroversial subject from 11 year olds.

12-16

In this age range it is to be expected that the level of competence will increase.
Therefore the older the young person, the more likely that we can accept low levels of
personal data without parental consent. There is a difference however between the
consents needed to allow us to collect data required by us to provide a service or that
which we will publish. For example an email a dress to send a newsletter to, might only
need a tick box consent; whilst a video on a website, would normally need stronger
verification.

Any broadcasting/publication in this age range should be pre-moderated, whether of
photos, video or messages, etc.

16- 18

The BBC does not require parental consent for young people in this age range supplying
us with personal data as they are deemed by us to be capable of providing fully
informed and specific consent where request.

5.3 Assessing risk - levels of interaction

BBC Children’s has traditionalty classified interaction with children in one of four levels: Very
Low level; Low levél; Medium Level; and High level. In terms of data protection this might be
seen as:

Very Low Level: an interactioh but without the collection of any personal data, e.g. S50
registration using a nickname and a password but no email address.

Low Level: Minimal amounts of personal data collected for internal purposes only, e.g. .
collection of an email address purely for the delivery of a newsletter containing no marketing
information,

Medium level: The collection of personal data and the publication of some of the data, e.g.
publication online of a winning entry with a first name and large town. High Level: the
publication of some personal data on a BBC service, e.g. A Blue Peter competition where first
name, location (large town) and artwork of a winner(s) is published on the website and or the
winner(s) are invited onto the show.

This level of interadion will need to be combined with the age of the child to decide whether
parental consent is required and what is the appropriate level of verification required.

Contact the iPC Team at: dpa.officer@bbc.co.uk 28
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5.4 Storage and security of children’s data

Children’s data should always be stored in the most secure way possible in the circumstances
including as follows:

« Only those people with a genuine business need to see the data should be allowed
access (they will need to be CRB checked, see below).

e Thedata should always be password protected, with the password being changed
regularly and whenever there are staff changes.

« If the data is to be stored on a network server the technical staff with access to the
server will also need to be CRB checked and other security processes put in place
{contact IPC for further details).

« If you are processing children’s sensitive personal data further measures may be needed
and you must contact IPC for advice.

5.5 Security of Staff dealing with Children’s Personal Data

All staff who have regular or significant access to children’s personal data will need to have a

Criminal Records Bureau check. A level of management discretion on the importance of this

aspect of a particular role is allowed. The greater a role's focus is on access to children’s data,

‘t:r;]e gln;eater tr:ﬁneed for a CRB check. See the guidance on When is a CRB/Disclosure Scotlarid
eck Requirs

See the CBBC Connecting with Audiences document for more details of sEcurity requirements for
working with children.

5.6 Children’s data and retention Schedules

BBC Children’s have set their own departmental guidelines for the appropriate lengths of time
that personal details should be kept, depending on the purpose it was collected for.
Departments other than BBC Children’s should adhere to the same retention penods

If you are not sure of how long you should keep children’s data please contact IPC or your Data
Protection representative.

Contact the IPC Team at: dpa.officer@bbc.co.uk 29

Module 6 - Zaaw/;/}gz a Website

SUMMARY
If you want to launch a website either associated with the BBC or externally you must:

« Consider whether you are collecting personal information

« Ensure that you have obtained the necessary approval if a third party is hosting the
website

« If personal information is being transferred outside the EEA obtain approval from the IPC
Team

« Use Privacy Notices and Privacy Policies when collecting personal information

6.1 Are you collecting personal information?

If you are collecting personal information you must référ to Module 3 - Contacting the Audience.
if you permit users to provide User Genherated Content you must refer to Module 4 - Contributors
and User Generated Content. If no personial information is being collected this module does not

apply.

6.2 |s the website being hosted by a third party?

If so you must comply with the Third Party Hosting Guidelipes, and ensure that the third party
completes the Information Security hosting questionnaire both of which can be found at
http: / Fwvww bbe.co. uk/ guidelines / newmedia/infras! ré/third shi

You should consider:

1. Are you passing the personal details onto another party to use on the BBC's instructions
or is another party collecting the personal details on the BBC’s behalf? If yes, see the
Data Processors module 8. If not, and the third party is using the personal information
for their own purposes, please see Module 8 - Working with Data Processors. If the third
party is not an Independent Production Company, please contact Information Policy and
Compliance to discuss.

2. Are you using any cdokies op your site? You must notify new cookies in accordance with
the Cookies Standard so that it can appear on the Cookies List (see BBC Privacy and
Cookies Policy).

6.3 Transferring personal information outside thé EEA

It is important that the BBC does not transfer persongl information outside the EEA (the
European Economic Area - which is made up of the countries listed below) unless there are
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adequate controls in place to secure the safety of the information. Transfers within the EEA are Modute 4.2 - User Generated Content Contributors.

considered to be safe. [See Rule 13 and Rute 14] The ONLY way in which a transfer of personal
information is acceptable is as follows:

| 6.5 Individuals Rights
*  With the explicit consent of each individual whose information is being transferred;

Don’t forget that individuals whose pgrsonal information we hold still have rights to access the

*  If the company to whom the information is being transferred is in the US and the information or to ask for it to be corrected. We should try and ensure the information we hold
company is registered with the “Safe Harbor” regime. For more information on Safe about individuals is as up to date and accurate as possible. See Module 15 - Data Security
Harbor see: www.export.gov/safeharbor Breaches and Module 16 - Complaints for more information.

¢ If there is a written contract in place that includes acceptable “model clauses”; or

e With the express consent of the BBC Data Protection Officer. 6.6  Deletion
Where the website is to be closed, you must delete the information that you have received from

You should be aware that the use of a server outside the EEA to host the website is considered contributors. For further information see Module 4 - Contributors and User Generated Content.

transferring personal information. Please check contracts with third parties in the EEA to ensure
that they do not sub-contract services to companies outside the EEA. If there is nqthing in the
contract, ask the third party to confirm whether or not they use sub-contractorg based outside
the EEA and ensure that they provide a clear response to this query as they may try to side-step
the issue. If a third party does use overseas subcontractors you must ensure that you obtain the
approval of the IPC Team before any contract that would include such a transfer outside the EEA
is signed.

The UK regulator, the Information Commissioner, considers that transfers to the following
countries provide adequate safeguards:

Argentina
Canada
Guernsey
Isle of Man
Switzertand

Consequently, a transfer of personal information to these countries and territories can be
treated in the same way as a transfer within the EEA. The EEA comprises the 27 countries within
Europe (UK, France, Germany, Spain, Portugal, Austria, Italy, Greece, Hungary, Czech Republic,
Slovakia, Slovenia, Latvia, Estonia, Lithuania, Romania, Bulgaria, Sweden, Denmark, Finland,
Malta, Poland, Ireland, Belgium, Cyprus, Luxembourg and the Netherlands) and Iceland, Norway
and Liechtenstein.

However for other countries, a data transfer agreement baséd on the EC Model Clauses will need
to be agreed with the supplier and specific additional security measures will need to pe put in
place.

Further information about this can be found at:

www. ico.gov.uk/upload/documents/\ibrary/data_protection/practical_application/generic guid
ance_international transfers v2.pdf

6.4 Privacy notice

Users should be given sufficient information to help them understand why personal information
will be collected from them if they use the website and for what purpose. See Module 3.11 and
3.12 - Contacting the Audience for guidance on Privacy notices and Privacy Policies. You should
ensure that the website functionality is designed so that you only collect relevant and necessary
information. Where users are allowed to provide User Generated Content, you should refer to
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Modue 7 - Data Protection Guidelres for
/fa/e/fe/(é/(t Freoduetion 6}0»‘70”/},@

SUMMARY
When using an independent production company you must:

« Ensure Indies are aware of their responsibilities under this Handbook whether they are a
data controller or data processor i

¢ Only collect necessary and relevant information from individuals

e Use Privacy Notices

¢ Ensure that Indies comply with BBC Information Security requirements

« Consider whether personal information will be sent gutside the EEA

¢ Comply with the rules around using information for 3 different programme

o Ensure that the rules around using sensitive personal information and children’s
information are followed if relevant

7.1 Data Protection Guidelines for Indies
These guidelines are aimed at Indies producing programmes for the BBC.

In the course of producing the Programme you may need to collect and process personal data in
your own right (as a Data Controller) and/or on behalf of BBC (as a Data Processor).

Here are some examples where you might be dealing with personal data:

* If you are hosting a website where contributors register with your site and they
contribute to message boards or similar offerings

« If you are promoting BBC content or gervices directly to the public (eg via an email
newsletter)

+ If you are producing a game show and are collecting contact information from potentiat
contestants and contestants

¢ If you are running an interactive phone-in or competition and you are keeping a record
of the phone numbers of people who have called in

« If you are inviting contributors to send user generated conteht, such as photographs or
video clips

Where you do it’s important that you comply with the PPA, the Data Protection Act {“DPA”), all
relevant BBC Guidelines including Editorial Guidelines, and these Guidelines. Please note that
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there are some circuimstances where the BBC will require you to comply with a higher standard
of protection of personal data than the DPA.
When you collect personal data in order to produce the Programme you will be considered

either a “Data Processor” (wgere BBC is the “Data Controlier”), the sole Data Controller or joint
Data Controller (with BBC and possibly others} undet the Data Protection Act.

7.2  Whatis a Data Controller?

The Data Controller is a person (individual or company) who (either alone or jointly or in
comrnon with other persons) determines the purposes for which and the manner in which any
personal data are, or are to be, processed.

Where YOU decide what personal information is going to be kept; and the use to which the
information will be put YOU will be the data controller. Where the BBC and You decide the
manner in which the data will be processed then You and the BBC will be joint Data Controllers.

Individuals about whom you collect data fust be clear that You and riot the BBC is the data
controller. Further - you will be required to comply with the Data Protection Act 1998.

7.3 What is a Data Processor?
The Data Processof is any organisation which processes data on behalf of the Data Controller.

You are the Data Processor if you do not exercise responsibility for or control over the personal
data - ie you act on direct instructions from the BBC.

7.4 Are we (the Producer and the BBC) Joint Data Controllers?

There are times where both will be the data controllers and the BBC and you jointly decide
what personal information is gding to be kept; and the use to which the information will be put.
In such cases there may be additional contractual provisions that set out the expectations and
limits within which each party may process the personal information.

Your commissioning specification should indicate who is the Data Controller and who is the Data
Processor

7.5  What is personal informatjon?
Personal information is any information that rélates to a living individual who can be identified:

o from that information or

+ from that and other information in your or the BBC’s possession or likely to come into
your or the BBC’s possession.
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7.6 Personal information can include:

¢ an email address or telephone number, collected for example when people enter
competitions, sign up for a newsletter or become part of a programme’s database of
contributors,

« information about people’s personal experiences and opinions we collect for use online,
on TV or on radio.

7.7 What is sensitive personal information?

Sensitive personal data includes information about: ethnic or racial origin; political opinion;
religious or other similar beliefs, e.g. agnosticism, atheism; trade union membership; physical or
mental health details; sexual tife e.g. sexual orientation; or alleged or proven criminal or civil
offences. ‘ 3

Medical information includes disability. Therefore if information is collected about disability
access requirements this qualifies as Sensitive Personal Data

7.8 What information can | collect?
You should only request the minimum information necessary. Think about :
¢ whether collecting a date of birth is really necessary. Use age or age range instead

« whether a full post code is necessary. The first part is enough tp check what region or
area of the country the person lives in '

« whether a full address is necessary. For example, it may be necessary to deliver a prize
or an information pack but not for other purposes.

7.9 What must | tell people when I’'m collecting information about them?

You must be very clear with individuals about what data you are collecting and why. You should
always include a “Use of Data” notice - you must always explain every purpose for which the
information will be collected before it is collected. You must atso explajn who will be holding it
ie when you are the Data Processor that it will be your company on behalf of the BBC and
mention any other third parties who will have access to or otherwise use the data. If third
parties are to have access to or otherwise use the data their use must always be subject to
these gulidelines & when you are the Data Processor the BBC’s prior knowledge and consent is
essential.

Where you are the Data Controller you must ensure that you comply with all the conditions of
the Data Protection Act. Please also note your contractual conditions not to bring the BBC into
disrepute in any way.

7.10 How should 1 store the data?
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You must ensure it is stored securely in accordance with the BBC’s Information Security

guidelines. These are available onling at
http://www.bbc.co.uk/quidelines/ dq/ contents/information security.shtml

7.1 What about sending data overseas?

You must not send personal data outside the European Economi‘c Area without the express
written permission of the Information Policy and Compliance department of the BBC. This
includes sharing data with any parent or affiliated company and may include functions such as

websites that are hosted in the USA,

7.12 For how lbng can | store the data?

Personal informatign should oﬁly be kept for the minimum length of time necessary and
appropr'l?te to the uses for which it has been agreed. For example, once a quiiz series has ended
you won'’t need to keep persoqal dat‘a in relation to peop(,e who applied to be contestants but
weren’t chosen. If you need data for auditing purposes, étc, it is acceptable to keep it, but the
length of time must be justified by a specific business need.

7.13 Do need to do anything el#e with the data?

You must ensure where it is necessary to keep the data for more than a short time that you
keep the information up to date and accurate. For example, you can provide an email address
for individuals to notify of any changes to their n“details.

7.14 What do | do with the personal data once it’s no longer of any use?

Once the purpose for which the information has been used has come to an end, it must be
disposed of securely as follows:

Manual Data

« Information should only be deleted/destroyed by those people with the required
authority (e.g. for some children’s personal information, this information can only be
deleted by someone who has passed a criminal records bureau (CRB) check).

e It is important that manual files including personal information are properly shredded or
disposed of as confidential waste. Where personal information can be obtained from the
document, it should be shredded or otherwise confidentially disposed of. If you have any
questions about how to dispose of manual waste please contact dpa.officer@bbc.co.uk
or ism@bbc.co.uk.

Electronic Data
«  You must ensure that gur protesses meet the minimum standard for the “destruction of

data stored in electronic form” which is that it should be reformatted or overwritten
such that all personal inforrnation is permanently, completely and irretrievably
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destroyed. This includes all copies of the data from all systems although there may be
circumstances where it is appropriate to retain a copy on back-up systems;

¢ You must perform adequate checks after the destruction of electronic data to ensure
that all applicable data has been properly deleted;

* The process of deleting electronic data, and the subséquent audits that this deletion
requires, must only be performed by those people who are authorised to access the
personal information included in the electronic data (including, where applicable,
sensitive personal information) within the third party organisation (e.g. only people who
have passed adequate checks to deal with children’s information must deal with its

deletion)

7.15 What if | am engaging a third party to handle personal data for the Programme?

If you are using a third party to process personal information on your behalf you must ensure
that they abide strictly by these guidelines and that your contract with them refletts the
contractual responsibilities you have with the BBC. about the handling of personal data. Third
party processors should comply with the specific responsibilities set oni in these guidelines
relating to data processors.

7.16 Can | use the personal data for our other projects or for marketing?

In limited circumstances it may be reasonable to use a databasé for other BBC projects but this
will require the following:

from the individuals (refer to Contributors Guidelines)

«  Specific and detailed cor

use the detai :for: your. partlcipation in-this year ’s rufts

(e.g. you agre'e{t’ole‘
using:these details mvrting

programme. We

participate in-

to be contacted for thi
« A mechanisrh‘forr, e A infarmation upto date and accurate

o Atthe end of the's od the per onal information must be deleted

7.17 For Data Processors:

You must only use the personal data for the purposes of the Programrhie and not for any other
use. This means that you must not sell, distribute or provide in any other form to any third party
this data, except where this is necessary to produce the Programme and you have informed the
individual that you will process the data in this manner.

Y_ou must not use the data for any other projects with which you’re involved. In limited
<f:ni<l:umstances it may be OK to use a database for other BBC projects but this will require the
ollowing:

* Specific and detailed consent from the individuals

Contact the iPC Team at: dpa.officer@bbc.co.uk 37

(eg you agree to let us use the details for your participation in this year’s Crufts
programme. We may wish to approach you using these details inviting you to
participate in any other programme about Dog Shows in the next 3 years. If you want to
be contacted for this purpose please check here [ ])

« A mechanism for keeping the data up to date and accurate

« At the end of the specified period the data must be deleted (see above)

7.18 For Data Controllers:

When you are the sole Data Controller You are responsible for making decisions about how you
use the data you collect.

7.19 What are the additional requirements if I’m processing sensitive personal data?

In order to process sensitive personal data ydu will normally need to gain the “explicit consent”
of the individuals. This means that your “yse of data” notice must be detailed and specific and
the individual is seen to understand exactly why and for what the sensitive information is being
collected and processed. General consents will not be appropriate in such instances. Examples
of when sensitive personal data is collected include current affair; applications where we may
ask for details regarding disabilities, ethnic background, political affiliations or criminal
convictions. Sensitive personal data must always be gathered on a very limited basis and access
to it very strictly cpntrolled consider whether everyone on your team needs to see this

partichlgr data to carry out their job.

There may be circumstances where if you are collecting personal information Specifically for
journalistic purposes you may not need the explicit consent of individuals to comply with the
Act. In such cases you must adhere strictly to the editorial guidelines and gain the relevant
approvals to conduct activitiés such as secret filming.

7.20 What about children’s data?

As with sensitive personal data, we have to be very cautidus about the collection of children’s
personal data and children’s ability to give consent fo:jheir data to be passed to you and used
on the BBC’s behalf. If your commission with the BBC will involve the collection and use of
children’s personal data, the processes for this must be discussed and agreed with the BBC
before any data collection starts.

The BBC will often require parental consent when collecting children’s data, the nature of this
consent will depend on the exact nature of t e programme, project or websLte You should
make sure you consult on a case by case basis with the BBC to énsure the appropriate steps are
taken in any situation where children’s data is to be collected. You should contact your BAM in
the first instance, who will ensure that guidance from the BBC's Information Policy and
Compliance department is provided for each project either by putting you in contact with the
IPC team direct or by liaising with them on your behalf.

7.21 Does my company need to notify the Information Commissioner that we will be
acting as a Data Processor or Data Controller?
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It is extremely likely that your company needs to register with the Information Commissioner
just to carry out its own business in any event. If you are acting as 3 Data Controller it is most /%aﬁ& 8- /f/ﬂ/‘é/y a//b% pdtd ID 1°0CESSOrS //(0/M/¢

likely that you will have to register with the Information Commissioner.
Please refer to the ICO’s website for more information about notification: 0am e & e PM{H«/&,‘&

http://www.ico.gov.uk/what we cover/data protection/notification.aspx

7.22  Where can | find more information about Data Protection? SUMMARY

Please remember that you must always rely on your own legal advice and not of that provided When using 2 data processor you must

m:& :‘:ﬁ;‘;:’:‘;:rt’h?sgrﬁﬁfm';g ;f::’:;:izi?" www.ico.gov.uk that will tell you about o aieﬁz::re that the BBC remains responsible under the law for the data processor’s
The BBC’s Information Policy and Compliance department can be contacted at: «  Put in place a written contract between the BBC and the data processor

dpa.officer@bbc.co.uk

. . " . . ; )
The BBC’s Information Security Team can be contacted at: ism@bbc.co.uk ¢ ;’;Stuer; t&?;:fs:ﬁ: &gﬁ:\s:g;:] L put appropriate security egsures in place to

8.1 The responsibility of the BBC

When we work with any data processors, whether they are outsourced service providers, Indies,
web processing sub-contractors or others, it is importat to remember that the BBC remains

responsible for data protection compliance and for comglig‘nce with this Handbook. This means
that we must be very careful and thorough when providing guidance to data processors.

8.2 The need for a written contract

The BBC controls what a data processor can do with the personal information they collect on our
behalf through a written contract. You must not allow any third party to process BBC (including
audience) personal information without a written cantract being in place and signed by the BBC
and the data processor who agrees only to use personal information as instructed by the BBC.

Please¢ contact the IPC Team for details of what needs to be included in the contract.

8.3  Required sécurity meastire$

The data processor must also have appropriate security and technical measures in place to

protect personal information. You must review their IT and other security measures to ensure
these are satisfactory. As well at their technical security, we need to ensure that they employ
reliable staff who are properly trained. You should contact the IPC Tearn if you need help
deciding whether a proposed data processor meets the BBC standards.

rying out this exercise, you shouldidentify: = oy

What personal information.wilt the data processor be using?

+"What fs the actual processing? For instance, is the data ‘processor only staring the
" information or will they be collecting, sorting orothefrwise changing the information?

» Whether the data processor has a data pi'otectiun ahd/«pr privacy pelicy (if they-don’t,
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. ‘

- they should have).

Module 9 - fwm’l& and debetion of /mma/ information

"= Who within the data processor's ( be: accessing the personal information7

. . How will the data processor er ility o their staff? ‘
' L o o SUMMARY
. What traiming is in place for st BBC should reserve.the right to approve training.
. L It is an essential requirement that the BBC and any data processors keep personal information

ke What technical security meas sed to prOtect the personal infdrmqtion?s : secure. In ensuring the security of personal information, you must

.. e What manual security-measu

- how should hard copy personalinfo osprbtect the personal information?. (e g «  Ensure that access to information is only given to those who have a business need

be posted?)

« Ensure that personal information is only kept for as long as is necessary and is deleted

ssibie movi f
po ements of personal mforrnatidn - once it is no longer needed

= APersonal Information-map
: the data processor (Contact IPC. if you

within the relationship: b
require assistance with this).

9.1 How do | keep Personal Information secure?
The technical and organisational security measures must comply with the BBC's security

policies as set out by BBC Information Security from time to time. Only people who have a genuine business need to know should be able to access personal
information. All files containing personal information must be adeguately protected by
Where the data processor or outsource service provider is located outside the EEA you must passwords and encryption in accordance with the BBC’s Information Security Policies.

contact the IPC Team for specific guidance and sign-off.
Check out the Top Tips for Information Security. For advice about laptop encryption speak to
the Technology Service Desk on 02 26333.

9.2 Deletion of Information
It is important that personal information is only kept for the minimum time necessary to fulfil

the purposes for which it was collected. [See Rule 10] Additionally when we delete systems or
files with personal information or sensitive personal information, we tmust ensure the following:

Manual Data.

« Information should only be deleted/ destroyed by-those people with the required
authority (e.g. for some children’s personal information; this information cdn ont
deleted by soméone who has. passed a cnmmal records bureau (CRB) check).

s It is important that manual files including personal information are propeqiy shredd
disposed of as confidential waste: Where personal information can be obtained fror
document, it should be shredded or otherwise confidentially dispasgd of;, If
questions abput how to dispose of manual waste please contact the PC Team Team
Information Secu(ity :

2 flectmnic Data

* We must ensure that our processes meet the minimum stanglard for the “destructi
data stored in electronic form” which:i$ that it should be reformatted:or overw
such that all.personal information is permanently, completely and frretrievably
destroyed. This includes all copies of the data from all-systems although there
circumstances where it is appropnate to retain a copy on back-ip systems .

» We must perform adequate checks after-the destruction-of electronic data to ens|
that all applicable data has been ptoper{y deleted.

Contact the IPC Team at: dpa.officer@bbc.co.uk 41 Contact the IPC Team at: dba.afficer@bbc.co.uk 42

MOD100017829


mailto:dpa.officer@bbc.co.uk

For Distribution to CPs

+ The process,bf'daléﬁ '

daga‘, and the subsaquent audits that this delet

Module 70 - BBC Peopte wnd Personad Information

requires, must o

personal informa eleetronic data. (including, where app(ica
“sensitive personal info n the:third party organisation (€.g. only pex
Have passed adequate checks with children s information rust deal with

deletion).

If you have any questions about this please contact the Information Policy and Compliance team
at DP Advice or |SM@bbc.co.uk
9.3 Deletion of information by Third Party Data Processors

When third parties are processing information that includes personal information we must
ensure the following when deleting systems or files:

SUMMARY

Managing personal information is everyone’s responsibility. In using personal information about
BBC staff, you must

« Understand on what basis the BBC i:an use employee personal information
« Ensure that individuals are vetted to the appropriate level e.g. including CRB checks

»  Ensure that employee information 5 only accessible to the relevant people including
health information

«  Put in place a procedure for taking employee personal information outside the BBC

Third parties rnust mee!

 audits after the deletion of the electrani
ata has been destroyed. A record must:
upon reasonable notice. :

data, and the subsequent audits that this deleti
those people who are authorised to'access the
is electronic data (incl.ud*ing, wh ereia
n-the third party. organisation e.g: on

RB) to deal with.children’s information must

Ath.a wnttgn undert: } that these measu
‘that has held or s otherwise. associated w
‘or utthsed for-any ather:purpose. "~ *~

ht to audit any systems.on.which electromc d
g rtself that the data has been destroyed,~ rt hall
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The BBC as an employer, and all people who work at thé BBC have responsibilities under the
DPA. No one should disclose personal information in breach of the BBC’s procedures or use any
personal information for their own purposes.

' Please note that a serious infringement of data protection rules when ;
: personal information is a.disciplinary matter and may-be a- cﬂminal

v 'dliiig;eqiployae '

10.1 Introduction

This module sets out what information the BBC holds about you if you are a BBC employee or
member of staff as a freelancer or contractor and how it is used, and also provides guidance on
how you must process employee information if you are a manager or otherwise required to deal
with employee information as part of your role at the BBC.

10.2 Why does the BBC coliect personal information adout employees?

The BBC collects and uses personal information about employees for a number of purposes and
at all stages of the employment lifecycle.

These: purposes are:

. Recruitment - Sndudmg verification and vetting (CRB checks)
. Emptoyment administration appointments and removals. payroll
" details, occupatioqal health details, training & development;: appr
matters-and grievances :
" : Pensions;
o, Organisational Risk-Management

ency contact
’dis,ci‘plina‘i'y
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The Disclosures are reviewed by the counter signatories in order to make a recruitment
10.3 Recruitment decision. Disclosure information should only be passed to those parties who are authorised by
law to receive it in the course of their duties (this is a requirement under . 124 Police Act
1997). Pleas¢ contact the BBC Lead Countersignatory (Head of Employment Policy) for further
information. You should be aware that it is a criminal offence to pass Disclosure information to
anyone who is not entitled to receive it.

Job applications are made on the BBC’s online recruitment system or via third party recruitment
agencies. Details registered on the BBC’s online system by applicants remain on file for six
months and are then deleted unless the applicant opts to extend this period. Unsuccessful
applicants’ forms are held for three years.

How should Disclosure information be stored:
Successful applicants’ forms are transferred to their personnel file and retained in line with the
Corporate Retention Schedule. It is a requirement of the CRB’s Code of Practice that all Registered Bodies such as the BBC must
have a written policy on the correct handling and safekeepirig of Disclosure information see how
the BBC stores and disposes in the BBC Policy Statement: Secure Storage, Handling, Use,

Verification and Vetting A ;
Retention & Disposal of Disclosures and Disclosure information.

The BBC undertakes the following verification and vetting activities:

« References are taken for all staff and become part of their personnel file. 10.5  Employment Administration

« The BBC will ask to see your passport or other imrmigration documents to ensure you
have a right to work in the UK.

« Additionally, staff recruited to work with children or vulnerable adults may be subject
to a CRB check. ‘

The personal information that employees supply to the BBC is used to administer the
employment relationship. Only details that are needed to administer this relationship must be
collected. The BBC and the employee must ensure that these details are kept accurate and up
to date.

The information should only be disclosed to people who have a genuine business heed or legal
right to see it. This rday include your line manager and our external service partners (e.g. for

payroll purposes).

10.4  Criminal Record Bureau Checks

Details and forms for CRB checks can be found at the Working with Children intranet site
It may also be shared with or passed to other organisations within the BBC family should you

As an integral part of its Child Protection Policy, the BBC is registered with the Criminal Records i i i i

Bureau (CRB) as a Registered Bady who can countersign applications for CRB checks and receive ;vrznlsgfvri: e,t?,',eg,"dgr‘if 2:,':3?";,2 acr;%;:ulittsys:fbsid‘::;yl: olr:pa::‘ets r(:égl.'dBBC Resources, BBC
the Disclosure results. The CRB is an executive agency of the Home Office and provides access r ¢ F yo ploym '
to criminal records and other related information (see www.crb.gov.uk). The CRB’s role is to
assist employers to make considered recruitment decisions where staff are working with
children, young people or other vulnerable groups.

In most cases the personal file is now held ip electronic format. You have a right to see your
personal file and the other information that we hold on you.

You can also see (and change) key personal information that we hold on you via myDetails,

Under the provisions of the BBC’s Child Protection Policy, where a new recruit or
Y, e ruit or current which can be accessed via Gateway.

member of staff will be working closely with children, a CRB disclosure form must be
completed. The BBC is required to comply with the CRB Code of Practice.

Disclosure application forms can only be signed off gn behalf of the BBC and sent to the CRB by 10.6 Occupational Heaith

specific people authorised by the CRB for this purpose. These people are known as ‘counter

signatories’ and a list of such people is available at the Working with Children intranet site This organisational risk management function is largely outsourced to HR Direct which is
managed by Capita (as a data processor). Medical information is held and accessed only by

clinical staff. The purpose of holding the information is to provide an occupational health

How is the Disclosure used?
service to the BBC.

The CRB produce two copies of the Disclosure in response to the application form. One is sent to
the applicant at their home address. The other is sent to the counter signatory within the BBC
who reviews the Disclosure,

Access to occupational health records is restricted to the BBC’s Chief Medical Officer and the
Principle Risk Manager, Occupational Health. If you have any questions about your own
occupational health record, or access to other regords please contact Occupational Health.

The counter signatory keeps a protected electronic record of the date of issue of a Disclosure,
the name of the individual, the position for which the Disclosure was requested, the unique
reference number of the Disclosure and the recruitment decision taken,

Capita HR Direct holds medical records for current and past BBC employees as the BBC’s data
processor. Access to these records is restricted to clinical or authorised medical staff.

Records are stored on the Corporate Health and Safety management system (Chrysalis) - a

The CRB Disclosure forms themselves are kept in a secure place for 6 months and then shredded
secure database with restricted access.

unless there is an exceptional reason to keep the Disclosure for longer thah 6 months.

Who can access the Disclosure? ;
10.7 Organisational Risk Management (“ORM”)
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The ORM team manage the myRisks system for recording workplacé accidents. The system is
held on a secure server

This system holds a feed of basic information from SAP which includes pérsonal ldentlﬁers and
organisational assignment (e.g. name of individual and hame of line manager)

To this is appended accident reports including the following information: name, address, sex
and age of injured or otherwise involved parties - staff and members of the public - and the
nature of any injuries incurred.

Access to this information is restricted to the line management chain for managlng the
resolution of the incident and the ORM Team to provide assistance and to complete statutory
reporting.

10.8 Capita HR Direct

Capita HR Direct is the BBC’s outsource service partner and data processor for certain human
resources functions. On behalf of the BBC, they collect and maintain the bulk of the information
used for HR purposes. They are contractually obliged to maintain and use it only as per BBC

instructions. Access to the information by individual members of HR Direct staff is agteed
formally with the BBC.

Before releasing information to members of staff or line managers, they must confirm their
identity using approved security questions.

Information is only released to managers according to processes agreed with the BBC.

10.9 Taking employee details outside the BBC

All information relating to individuals e.g. electronic files such as lists of staff in spreadsheet
format, personnel files, paper lists of salaries and staff appralsals, is covered by the DPA and
the rules in this Handbook. In some circumstances BBC People staff or managers may have a
legitimate reason to take employee information outside the BBC

Examples of legitimate reasons to take information off-site
e Home working
*  HR Managers taking personnel files to a case meeting in another building

*  24/7 staff taking home files to deal with out of hours emergencies

_When taking personal mformation off-site the follamng precautions shoutd: be fol wed

« Electronic files should?,be;eﬁé

4 ; 'ted in accordarice with mstructlons fmm the Sei
Desk: (02 26333). i o

. Files/docurnen y ’gogs{ét,crslbnuld;ndtbeleft on view in 'unattended ehicles

e Confidential pkapers/on sereensgghould not be read on public transpprfli public’ rea
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e  Files/ documents laptops should be kept under close personal control as far
reasonably practma :

data on thie hard drive unless they are encrypted Please contact the PC. Team Tea
atlvice on whethet encryption'is appropriate. Once a need for laptop encryptic encryp!
Been estabhzl;ed; contact the Tectinology Service Desk (02 26333) to arrange
encryption s twa to tie installed :

= If, for practical: reasons, personal information is processed on non-BBC PCs
up nléenng notes at home), they should not normally be saved to the-hard d
floppy disk/CD/ memory stick ysed should be treated in.the same way as:any
i.e. securely, held whlle requrred and:then destroyed

It is not normally acceptable to email personal details outside the BBC Network.
However,:you should apply your. common sense since you.can obviously. emall per'sonal
contact detalls outside the BBC in.a work context.

e Thereare addrtional restrictions if you take or transfer information outside e
European Actlwty ‘Area. Pleasé contact your DP Representative or the IPC Team
advice

Recording what personal information is taken off-site
e All files/documents should be booked out using an agreed procedure

e This proced erf will vary from team to team and should be appropriate for the type of
work and need not be excessive. For example, where a file is already booked out to an
individual (as would be the case with a legacy hard copy personal file) no further
booking out is needed as it is clearly recorded that the particular individual is
responsible for its safe keeping. Where particular files are taken off site on a routine
basis, it would be sufficient, for example, to tick a grid or make a diary note that this
month’s file has been taken.

o Asageneral rule all staff below grade 7 must obtain authorisation from a team leader
or above to remove a file from BBC premises.

e The line manager must know at all times where all files are held

e Wherever possible files should be accessed electronically via myConhect desktop, and
NOT downloaded to external computers.

NB there is no need (from a data protection perspective) to book out files that do not
include personal data.

Returning materials
« ° All files/documents must be booked back in

«  Logging systems must be checked by the lineé manager when a person |eaves/moves to a
different job to ensure all files/documents have been returned by that person
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Regular home workin
® ) Modits 77 - Markoting

Where staff in a team regularly work at home, it may be appropriate for the manager to draw
up additional guidelines/interpretations of this policy that relate to the precise tasks and work
patterns of that team.

What to do if information is lost su RY

Any employee personal information that is lost or stolen off-site should be reported immediately When you want to send marketing to individuals you must

to the BBC People DP Representative who will trigger the Data Security Breach Procedures !
described in Module 15. i o Obtain their consent before sending them marketing

e Provide a Privacy Notice iﬁforming individuals how the BBC will use their information

Warning: Failure to abide by this policy. may : Clolinary a e ; .
S 3 by this polj;y,, may resul§ in dlsdplinary action.. o  Always provide indjviduals with an easy means of opting out of receiving marketing

information

o Always suppress the details of individuals who have objected to receiving marketing

«  Not use their personal information for a different purpose without obtaining their
consent

Where we send information to BBC users about what services and programmes we provide, we
are providing marketing. Direct marketing includes any promotional material you send directly
to an individual using their personal information (e.g. email or postal address or text messages).
At the BBC, we frequently use email newsletters about our programmes as a method of direct
marketing. Even if the BBC is not commercially selling a product or service, the activity may still
be marketing.

When we market directly to BBC users via email, phone, fax or text we are subject not only to
the DPA but also to rules set down in the Privacy and Electronic Communications (EC Directive)
Regulations 2003.

You should remember Rule 15 and Rule 16 when considering how the BBC may use personal
information in order to send marketing.

11.1. Optin/ Opt out

Opt-in is the mechanism by which an individual actively consents to the use of their personal
information. You can obtain an individual’s opt in consent ﬁhrough using a tick box, which should
not be pre-ticked, which the individual should then tick if they agree to the use of their
information, If the individual does tick an opt-in box, they are giving consent for their personal
information to be used in the manner described.

Opt-out is the mechanism where the individual is already effectively opted-in to receive
marketing and they need to actively indicate that they wish to opt-out. For example, a box
could be pre-ticked and the individual should be informed that they need to un-tick the box if
they wish to opt-out of receiving marketing.

Generally speaking, apart from certain areas of BBC Worldwide and the BBC Shop the BBC must
operate on an opt-in basis under the Regulations.
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11.2  Sending newsletters, e-newsletters and texts/ SMS

Email newsletters and text alerts can be great ways to keep our audiefice up to date with our
programmes and other output. When we want to send a newsletter/alert or updgt«’a about our
programmes and services to our audience members we need to eénsure the following:

«  individuals must positively consent to receiving the email of text

+ We must only collect the minimum information needed from each individual - e.g: just
their email address or phone number if that’s. all wé néed see also special consideratidns
for children’s data in-Module 5.: .~ -

« Include a proper Privacy notice when you’re collecting the information explaining to the
individual how we will use their information - .~ .

¢  Always provide individuals with an unstbscribe.notice -
«  Only use the personal information to send them that specific marketing communication

« If you no longer require the petsonal i‘nfor;héftionz(e.g. the individual unsubscribes from
the newsletter) you should securely: dispose:of the personal-information

marketing in the pipeline which the individual may receive that cannot be prevented. You may
wish to warn the individual in advance that they will receive this marketing but that their
details will be suppressed as soon as possible.

Unsubscribe notice

In every single communication (each email or text etc) you must provide the individual with a
simple means of unsubscribing from receiving the marketing. This should be free (except for the
cost of transmission). The means provided should be suitable to the type of marketing. So, for
an individual to unsubscribe from email marketing, unsubscribing should be via an email. To
unsubscribe from text marketing should be via a return text (e.g. “Unsubscribe by texting
“STOP” to 65555).

When you receive a request from an individual to unsubscribe from a marketing communication
you must do the following:

If additional information is needed for a secondary purppse {e.g. gender; age etc. to prdvide
effective personalisation of the marketing or service] then this information should be coltected
on an opt-in basis. A tick box opt-in or non-randatory fields in an online form are both
acceptable, but you must provide a clear explanation of what the inf()nnation will be used for in
all cases.

It is normally acceptable to add an invitation to an additionat or related service to ﬁarketing
communications {e.g. a link to a website collecting an audience for a live recording of a
programme mentioned in a newsletter). However, this must clearly be on an opt-in basis only
(e.g. the original email list for the programme newsletter ¢dnnot be used to advertise the live
show, unless this purpose was made clear in the original opt-in and terms and condi*ions.)

The general test should be to consider what would be in the reasonable fexpectatiohs of the
individuals when they provided their personal details to the BBC.

11.3 Marketing - Unsubscribing from Marketing

An individual is entitled by written notice to ask the BBC to stop using their persdnal
information for the purposes of direct marketing, This is otherwise knowr as ‘optin‘g out’ or
‘unsubscribing’. We must include an “Unsubscribe Notice” on each of our direct marketing
materials giving individuals an opportunity, each time they receive a marketing message, to opt
out.

If you receive a request from an individual to opt out of certain marketing, then you must stop
using their personal details for that marketing communication within 28 days. You must also
ensure that the BBC does not send them that marketing commupication again unless they opt-in
in the future. i.e. put their details on a ‘suppression list’ to ensure that they witl not be
targeted again in the future.

Please be aware that a failure to stop using their personal details may result in a court order
being imposed against the BBC and disciplinary action against you. You should consider whether

to acknowledge a request to opt out received from an individual, particularly if there is any
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« “Actonthe féqu:esgja$ soon as possible (and.in-any event no later than 28 days after: i
receiving the'request) . . h o

« ‘Remove é{l’djetails of tﬁe’fi'ndh'zidual EXCEPT any details you should keep.on i;x
“Suppression List” P2

+* Maintain an acciirate “Suppression List” which s a list bf people who have requested it .
- that they be unsubscribed -

« . You must checi a’gainst»rthiﬁili#t’, to ensure that no marketing is sent to individuals who . o

have unsubscribed:

e Only use }t‘h‘e:ﬁi‘forﬁ\atim for-one purposé

. Secuqely,dispose of the finformétion (include suppression sts) once the service:or .
marketing communication is.finished 2

11.4 “Send to a Friend”

Please ensure you comply with the following Do’s and Don’ts when sending viral marketing (but
please speak to dpd.officer@bbc.co.uk first before viral marketing to an audience likely to
include under 16s, as different rules apply to this age group)

« Do not offer the user any incentive for sending the marketing {eg do not make
competition entry conditional oh sending recommendations etc);

« Include a statement near the “send” bptton that says “you confirm that you have the
consent of the individual whose details you are supplying”;

o Tell the user that you wil| let his/her friend know how you got their details;

o Do not keep the friends’ email addresses (and make it clear in any communication to
them that we won’t be keeping their details or using elsewhere);

« Do not allow the user to leave their name and email address blank;

« Do not include any other marketing material other than the material being
recommended;

e Write the subjéct line in the third person “John Doe thought you’d like this....";

« Provide a contact email for complaints in the event that the “friend” doesn’t know the
sender
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Modute 72 - CCTV ard Avcess Control Data

SUMMARY
In using CCTV and Access Control Data at the BBC you must
« Understand that use of CCTV and Access Control Data is limited to specific purposes
+ Conduct an assessment before putting in place a CCTV stheme
e Have in place appropriate CCTV signage for schemes

¢ Respond to requests from individuals for copies of CCTV images and Access Control Data

12.1 CCTV and the Data Protection Act

Most CCTV is directed at viewing and/or recording the activities of individuals. This means that
the use of CCTV will need to be compliant with the DPA ahd the Information Commissioner’s
CCTV Code of Practice.

Using CCTV can intrude on the privacy of the people it captures, and as such, should only be
used in limited circumstances.

Please note: in this module the term BBC data will be used as the collective for all images and
other personal data captured by the BBC on CCTV and/or access control terminals.

12.2 The BBC’s Use of CCTV Footage

The main use of CCTV is for monitoring BBC buildings for Health & Safet¥ and Security purposes.
If an incident is captured on CCTV (such as a theft, assault, accident, disturbance or trespasser),
the operators of the CCTV may follow the progress of the incident, including any people
involved.

Similarly, if an incident is later reported which may have been captured by CCTV, the BBC may

review any footage of the incident captured by the cameras.

12.3 Access Controf Data

Every time a BBC pass holder swipes their card for entry into BBC buildings this information is
recorded. This is personal data as the information sets tell us about the buildings visited by an
individual and the times of their visits. As with all personal data access control data must be
appropriately processed in line with the purposes for which the access control terminals were
installed, specifically for the Health & Safety and security of employées dnd visitors working in
or visiting BBC buildings. ‘

12.4 Dealing with requests for CCTV footage and Access Control Data
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The BBC may receive requests from various internal departments, ind‘iv’duals and third parties
organisations for access to BBC data and these requests could be sent to any part or division of
the BBC. As such, in order to ensure that these requests are dealt with consistently there are a
number of specific BBC departments and individual staff roles which ar¢ empowered to
authorise the release of BBC data from the custodian of the information. These are:

BBC Information Policy & Comptiance (tF&C)

BB§ Investigation Services

BBC Insurance Services

BBC Corporate Security

BBC Workplace

Facilities Manager BBC London and Scotland (managed by JCi)

Facilities Manager BBC English Regions (managed by Belfour Betty Workplace)
Facilities Manager BBC Wales '

Facilities Manager BBC Northern ireland

e 2 06 06 06 0 8 0 0

There are eight general categories of requests for BBC data which are outlined in further detail
later in this module: .

Health & Safety, and Security (for BBC purposes only)

Property Damage (BBC and 3" Party insurance companies)

Disclosures to the Police

Disclosures to other public agencies

Disclosures to service providers for any business purpose other than those set out above
or below

Internal BBC and/or Service Provider investigations (Crime and Discipline)

Individuals (Subject Access Request)

« Freedom of Information Act 2000 (FOIA) requests

The 8 categories of request are managed through 4 different forms or processes:
A. Persanal Data Disclosure Request Form (PDDR form)

The PDDR form should be qsed for categories (1) through (5) above (inclusive). The form
provides further guidance to requestors about what sections need to be completed
depending on the nature of tge request, as well as a list of authorisors for requests. The
form also provides authorisers with information regarding the authorising of requests
and the process once a request has been authorised.

The PDDR form is available from the IP&C team, as well as on the IP&C website on
Gateway.

B. Subject Access Request form ($AR forp)

The SAR form is available form the IP&C team and is required for all category (7)
requests. Further information about making a SAR can be found in Module 14 of this
Handbook and in section 12.4.7 below. The SAR form should be completed where an
individual requests data which rélate to him/herself. This form may be completed by
their authorised agent and can include fagily members and solicitors amongst others.

C. BBC Investigation Service Form

The BBC Investigation Service form can be obtained from BBC Investigation Service. This
form shoulp be completed for all category (6) requests.

D. FOIA requests
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Requests by members of the public under the Freedom of Information Act do not neesi
to be submitted on any particular form. For further information as to what constitute§ a
Freedom of Information request, please visit the IP&C site on Gateway.

http:/ /sites.gateway. bbc.co.uk/foil request. html

12.4.1 HRealth & Safety, and Security requests (BBC purposes OnLY)

Where BBC data is required by the BBC for Health & Safety and/or Security reasons (eg. to
investigate a safety incident) the BBC manager carrying out spch an investigation is entitled to
request copies of the BBC data from the designated authorisor (see PDDR form).

Requests made under this heading should only be made for BBC Health & Safety and Security
purposes only. Service Providers should not be making requests for data under this heading.

Process:

1. Inorder to obtain the BBC data the requestor must complete the necessary settions of the
PDDR form (avaitable from IP&C)

2. The completed PDDR form must be submitted to the appropriate authorisor (li§ted on the
PDDR form) for authorisation. ' '

3. The authorisor will then provide authorised form to the relevant Facility Manager {(where
applicable) for the data to be copied and provided to the requestor.

If you have any queries about whether the BBC data should be given out, please contact iP&C
for further or more specific advice.

12.4.2 Property Damage (BBC and 3™ Party Insurance Companies)

The BBC may receive requests for BBC data which show incidents where property is damaged
while on BBC premises. ‘

1t is likely that these types of requests may contain 3rd party personal data (e.g. vehicle
registrations, or the identity of a driver involved in the incident). There may therefore be
concerns about disclosing the footage to individuals directly, as they may, for example, use this
information inappropriately to identify the individual who had damaged their property in order
to confront them.

Therefore, requests relating to property damage should be made by and, if reasonable,
disclosed to claims representatives of the individual (e.d. uninsured loss recovery/claims
management company or solicitor) or their insurance company only (together the claims
representatives). In determining the reasonableness of the réquest, consideration should be
given to the legitimate reason for the request and whether the information will bé used ih an
appropriate manner. ‘

Requests from the claims representatives should only be considered when the request is
received with a covering letter email or fax in which the claims representative confirms the
request is made official capacity as the appointed claims representative.

Any such requests may be made by either the BBC’s insurance brokers and/or a data subject’s
insurance company. In both instances the relevant sections ¢f the PDDR farm must be
completed. For data subject insurance company requests the BBC may, in its sole discretion,
choose to waive the £10 fee in relation to the release of such information.
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Process:

1. If you receive a requést or enquiry from an insurance company (whether BBC insurance or 3
party insurance) for BBC data, please advise them to complete the necessary sections of the
PDDR form (available from iP&C)

2. The completed PDDR form should be submitted to the appropriate authorisor (listed on the
PDDR form) for authorisation.

3. The authorisor will then provide authorised form to ;he relevant Facility Manager (where
appropriate) for the data to be copied and provided to the requestor.

4. All insurance company requests authorised by Facilities Managers throughout the BBC must
be notified to BBC Insurance Services {please note this does not njean that BBC Insurance
Services’ authorisation is necessarily required for release the information). Should the
Facilities Manager have questions about whether it is appropriate 'to release data to an
insurance company, ‘they should consult with BBC In;urance Services in the first instance.

Disclosures to insurance companies should only be made where it is reasonable, necessary,
proportionate, and justified irf all the circumstances of the case.

If you have any queries about whether the BBC data should be given out, please contact IP&C
for further or more specific advice.

12.4.3 Disclosures to the Police
The BBC may receive requests from the Police for copies of CCTV data (and ppssibly Access

control data as well). The BBC is riot obliged to provide this information to the Police and due
consideratjon should be given when such requests are made.

Process:

1. If you receive a request for BBC data from the Police please ensure that they complete
the appropriate sections of the PDDR form.

2. The completed PDDR form must be submitted to the appropriate authorisor (listed on
the PDDR form) for authorisation.

3. The authorisor will then provide authorised form to the ‘relevant Facility Manager (where
appropriate) for the data to be copied and provided to the requestor.

4. The requested BBC data may be released to the Police only where the authorisor is
satisfied that failuré to provide the footage would be likely to prejudice either:

« the prevention or detection of crime or
) apprehension/prosecution of offenders

requests and authorisations in order to produce evidence for how tf\ey reached the
decision to release the footage.

Facilibes Management and the authorisors must keep adequate records of all such

5. In limited circumstances requests made by Police for BBC data outside of ordinary office
hours (09h00 - 17h30) may be authorised by a Duty Facility Manager (DFM}. Such
circumstances may include, for example requests for CCTV footage of an incident
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occurring at the time of the request, or tequests made with in a reasonable time (not
exceeding 2 hours) after an incident. If a request is made outside the BBC’s 2 hour
window period, such a request should be put on hold until the relevant Facility Manager,
BBC Corporate Security or BBC Investigation Service authoriser is able to review and,
where appropriate, authorise the release of the BBC data. Any DFM authorisations must
be notified to the relevant Facility Manager before the DFM goes off duty.

6. Out of ordinary office hour requests which have been deferred must have the relevant
BBC data ring-fence by the DFM to ensure the integrﬁty of the BBC data pending the
review of the request by the appropriate authoriser during office hours.

If you have any queries about whether the BBC data should Pe given out, please contact IP&C
for further or more specific advice. v

12.4.4 Disclosures to other public agencies
The BBC may from time to time receive requests from public agéncies (other than the Police)
for copies of BBC data. Depending on the agency, the BBC may be obliged to provide the

information to the requesting agency, as such these requests may only be authorised by the
IP&C team, BBC Corporate Security or BBC investigation Service.

Process:

1. Any public agency requesting CCTV or Access Control Data must complete the applicable
sections of the PDDR form. '

2. The completed PDDR form should be submitted to the appropriate authorisor (listed on
the PDDR form) for authorisation.

3. The authorisor will then provide authorised form to the relevant Facility Manager for the
data to be copied and provided to the requestor.

If you have any queries about whether the BBC data should be given out, please contact IP&C
for further or more specific advice.

12.4.5 Disclosures to service providers for their own business purpose

All information captured on CCTV and access control equipment used by the BBC is BBC data
which is collected for BBC purposes. As such, this information must not be accessed by BBC
Service Providers without the express permission of the BBC. This includes access by any
Service Provider which may be providing the BBC with Facilities Management services
responsible for CCTV cameras and access control equipment.

Process:

1. Service Providers must complete the appropriate sections of the PDDR form in order to
obtain CCTV footage or access control data.

2. The completed PDDR form must be submitted to BBC Warkplace in the first instance or the
BBC IP&C team for authorisation.

3. The authorisor will then provide authorised form to the relevant Facility Manager (where
appropriate) for the data to be copied and provided to the requestor.
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For obvious reasons a Service Provider cannot authorise the release of BB[C data to themselves,
as such it is important that all such requests are authorised by the BBC.

If you have any queries gbout whether the BBC data should be given out, please contact IP&C
for further or more specific advice.

12.4.6 Internal BBC and/ar Service Provider investigations (Crime and Discipline)

Requests may be made for BBC data in relatian to BBC investigations. Such requests may include
incidénts of either BBC or Service Provider staff involvement in criminal or disciplinary
incidents; or where historic data is necessary for the purpose of riminal or disciplinary
investigatiohs. Such requests will always be managed by BBC Invtgtigation Service.

Should BBC data be required for &n ipternal investigation an email from BBl': Investigation
Service and/or BBC Corporate Security will be sufficient to evidence that the BBC data may be
released to those departments respectively. BBC Investigi\‘ltion Service or BBC Corporate Security
will then take into account all Data Protection obligations, as well as any other relevant
considerations before any further disclosure of the information is made by them.

If you have any queries about whether the BBC data should be given out, please contact IP&C
for further or more specific advice:

12.4.7 Individuals (Subject Access Request)

Individuals (and their properly appointed representatives eg their solititdrs or insurance
agencies) have a right to request access to d copy of their personal information under section 7
of the Data Protection Act 1998, as it appears in CCTV footage or in access control records.
Individuals who require access to such BBC data must make a farmal subject access request in
writing to the Data Protectipn Office (see Module 14 for more information on dealing with
SARs). This also includes where another person (e.g. friend, soliFitor) makes a request for the
BBC data on behalf of the data subject. .

For requests made by data subject's insurers, please see sectioh 12.4.2 above for further advice
and guidance (such requests will require the'completion of the relevant sectjons of the PDDR
form and may, or may not require the payment of the £10 fee which decisioni to waive shall be
in the sole discretion of the BBC).

Process:

1. If you receive a request from a person for BBC data please advise the person to submit a
request to:

Data Protection Officer (Head of IP&C)
Room 2252

White City

201 Wood Lane

London

W12 7T7S

Or send an email to dpa.officer@bbc.co.uk

You should advise the person that we will need the following information in order to deal
with the request:

« Date, time and address of the incident.
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« Copies of two pieces of identification - at least one of which includes a photo to

allow the BBC to clearly recognise the applicant; this may be a driving licence, birth
certificate, passport, rent book or utilities bill.

« If a person is making a request on behalf of the data subject, they will also need to
provide evidence that they have the data subject’s consent to act on their behalf.

« A further recent photograph of the requester in ofder that they can be identified in
the footage requested. (Althot:gh this is not necessary when the footage required is
of damage to the person’s pro fty, e.g. an accident in a BBC car park in which case

- the link between the individual and the property will have to be provided).

* A £10 cheque made out to the BBC for subject access request fee.

« Acopy of the registration documents if the individual requires footage of his/her
vehicle.

2. if you receive an initial request for CCTV footage make a record of it and contact the
authorised person within Facilities Management Fo ring-fence the relevant BBC data,
pending receipt of the formal request. Please also advise the IPC Team of the request and
any details of the requester and action taken to date.

3. Once the formal request has been received by IP&C, along with the necessary details and
payment, IP&C will advise the person that the BBC has 40 days within which to respond to
the request. IP&C will also confirm the details with Facilities Management including
whether or not the BBC data is available.

If you have any queries about whether the BBC data should be given out, please contact IP&C
for further or more specific advice.

12.4.8 Requests by third parties and under Freedom of Information

if people are capable of being identified in CCTV images or access control records then this is
personal information. This information can most likely NOT be disclosed in response to a
Freedom of Information request. However, it may be appropriate to relgase images to a third
party where it is permissible considering the legal requiremepts set out in the Data Protection
and Freedom of Information Acts. It may also be possible to release a version of the information
to a requestor where the relevant personal data has been obfuscated or removed. '

Process:

1. If you receive a request from a person for BBC data made under the Freedom of information
Act, please send this immediately to the IP&C team.

2. The IP&C team will make a request for copies of the relevant BBC data to be sent to theni
so that they can consider the information and the request.

3. If it is appropriate to release the information, the IP&C team will request that a second
copy of the information be made in order to release the information to the requestor.
Please note that where third party personal data appears in any CCTV footage which the
BBC may not release, we shall have to take the necessary steps to obfuscate the information
before it is released to a requestor.
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As the BBC only has 20 working days to respond to an FOIA request, it is important that requests
for copies of information are managed quickly to ensure compliance with the statutory time
frames.

If you have any queries about whether the BBC data should be given out, please contact IP&C
for further or more specific advice.

12.5 Ring-Fencing, Retention and Deletion

If you are aware of an incident or a busingss néed to retain BBC data for release, especially
CCTV data, but a formal request has not yet been made, you may send a request to the relevant
Facility Manager to ring-ferice the relevant BBC data from any automated retention/deletion
schedule or cycle,

All requests for ring-fencing must be made in writing (email is acceptable) to the relevant )
Facility Manager settirig out the following information in order to ensure the correct information
is excluded from any reteéntion/deletion schedule or process:

« Name of requestor for ring:fencing
« Time and Date of event

o Description of event
s Reason for ring-fence

A request to ring-fence does not entitle the ring-fence requestor to receive a copy of the
BBC data, but simply means tﬁat the data will be excluded from the automatic retention
cycle. Access to the actual BBC data will only be allowed once formally aythorised.

The retention period for any information which has been ring-fenced will be 3 years and 6

months from the date when the ?nfor:hation was ring-fenced.
12.6 Deciding whether to use CCTV or continue using CCTV

Pursuant to the Information Commissioner’s guigance on appropriate Heployment and use of
CCTV the BBC has the following policies on deciding when to use CCTV and appropriate signage.

The BBC uses CCTV to provide a safé and secure epvironment for BBC en"nployees, audiences and
other visitors. Currefitly, the BBC has in place perimetgr and some internal security CCTV
systems as part of a range of security measures derived from the Building Security Risk
Assessment (BSRA) carried out for all of its buildings. The assessment is carried out by either the
Head of Corporate Security, or third parties engaged by BBC Workplace, or its Facilities
Management Providers.

During these assessments the BBC needs to careful‘Ly consider whethet the installation of CCTV is
necessary. We need to take into account what bepefits can be gained, whether better
solutions exist and what effect it may have on individuals.

Key issues to consider when using CCTV are:

« What organisation will be processing the CCTV images - will it be BBC staff or external
contractors?

o If it is external contractors, do we have a contract in place which includes data
protection clauses?
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o - What is the BBC’s purpose for using CCTV? What problems is it meant to address?
*  What are the benefits to be gained from its use?

* Can a less privacy-intrusive solution, such as improved lighting, achieve the same
objectives?

o Does the BBC need images of identifiable individuals, or could the CCTV use a system
where images are not capable of identifying individuals? ‘

¢ What future demands may arise for wider use of images and how will the BBC address
these?

* What could the BBC do to minimise intrusion for those that may be monitored,
particularly if specific concerns have been exgressed? '

¢ What CCTV product will be used and does it capture images of a sufficient quality to
meet the proposed objectives

«  Where should cameras be sited (botp to ensure adequate coverage to meet the
objectives of the scheme and to minimise collateral intrusions.

BBC Corporate Security monitors the BSRAs and periodically reviews them. Further, the
installation of any new CCTV cameras will be governed by the BBC’s Security Codes of Conduct
which are available on Gateway or from BBC Corporate Security. ‘

12.7  CCTV Signage

Where a CCTV scheme is to be installed/in operation, to comply with the 1* principle of data
protection that people must know that they are in an area where CCTV surveillance is being
carried out.

The most effective way of doing this is by using prominently placed signs at the entrance to the
CCTV zone and reinforcing this with further signs inside the area.

CCTV signage should:

be clearly visible and readable;

« contain details of the organisation operating the system, the purpose for using CCTV and
who to contact about the scheme (where these things are not obvious to those being
monitored); and

* be an appropriate size depending on context, for example, whether they are viewed by
pedestrians or car drivers.

Further detailed advice regarding CCTV signage is contained in the BBC Security Codes of
Practice which are available on Gateway or on request to BB Corporate Security.
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Module 73 - Pmymm /7/4,5//(} ard Data FProtection

1. BBC’s role as a programme maker

The BBC as a broadcaster collects and uses huge amounts of personal information for a variety
of programme-related reasons, such as in news stories and through user generated content on
our websites.

While this personal information is subject to the DPA and its requiremerits, in recognition of the
unique role of the media in relation to freedom of expression, there aré some limited
circumstances in which the BBC is exempt from complying with some provisions of the Act.

The specific exemption is outlined in section 32 of the DPA and applies to personal information
which is processed for the purposes of journalism and/or art and/or literature. it is important to
bear in mind that this is not a blanket exemption for the BBC and has to be considered carefully
in each specific case where we need to rely on it.

2. The scope of the exemption
Three conditions MUST be fulfilled if $32 is to be invoked:
« Process data with a view to publishing Journalistic or artistic material; AND

s Publication is in the public interest (this decision is based on whether a programme is
made in accordance with the BBC Editorial Guidelines); AND

o [t would be incompatible with our journalism to comply with the data protection
provisions

1. The processing of the personal data is undertaken with a view to publjshing Jjournalistic,
litérary or artistic material '

The BBC views this first provistan as relatively wide and processing will capture most things done
with personal information such as:

& Obtaining it
e Recording it

« Holding it

«  Operations such as; organising it, altering it, retrieving it, using it, disclosing it etc.

You will also need to be carrying out one of the above actions with the view to publishing
journalistic, artistic or literary material.

While the application of the exemption will need to be made on a case by caje basis, one
interpretation of the requirement is that you are carryinig out one of the above actions on the
personal information with the intention or hope of publishing niqterial, such as programme
content. i

The Information Comrhissioner has also defiried ‘publishing’ in the DPA to mean that the
information is made available to the public or any section of the public.

2. We have had regard to the special importance of the public interes¢ in freedom of
expression and reasohably believe publication would be in the public interest; and
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This provision requires the BBC to complete a public interest balancing test to determine
whether it would be in the public interest to publish the material in question.

While the application of the exemption will need to be made on a case by case basis, if you are
able to process the personal information in compliance with the BBC’s Editorial Guidélines, it
will usually be a good indicator that the publication is in the public interest. :

3. We reasonably believe in all the circumstances that compliance with the specific provisions
of the DPA is incompatible with journalism and/or artistic purposes and/or literary purposes.

The third provision requires the BBC to show that we reasonably believe we cannot apply the
provisions of the Data Protection Act as well as maintaining the journalistic purposes etc for
which we collected the personal information. It is not enough just to show that it would be
inconvenient to comply, you must be able to show that it would be incompatible to do so.

For example, if we had a story about a corrupt MP and the MP made a request under section 10
of the DPA to prevent us using his personal information in the story, we would be unable to do
our job as a broadcaster and inform the public know of an important issue. In these
circumstances, we could not comply with the Data Protection Act as well as continue with the
story.

3. How the exemption works

This exemption is similar to the derogation provided in the Freedom of Information Act,
‘journalism’, ‘art’ and ‘literature’ and is usually taken to mean our content, or activities closely
associated with content creation. It includes our online content.

The specific provisions of the DPA which we would not need t6 comply with when relying on the
exemption, and incompatibility can be shown, are:

= The data protection principles, except for the seventh data protection principle, which
relates to the security of the data.

» If an individual tried to exercise their rights under the Data Protection Act, narhely:

a. Subject Access Requests (section 7)

b. Preventing processing likely to cause damage or distress to the data subject
upon their request (section 10)

c. Providing rights to the data subject in relation to automatic decision making
(section 12); and .

d. Rectification, blocking, erasure and destruction of the personal information
(section 14(1) to (3)).

Although we would not have to comply with most of the data protection principles if we relied
on the exemption, we would still have to comply with the 7" datd protection principle, which
relates to keeping personal information secure. '

This means when you collect the information you will still negd to ensure that you keep the
information secure, such as locking away any hard copy information and laptops when t| ey’re
not in use and keeping electronic information password protected. You also need to ensure that
only those people who have a business need have access to the information. For further
information see Module 9 - Security and Deletion of Personal information and the BBC’s
Information Security Policies.

Note also that the exemption has specific provisions to protect the media against court action
before material is published. If you become aware of any threatened use of the Data Protection
Act before your material is due to be broadcast or put online, you should immediately contact
IPC, who will liaise with the Litigation Department. ‘
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4, What can the ICO do?

The ICO has specific powers when dealing with personal data processed under section 32. If the
ICO believes that we are not processing the personal data only for the special purposes, or are
not processing it with a view to publication; he can issue a special enforcement notice on us.
Any faildre by the BBC to comply with an enforcement notice is an offence.

The reputational risk to the BBC of such an action by the ICO would clearly be very serious.

6. Further help

Application of this exerﬁption can be complex. If you need any further help about using the
exemption please contact the IPC Team.
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Moduble 74 - faz&éet Aecess /Peyaem’

SUMMARY

Individuals have the right to ask for a copy of their personal information that the BBC holds.
Please note that

*  You need to be able to recognise a SAR

*  When you receive a SAR you must contact the iPC Team immediately as there is a
specific legal timeframe to respond to requests

*  You may be asked to search for information on your systems by the IPC Team in
response to a SAR

The DPA gives living individuals the right to request access to records and other information that
organisations hold about them. This is called a Subject Access Request or “SAR”. Except where
exemptions apply, in response to a request, the BBC must provide to ipdividuals copies of all
records and information that it holds on that individual in respanse to a SAR.

Please be aware that the BBC has 40 days within which to respond to a SAR. Failure to respond
within the 40 day specified time limit is a breach of the DPA by the BBC. Therefore, it is
imperative that requests are forwarded on immediately to IPC so work can commence.

Under this right, an individual is entitled to a copy of his or her own personal information
subject to a number of exemptions. Furthermore, an individual may not be entitled to
information relating to third parties (particularly, where information has been provided in
confidence).

14.1  How do | recognise a Subject Access Request?

The BBC regards any request for a large amount of personal information as a SAR. Please note
that it must be for personal information about the person who is actually making the request
(although bear in mind that an individual may make a request through his or her soﬂcitor).
Otherwise it may be a request for personal information about another person under the
Freedom of Information Act 2000. ‘

E.g.: Can you please provide me a copy of all the information the BBC holds about me? or Can
you provide a copy of all my personnel records from 1997 - 2007.

With respect to the first example request above, generally we would ask the requestor to give
more information about the personal information they are requesting to help us locate that
information. By way of general guidance, business as usual requests for discrete pieces of
information should NOT be treated as a SAR. However, this is a judgment that you will need to
make and IPC will be able to help you with this if need be. '

So a request such as “Can you please provide a copy of my appraisal from last year?” is really a
business as usual request and does not need to be treated as a SAR.
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However, if there is a reason why personal information is NOT going to be released in the course
of business as usual, then the request must be treated as a SAR and should be referred to the
IPC.

14.2 What do { do with a SAR?

You must immediately pass a SAR (or anything that might be a SAR) to the IPC Team, at Room
2252, White City, 201 Wood Lane, London, W12 7TS or forward via email to DP Advice.

14.3  How long have we got to respond to a SAR?

The BBC has 40 calendér days to respond to a SAR from the day upon which the BBC has received
all the necessary information about identity, location of the information and the fee (if
relévant). However, where the request is provided with all the necessary information and the
fee, the 40 calendar days will start to run on the day that the request is received (regardless of
who within the BBC receives it). Given the considerable amount of work involved in responding
to SARs and the short timeframe it is important that you pass any SAR immediately to the IPC
Team.

14.4 1D requirements and payment

The BBC will also require 2 forms of identification to ensure that the requester is who they
claim to be. At least one of which should be photographic, and the other should preferably
confirm address. Identification is important sincé we need to ensure that personal information is
provided to the person to whom it relates rather than any other person.

A SAR will attract a £10 fee which is payable to the BBC via postal order or cheque made out to
the BBC.

14.5 What should the BBC provide to a requester?

In response to a SAR, a requester is entitled to be informed:

""" whether the BBC holds any pgrsonal'ihfqrmatfon about them-

‘e, to'be given a description. of the information

« . to.be told for what purposes:the informatjon isiused

«.. to be given a description of the recipients or-the classes.of recipients to whomt e
information has: b@en or may.be disclosed’ (e.g..:an inc?ependent production: ompany;
BBC’s-outsource service providérs for-employees) St :

The requester is also entitled to receive:

o acopy of the personal inf‘orymafion w{th any. uhintelligible terms explained'

« " any information available.to the BBC about the squrce of tt}e personal information s
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Ly e ~an explar/;ation‘ as to-how any aum?:iated dec;s‘ibns‘ taken.about them have been made”

e and; "i’f'the requester has;specificali
in any:automat,ed ‘decisions.

ested it, to be informed of the togic involvéd :

14.7 What personal information can be withheld by the BBC?

The BBC may not be able to release personal information in response to a SAR where it falls
under an exemption such as being personal information relating to other people. Other
exemptions include where information is used for crime preventioh and detection or is covered
by legal professional privilege.

However, please note that decisions about the use of these exemptions must be made by
the IPC team.

If you have any questions about SARs please contact the IPC team.

14.8  How do | search for information?

When you are requested to provide information in response to a SAR you must search all paper
and electronic documents (including emails) that you hold. However, if you han questions
about the extent of your search, for example, you believe that it would be very time consuming,
please contact the IPC team (the general test in this case is that if you could find the data if you
needed it for your own purposes, then you should disclose it for the purpose of an SAR).

You are required to search the following types of records:

1. Information held electronically, including emails and Word, Excel or other electroric
documents. With respect to emails, you must search your ‘inbox’, ‘sent items' and
‘deleted items’ folders. You do not have to search permanently deleted items which
only IT support could retrieve for you;

2. CD Roms and disks; and

3. Information held in paper files, including handwritten notés and other hard topy
documents. You must search paper files that are structured by feference to individuals
(e.g. alphabetical index or unique identifier) and unstructured (administrative or
miscellaneous files with information held chronologically).

14.9 I have found some embarrassing emails - do | have to disclose these?

Yes, you do. Please note that it may be a triminal offence under the FOI4 and/ or the DPA to
alter, deface, block, erase, destroy or conte;!al any record held by the BBC with the intention of
preventing its disclosure.

14.10 What happens after I've located the information?

Please provide the relevant information to the IPC Team, who will g0 th(ough the information
you have provided and assess whether any exemptions apply. Information that is exempt will be
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removed, or redacted from documents, and thé remaining iriformation will be sent to the

requester.
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Modilo 75 - Data &am@ Breackes

Data security breaches can have a massive impact on individuals associated with the BBC as well
as the reputation and efficiency of the BBC. This procedure sets out the actions that you must
take immediately upon becoming aware of a data security breach.

1. What is a data security breach?
BBC defines a data security breach as loss/disclosure/inappropriate access or mishandling of:

e Personal data; or
» Highly commercially sensitive data relating to the BBC and/or its suppliers.

If in doubt about whether an event is a data security breach - contact IPC immediately on 02
26599.

BBC defines a ‘serious incident’ as a daka security breach that involves the
loss/disclosure/inappropriate access or mishandling of either:

¢ Large volumes of personal data (ie details of more than 100 individuals)

¢ Personal data that that could cause potential harm to the individhals (eg
financial/credit card details); or

« Highly commercial sensitive data which could cause significant harm to the BBC or
another company

* Particularly sensitive data (eg medical records, contract details of key talent, contact
details of anonymous sources);

¢ Personal data relating to children.

2. What to do in the event of a data security breach?

2.1 Inform your DP Representative* immediately and appropriate DP Contact. Wha is my DP
Representative?

2.2 DP Representative completes a Data Security Breach Initial Report and ensures that, if
the breach involves the loss or theft of a mobile phone, laptop or blackberry, an
Incident Report has been submitted via
http://finance.gateway.bbc.co.uk/investigations/incident. html#

2.3 If after completing the Data Security Breach Initial Report, the DP Representative
assesses the event to be minor s/he should email the Initial Report to IPC via email
“Data Protection Advice” within 24 hours.

2.4 1PC will assess the event to confirm whether it is a mingr breach. If IPC agrees that it is
a minor breach, the event will be recorded {n relation to the Division but IPC may
decide to take no further action.

3. Serious Incidents

3.1 If the DP Representative assesses the event may be significant enough to qualify as a
“Serious Incident”, s/he will immediately;

a) Contact {PC on mobile numbers as set out in contact list Below, tob describe the
breach.

b) Send IPC a copy of the Data Security Breach Initial Report via the email
addresses as set out on the contact list below.
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3.2 1PC will assess the breach to confirm whether it is a "Seriot]:s Incident’’ and, if so, will
alert the DP Serioqs Incident droup.

3.3 The Serious Incident Group will meet to decide how to act on the breach.

*Nate, DP Representatives will need to arrange for cover for this function for sickness/leave,
and ensure that their Departmental Data Frotection Contacts know of the arrangements.

4, What will happen then?

A group of senior people will form the DP Seriolss Incident Group and will gather the Relevant

Information and decide how to act, in light of the nature and extent of the breach.
Procedures for DP Serious incident Group

These procedun;es are additional to the Data Security BreacH Procedures and set out how serious
data protection breaches will be managed within the BBC once a breach is repotted.

1. DP Serious Incident Group to meet to decide how breach should be acted upon. Who
is in DP Serious Incident Grou‘P?

a. DP Serious ncident Group - Core Group

Chilef Operating Officer,

Relevant Divisional Director,

General Counsel, '

Head of Press Office, and ‘
Head of Information Policy and Compliance.

bk ol ol

b. DP Serious Incident Group - members as necessary

Other staff will be invited to join the group depending upon the nature of the incident -
For example:

Director of BBC People (eg incidents involving significant numbers of staff)
Director of Vision/ Audio & Music (As appropriate) (eg cases involving talent)
Channel/Network Cohtraller (As appropriate)

Head of Rights and Business Affairs (eg cases involving talent)

Directors General's Office

c. Additional support and external contact

A number of staff may be called upon to provide expert advice to the escalation group for
example:
» Head of Investigations Unit
Head of Internal Communications
¢ Head of Busjness Continuity
e Head of Employment Law
e Head of Information Security

As the information about an incident is confirmed the Escalation Group may decide to inform
representatives from such bodies as:

e The BBC Trust

¢ The Information Commissioner’s Office

e The Police

e Outsource Company Press QOffice (if appropriate)
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d. Deputising

When Head of Information Policy and compliance is away his deputy will be the IPC Senior
Adviser, Data Protection. They will be responsible for ensuring that appropriate deputies were
contacted where members of the core incident escalation group are unavailable. ‘

2. Relevant information to provide to Serious incident Group

The completed Data Security Breach Initial Report must be provided to the Serious Incident
Group within 4 hours of the report.

3. Completing the Data Security Breach Procedure

Once the Serious fncident Group has decided how to act in relation to a Serious Incident, the

Serious {ncident Group may ask the relevant IPC Adviser and the DP Representative to complete

the Final Data Security Breach Report. The purpose of this report is to record the decisions
rbnadehin relation to the breach and, in particular, the steps taken to prevent futlire similar
reaches.

4. Freedom of Information
Please note that all documents that are created by the DP Serious Incident Group may be

disclosable under FOI unless a suitable exemption applies (eg legal professional privilege).
Please speak to IPC with any questions on this matter.

‘USEFUL CONTACTS

James Leaton Gray
- Head of Information Policy and Compliance
“jai K. ray@bbc.co.uk
Internal Number: 02 26567
Mobile number: 07740 818 036
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Modabe. 76 - Complaints about Breaches of the
Data Protection Aet

SUMMARY

Individuals have the right to complain to the BBC about the way their personal information is
used (see Rule 11). We must ensure that we treat these complaints properly and in accordance
with this Handbook. In particular

o Individuals may claim that the way that the BBC uses their personal information causes
them damage or distress

16.1  Anindividuat claims that use of theit personal information is causing damage or
distress (section 10 notice)

Individuals may provide a written notice to the BBC that the use that we are making of their
personal information is causing them damage or distress and request that we stop using or not
begin to use their information. This is officially called a section 10 notice under ttie DPA. When
the BBC receives a section 10 notice, it has 21 days within which to reply to the individual so it
is important that you contact the IPC team directly.

If this complaint is in relation to a news item, message board or other broadcast or web item,
do not take any action without consulting the IPC Team or Programme Legal Advice.

You should be aware that an individual who suffers damage, or damage and distress, as a result
of any contravention of the requirements of the DPA by the BBC has a right to claim
compensation from the BBC. However, the damage or distress must be substaiitial and
unwarranted.

Please contact the IPC team for further guidance. However, you should be aware that the DPA
sometimes permits the BBC to use peysonal information for the purposes of journalism,
literature and art regardless of whether substantial distress or damage is caused. See Module 13
for more information about journatism and the DPA.

16.2 The BBC receives a request to remove User Generated Content

As we provide the ability for users to post content onto the BBC website or pur associated
websites, we may from time to time receive content from individuals which includes personal
information on another third party individual e.g. where John provides comments on-a BBC
website about Peter without Peter’s knowledge or permission. Where this occurs, the third
party individual may contact the BBC to ask that the BBC remove this content.

The third party individual may also object to content being posted about them on a BBC website
because the comments are defamatory. Yod should be aware that the BBC could be subject to

an action for defamation. Please contact Programme Legal Advice for further advice on
defamation.
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16.3  Rectification, blocking, erasure and destruction of inaccurate data

Where an individual has made a SAR and has received a copy of their personal information they
may consider that the information is not accurate or should be deleted. The individuals may
then contact the BBC to ask that the information be rectified.

If the BBC disagrees, the individual may then take the matter before the court to obtain an
order to force the BBC to change or delete the information.

If you receive a notice in writing requesting rectification of the information due to its
inaccuracy, contact the IPC Team or email Data Protection Advice for advice. in particular it is
essential to seek advice from the i{PC Team or Programme Legal Advice where the request
relates to BBC’s broadcast or online content. This is because there are different laws relatinig to
prg:x@gastlsmaterial and, as a consequence sometimes these rights will not be available to
individuals.

16.4  Other complaints

Should you receive any other complaints from individuals about the way the BBC uses their
personal information, please contact the IPC team for advice.
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Module 77 - 5&/%5/’0/{4/ BBC Data

17. Personal Data
In order to protect personal data Information Policy arid Compliance have defined rules for

personal data which must be encrypted. This requirement applies to all personal data collected
for the BBC, even if held by Independent or 3™ party organisations.

17.1  What personal data should be encrypted?

e All documents holding sensitive data relating to named individuals where the distress
that might result from the misuse or disclosure would be deemed significant (e.g. major
talent salaries, medical conditions ethnicity, religious or information about sex life)

« All Children's contact details

e Documents holding named information and their financial information (bank details etc)
of more than 50 individuals.

e All documents holding names and other non-sensitive personal data (e.g. date of birth or
National Insurance Number) of more than 1,000 individuals. '

17.2  Other Data
Individual department or Divisions can define additional types or groups of data that should be
encrypted. The processes will be the same as those defined below.
17.3  How should | encrypt data?
17.3.1 Data being serit via e-mail
Reguiar third parties in receipt of BBC encrypted data

Where the BBC has a regular communication with 3™ parties, an encrypted tunnel will
be created between the BBC and the 3™ party. This means that the user need perform
no further action, their mail will automatically be encrypted between the BBC and its
destination.

Current encrypted tunnels éxist between the BBC and

e Capita HR Direct
o Red Be¢ Media (RBM)

Other 3" parties
The BBC currently only provides enctyption through usage of WinZip. This means that
the document has to be added to a WinZip file, and a password applied. This password

must not be sent with the document in question, but communicated via telephone.
Instructions for how to perform this function can be found on the BBC IS website here
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If the third party is sending a WinZip file to the BBC, it must be zipped using WinZip
V9.0 or higher, the encryption below this version of WinZip s not strong enough.

If you need to find out what version of WinZip is running, open WinZip, and uhder the
Help br::enu is About WinZip, this displays various information including the version
number.

17.3.2 Data being sent via means other than e-mail
Encrypted memory stick

The BBC recommends usage of a encrypted memory stick, which are available ta buy on
Quick Order. Again the password must not be stored ith the stick itself. However if
any other device is available, please check with ism@bbc.co.uk to ensure that the
encryption used is suitable to protect BBC data.

CD Rom or DVD
The data should be saved to the CD Rom/DVD in the form of a WinZip ﬁlet instructions
above. ‘
17.4 How do | decrypt data?
If you have received data from a 3™ party that is encrypted, you need to follow their
requirements. Please ensure you receive passwords by phone, or through the post, and not via
the same route that the data has taken.
If it is a password encrypted WinZip file, entering the password as given by the third party will
decrypt the data.
17.5 Can | encrypt portable data (e.g. Phones/PDAs/Blackbeérrys)?
Currently the BBC has no capability to encrypt data on these devices. It is requested that the
manager of a department seriously consider if it is appropriate to use these devices if personal
data is being transported. Advice should be sought from the department DPA Representative. A
list of these can be found on the |PC website.
17.6 Laptop Encryption
Full Disk Encryption has now been rolled out across the BBC’s laptop population.
If you believe you have a business justification for you laptop to be un-encrypted (i.e. travelling
to certain countries where laptop encryption is illegal), then please submit your enquiry/request
to the BBC’s information Policy & Compliance team by emailing: dpa.officer@bbc.co.uk Please
check our Encryption page for more information.
During 2010 the BBC will also be rolling out end-point encryption which will prompt the user to

elect whether or not to encrypt documents before they are saved to remgyable media (i.e.
memory sticks and CD-ROMs or DVDs).
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SUMMARY

A privacy notice is a statement irfforming individuals how the data collected about them will be
used, for what purposes and by which organjsations. The privacy notice should be displayed
wherever personal information is collected about individuals, e.g. on a webform or website page
where individuals are invited to submit persopal information whether in the form of contact
details, photographs or otherwise. The primary purpose of such a notice s to ensure the
collection and use of personal information is fair.

As a minimum the privacy notice should clearly state:

« who is collecting the information

« why you are collecting and processing the information
« how the information will be used

¢ who it will be shared with

Try putting yourself in the individuals’ shoes, what would you expect to be told if you were
providing your personal details? For example, if you are using the information for an
unexpected or objectionable* purpose, you must make this clear in the Privacy Notice.

*and don’t forget the editarial guldelines

About Privacy Notices

The BBC's Privacy & Cookies policy is a Privacy Notice. The policy informs users how the BBC
will use their information and for which purposes.

In order to be open and transparent as to how the BBC will use personal information, the BBC
has included rnuch more than the minimum necessary information in the Privacy & Cookies
Policy. There will be some members of the public who are unlikely to read this detailed
information. The BBC therefore takes a layered approach to privacy notices. This involves
providing a short notice containing only the basic privacy information and a link to the
Privacy and Cookies Policy wherever personal information is collected from individuals. The
more detailed Privacy arid Cookies Policy will be available on a linked webpage for those who
want further information.

When to use a Privacy Notice

A Privacy Notice is to be displayed wherever personal data is collected from individuals. This
includes situations where another organization is collecting the information on the BBC’s behalf
(e.g. an indie producer or a market research company). Examples include:

« webforms - e.g. Have your Say pages, Be on a Show, comments pages, BBC Complaints,
mailing lists or ticket ordering forms

« webpages instructing users to submit user generated content or personal details

o paper forms

This information can be interspersed within the text of the website if you are collecting
information online but it must be easy for the user to find. However, it is not acceptable to
require the user to click away from the information collection webpage to a separate webpage.
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If an Indie is collecting personal information on the BBC’s behalf the BBC must have a
written data processing agreement in place and you must be satisfied that the level of
security they offer for the personal information is suitable. Speak to your DP Representative
or IPC for advice. {See Rule 13 and Rule 14]

Collecting Sensitive Personal Data - Additional Requirements

When collecting sensitive personal data (for éxample details of an individual’s racial or ethnic
origin, their political opinions or religious beliefs, their sexual orientation or whether they have
a disability and/or any access requirements) the privacy notice must be ‘actively
communicated’ to the user. This means that the BBC must take pogitive steps to bring the
reasons for collecting such sensitive information to the atterjtion of the user. Ora webpage or
webform this can be achieved through a pop up box containing the relevant informatioh.

Example Privacy Notices

These examples are intended to be used as a template for producing your own privacy notices.
They are provided as a source of guidance only. Although the BBC wishes its Privacy Notjces to
be consistent across its services, it is important that the notices reflect the purposes for
collecting personal data and they include all necessary informatian.

The Privacy Notices should be included on the webform used to collect information or the
webpage detailing how applicants can apply.

Contents

1.

Be on a Show

a. BBC collecting and using personal information. No transfers to third
parties

b. BBC collecting information and then sending it to an Indie to develop
and produce the programme on the BB(C’s behalf

c. Indie collects the data and produces the programme itself

UGC- e.g. Have Your Say; Your news, your pictures; Citizens Journalism:

Your thoughts; Snapped; Comments etc

a. BBC collecting and using personal information, photos, videos and UGC.
No transfers to third parties.

b. BBC collecting and sharing personal information, photes, videos and UGC
with Indies

c. Indie collecting and using personal information, photos, videos and UGC

Requests for participants for market research or feedback sess?o S

Email newsletters

Mailing lists (Short form)

Mailing lists (Long form e.g. Shows, Tours and Live Events Majljng List

Competitions

Texts, Telephone and contact us

Remember a Privacy Notice Tells People:
Liqking to external website

« who is collecting the information

« why you are collecting and processing
the information

+ how the information will be used

[TEXT BOX.TO: APPEAR ON EACH PAGE OF GUIDANCE NOTES] o who it will be shared with

Always miriimise the amount of data
collected and tailor these examples to
suit your specific circumstances.

When collecting sensitive personal details
you must ACTIVELY COMMUNICATE this
information to users,
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Programmes — Be on a Show

Example A: BBC collecting and using personal information. No
transfers to third parties.

Programme XX (BBC One) application form

You must not submit personal ihformation relating to another indlvidual without first
obtaining their express permissjon. All fields marked * are mandatory

*Your Full Name

Minimise the amount of
Your team mate’s name data collected. Ask for
participant’s age or age
rapge rather than a date

*Your E-mail address of birth. Is it necessary to
collect the applicant’s
full postal address at this

=Your address stage?

Phone number:

Team mate’s email address

Be aware that information about an
four age . individual's ethnic or racial origin,

their religious beliefs, their sexual
Team mate’s age

orientatign or their physical or
What is the relationship between you and your team mate?

mental health is sensitive personal
data. Only collect this information

where it is absolutely necessary and
you must take steps to actively

commuinicate why this is required.
< 2

Contributor monitoring: In the interest of equal opportunities, the BBC is keen to encourage
a greater diversity of individuals applying to appear on its programmes, so we would be )
grateful if you could take the time to answer the following optional questions. The information
will be held in the strictest confidence and it will not prejudice your application if you choose
not to answer these questions.

‘J
« Do you consider yourself to be disabled? ¥ Yes E No Details{

. } —- select --- vl
« Please indicate your etl‘gmc origin

The BBC would like to retain your details for future related use, for example when we
are producing similar programmes. Are you happy for us to do this and to contact

you in the future? E Yes E No Your answer to this guestion wil! not influence the
selection process for [INSERT NAME OF SHOW].

The information you provide will be collected and compiled by the BBC for the purposes of assessing
whether you are a suitable contributor for [INSERT NAME OF SHOW] and developing and progucing [INSERT

NAME OF SHOW] and any associated website content, programme, pubiicity, prometion and/or distribution
materials. Unless you have indicated otherwise, the BBC will only use your details in connection with
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[INSERT NAME OF SHOW] and associated material. The BBC will not trarisfer your details to any third party
without contacting you first. Please visit the BBC's Privacy & Cookies Policy (www.bbc.co. uklpnvécy[ for
more information.

Please note, the BBC receives a high number of applications fot its shows and we cannot invite everybody
who applies to participate. Therefore we will only contact you if your application is successful, If you are
not selected to appear on this show, and you have indicated that you do not wish for.us to retain your
details, the BBC will securely destroy your personal information and we will not use it for any other
purpose,

Example B: To be used when the BBC is collecting the
information and then sending it to an Indie to develop and
produce the programme on the BBC’s behalf.

Programme YY (BBC Two)

[Insert a brief description of the show and the type of applicants you are
looking for].
Don't delay, apply today and you could be joining us in the studiq soon.

Programme YY is produced for the BBC by {Insert Indie’s name].

[Insert any conditions applying to applicants e.g. age limits and residency
requirements].

To apply

Email: [Insert contact details]
Post: [Insert contact details]

Closing date: [Insert closing date]

The information you provide will be collected by the BBC. The BBC will share your information
with [INSERT INDIE*S REGISTERED COMPANY NAME AND NAME OF PROGRAMME, e.g. Company X,
producers of the series XX] for the purposes of assessing whether you are a suitable contributor
for [INSERT NAME OF SHOW] and developing and producing [INSERT NAME OF SHOW] and any
associated website content, programme, publicity, promotion and distribytion materials. Ydur
details will not be transferred to any other third party without contacting you first. Please visit
the BBC's Privacy & Cookies Policy (www.bbc.co.uk/privacy) for more information.

Please note, we expect to receive a high number of applications for this show and we cannot
invite everybody who applies to participate, Therefore you will only be contacted if your
application fs successful,

The BBC would like to retain your details for future related use, for example when we are
producing similar programmes. If you are happy for us to do this and to ¢ontact you in the
future please let us know in your application. (Please note your decision will not affect the
selection process for [INSERT NAME OF SHOW]).
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If you are not selected to appear on this show, and you have mdlcated that you do not wish for
us to retain your details, the BBC and [INSERT NAME OF INDIE] mll securely destroy your
persona( information and we will not use it for any otheér purpose.

Example C: To be used where an Indie coljects the Jata and
produces the programme itself. In this situation the Indie’s
Privacy Policy will govern the use of the personal information.

Programme YX (BBC Two)

[Insert a brief description of the show and the type of applicants you are
looking for].

Programme YY is produced for the BBC by [Insert Indie’s name].

[Insert any conditions applyihg to applicants e.g. age limits and residency
requirements].

To apply

Applicatiohs: Please download and complete this application form

Privacy Notice [To be added to the appilcatlon form or, if there is no
such form, to be dispiayed on webpage with the appiication
instructions}

[INSERT INDIE'S NAME] would like to retain your details for use in the future when
we are producing similar BBC programmesg. Are you happy for us to do this and to
contact you in the future? Yes[_ | No{ | Your answer to this question will nct influence the
selection process for [INSERT NAME OF SHOW].

The information you provide will be collected and compiled by [INSERT INDIE*S REGISTERED
COMPANY NAME AND A DESCRIPTION OF THEIR ROLE, e.g. Company X, producers of the series
XX], for the purposes of assessing whether you are a suitable contributor for [INSERT NAME OF
SHOW] and developing and producing [INSERT NAME OF SHOW] and any associated website
content, programme, publicity, promotion and distribution materials. [INSERT INDIE*S NAME]
will not store or use your details for any other purpose and will not transfer your details to any
other third party without contacting you first. Please visit the Privacy Policy {[INERST LINK TO
POLICY]) for more information.

Please note, we expect to receive a high number of applications for this show and we
cannot invite everybody who applies to participate. Therefore you will only be contacted
if your application is successful. If you are not selected to appear on this show, and you
have indicated that you do not wish for us to retain your details, your personal information
will be securely destroyed and not be used for any other purpose.
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User Generated Content- e.g. Have Your Say; Your news,
your pictures; Citizens Journalism: Your thoughts;
Snapped; Comments etc.

Example A: BBC collecting and using personal information,
photos, videos and UGC. No transfers to third parties.

*Display Name (How would you like your name to appear alongside your
contribution?)

*** Your Name

***Your E-mail address

Only collect the necessary
information e.g. do not collect the
user’s address if you only need the
name of their general location.

*Town & Country

it must be clear from the form
which information will be published
on the website. Users must be
given an option to supply a screen
name/their initials rather than their
full name.

**Phone number (optional):

Comments

el |

Send i Clear ]
Upload a video, audio clip or photo (optional
Choose the video or photo you want to upload.

Videos are limited to 70M8 in filesize. We accept your video in .wmv, .avi, .mp4, .mov or .3gp
format. Photos are limited to 10M8 in filesize. We accept your photos in JPEG format (.JPG).

All fields marked * are mandatory
++This information will only be used by BBC for the purposes of contacting you abgut your
comment and/or for verifying your identity, it will not be published.

The information you provide will be collected and compiled by the BBC for purposes of [INSERT
PURPOSE OF DATA COLLECTION e.g. the next series of ENSERT PROG NAME]/use on the
website/message board]. The BBC may wish to use your contribution in other BBC services,
strictly in accordance with the BBC’s Terms of Use (www.bbg¢.co.uk/terms).

Your details will not be passed to anyone else and we will only contact you with regard to your
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contribution and its use by the BBC. If you submit an image, video or audio recording of anyone
other than yourself, you must obtain their permission first and if the person is a child you will
need to obtain their parent’s written consent. Please visit the BBC's Privacy & Cookies Policy
(www.bbc.co.uk/privacy) for more information.

The BBC may need to edit your contribution for technical or operational reasons and we cannot
guarantee that your contribution will be shown. Please ensure that your contribution complies
with the BBC's Terms of Use (www.bbc.co.uk/terms), and any local terms and House Rules.

Example B: BBC collecting and sharing personal information,
photos, videos and UGC with Indies. UGC to be published on
BBC.co.uk

*Dispidy Name (How would you like your name to appear alongside your contribution)

***your Name

l . Only collect the necessary
*"*Your E-mail address information e.g. do not collect the
user’s address if you only need the
name of their general location.

*Town & Country

I It must be clear from the form
- . which information will be published
Phone numpber (optional): on the website. Users must be

given an option to supply a screen
name/ their initials rather than their

Comments j full name.
=l
L] 2
Send. | - Cleay

Upldad a video, audio clip or photo (optional)
Choose the video or photo you want to uPload. Browse

Videos are limited to 70MB in filesize. We accept your video in .wmv, .avi, .mp4, .mov or .3gp
format. Photos are lirnited to 10MB In filesize. We accept your photos in JPEG format (.JPG).

All fields marked * are mandatory
**This information will only be used by BBC for the purposes of contacting you about
your comment and/or for verifying your identity, it will not be published.

The information you provide will be collected and compited by the BBC for the
purpose of [INSERT PURPOSE OF DATA COLLECTION e.g. the next series of [INSERT
PROG NAME]}/use on the website/message board]. The BBC may wish to use your
contribution in other BBC services, strictly in accordance with the BBC's Terms of Use
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(www.bbc.co.uk/terms).

The BBC will share your details and contribution with [INSERT INDIE], producers of
Programme XX. Your details will not be passed to anyone else, and [INSERT INDIE]
and the BBC will only contact you with regard to your contribution and its use by the
BBC. If you submit an image, video or audio recording of anyone other than yourself,
you must obtain their permission first and if the person is a child yau will need to
obtain their parent’s written consent. Please visit the BBC's Privacy & Cookies Policy
{(www.bbc.co.uk/privacy) for more information.

The BBC may need to edit your contribution for technical or operatipnal reasons and
we cannot guarantee that your contribution will be shown. Please ensure that your
contribution complies with the BBC's Terms of Use (www.bbc.co.uk/terms), and any
local terms and House Rules.
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Example C: Indie collecting, hosting and using personal
information, photos, videos and UGC.

*Display Name (How would you like your name to appear alongside your contribution)

*** Your Name

e . Only collect the necessary
*!Your E-mail address information e.g. do not collect the
user’s address if you only need the
name of their general location.

*Town & Country

1t must be clear from the form

e P which information will be published
"Phone number (optional): on the website. Users must be

given at option to supply a screen

name/ their initials rather than their

Comments v full name.
4
b
N of

Send } Cbazl

Upload a video, audio clip or photo {optional

Choose the video or photo you want to upload. =i

Videos are imited to 70MB in filesize. We accept your video in .wmyv, .avi, .mp4, .mov or .3gp
format. Photos are lirnited to 10MB in filesize. We accept your photos in JPEG format (.JPG).

All fields marked * are mandatory

“+This information will only be used by [INSERT INDIE’S NAME], independent
producers commissioned by the BBC to make [INSERT PROG NAME], for the purposes
of [INSERT PURPOSE OF DATA COLLECTION e.g. the next series of [INSERT PROG
NAME]/use on the website/message board], and not for any other purpose.

The information you provide will be collected and compiled by [INSERT INDIE'S
NAME] and stored in [INSERT COUNTRY]. [INSERT INDIE'S NAME] will not share the
information with any party other than the BBC. If you submit an image, video or
audia recording of anyone other than yourself, you must obtain their permission first
and if the person is a child you will need to obtain their parent’s written consent.
Please visit the Privacy Policy ([INERST LINK TO APPLICABLE POLICY]) and terms of
use ([INSERT LINK TO APPLICABLE TERMS OF USE]) for more information.

[INSERT INDIE'S NAME] and/or the BBC may wish to use your contribution in other
BBC services or in other prpgammes/services produced in connection with [INSERT
PROG NAME]. Either organﬁsation may need to edit your contribution for technical or
operational reasons. We cannot guarantee that your contribution will be shown.
Please ensure that your contribution complies with the BBC's Terms of Use
(www.bbc.co.uk/terms), and any local terms and House Rules.
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Requests for participants for market research or
feedback sessions

[Insert an introduction to the project which should include details of the aims of the projgct and
the time commitments required from volunteers.]

Name:

!

E-mail address : Only collect the minimal necessary
information e.g. dop not collect the
user’s address if you only need the
Phone number: name of their place of residence.
Consider whether the full ppstcode is
necessary, you can identify what
region or area of the country
somebody is from the first part of the
postcode.

First part of your postcode:

If the BBC is collecting the data use the following Privacy Notice:

The information you provide will be collected and compiled by the BBC and [INSERT NAME OF
MARKET RESEARCH COMPANY] for the purposes of [INSERT PURPOSE OF COLLECTION e.g.
selecting participants in research/feedback sessions to help improve our future
services/programming]. Those who are selected will be invited to take part in longer exercises
with [MARKET RESEARCH COMPANY], an independent market research company, who will
contact you directly. Your details will only be used fpr the purpose of this BBC reseatch and not
for any other purpose. Please visit the BBC's Privacy & Cookies Policy (www.bbc.co.uk/privacy)
for more information. o

Please note if we receive a high number of responses we may not be able to invite evgrybody
who applies to participate. Therefore we will only contact you if your application is successful.
If you are not selected to participate your personal information will be securely destroyed and
we will not use it for any other purpose.

If the Market Research company is collecting the data and the BBC only receives the results
use this Privacy Notice:

The information you provide will be collected and compiled by the [INSERT NAME OF MARKET
RESEARCH COMPANY] for the purposes of [INSERT PURPOSE OF COLLECTION e.g. selecting
participants in research/feedback sessions to help improve our future services/programming].
Your details will only be used for the purpose of this research and not for any other purpose.
Please visit the Privacy Policy [INSERT HYPERLINK TO THE RESEARCH COMPANY’s PRIVACY
POLICY (www.)] for more information.

Please note if we receive a high number of responses we may not be able to invite everybody
who applies to participate. Therefore we will only contact you if your application is successful.
If you are not selected to participate your personal information will be securely destroyed and
we will not use it for any other purpose.

Contact the IPC Team at: dpa.officer@bbc.co.uk 85

Email newsletters/mailing lists (Short form)

[INSERT BRIEF DETAILS OF NEWSLETTER, INCLUDING FREQUENCY AND CONTENT e.g. If you'd like
to keep up to date with weekly news about our programmies, schedules and websites, you can
join our mailing list. We've got news of events and programmes not to be missed.}

To join the mailing list, simply type your email address in the white box and click the submit
button.

Please be careful to enter your email address correctly or you won't receive any of our updates!

subnit
Email

Your personal information will be held by the BBC and will only be used in relation to this
newsletter, Your details will pot be passed to any third party without your consent. You
will be given the opportunity to unsubscribe from each newsletter every time you recelve
it. Please visit the BBC's Privacy & Cookies Policy (Wwww.bibc.co.uk/privacy) for more
information.

Mailing lists (Long form e.g. Shows, Tours and Live
Events Mailing List)

Join our mailing list

To receive news by email or post about forthcoming shows, tours and live events, please fill in the form
below.

Please select the cateégories of show that interest you. You can charnge your preferences at any time.

*required information
*Categories that interest you:

Music - Tell us which radio stations you like and we'll use the information to help us choose which
music events to send you

Radio 1 and 1Xtra r Radio 2 r Radio 3 a 6 Music r Asian Network

r Entertainment r Comedy r Lifestyle r News, current affairs and politics r Sport
i~ )
r Shows, tours and events in my area Children's

*Title I
*First name I

*Last name
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l -- select - v]
*Age range Why do we need to know this? (6pens a pop-up window)

- Seject - H 1
Sdcc:pat)ion g -—v-]Why do we need to know this? (opens a pop-up T|Cke$ fOI" BBC ShOWS bOOkI ng fOI"mS
indow
Street (Example: Glasgow Street) l Please enter your address if you want to recejve
details via post
[ Book tickets
House number (Example: 100)
. z We're pleased to annaunce we have made improvements to our ticketing systern. This means you'll now be
House sub name (Example: Flat 1b) able to receive eTickets directly to yaur email address which will make the sérvice quicker and more

House building name (Example: Cherry Tree Cottage) l reliable for you.

*Town/City To apply for tickets, please complete IN FULL and submit the details helow. We’ll process your application

. g - Select - :j as quickly as possible asd email you confirmation of your booking. S please make sure your email address
County Why do we need to know this? (opens a pop-up window) is correct. Alternatively, apply by phone by callipg o,
Postcod:
° ¢ *required irformation
“Email address : Why do we need to know this? (opens a pop-up window)
—- select -~ " ‘ 1 !
“Where did you hear about us? i b *Number of tickets hd

“l agree that the BBC can use this information to contact me by email or post about tickets for BBC shows, I )
tours and events “Title

*First name 1
Your personal information will be held by the BBC and will only be used to send you information about the ‘Last name ‘
categories of shows, tours and events that may interest you. Your details will not be passed to any third ‘Gender] - select ]v Why do we need to know this? (opens a pop-up window)
without your consent. You will be given th - S elect -
party y wil given the opportunity to unsubscribe from each newsletter every ‘Age range ] sel —:jWhy da we need to know Hhis? (opens 2 pop-up window)
time you receive it. Please visit the BBC's Privacy & Coakies Policy (www.bbc.co.uk/privacy) for more ! —- select-—- _v_;
information. Occupation Why do we need to know this?
*Street (Example: Glasgow S’crei_eﬁL______—__i
House number {Example: 100)
s
House sub name (Example: Flat 1b) |
House buildiw{_;_ng_m_e‘ﬁ_x_amp_le: Cherry Tree Cottage) l
“Town/City !
- SeleCt -
*County I e -:jWhy do we need to know this?
*Postcode l e
*Email address i '_____mdgye neeg to know this? {opens a pop-up window)
“Daytime phone number |
Mobile phone Why do we need to know this? (opens a pap-up window)
*Do you have any access needs? Why do we need this ir bk S —
Details of access requirements are likely to
provide details of an individual’s physical health,
e Yes O] No . which is sensitive personal data. You must actively
:_] communicate why you are collecting this
information by using a pop up box.
Access needs Ll ] 2
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— {aen
“Where did you hear about us? selec 3

“Would you like to receive email updates about forthcoming shows, tours and events?

Cc Yes E No

Your personal information will be held by the BBC, and unless you have 6pted to receive email updates
about forthcoming shows, tours and events, yout details will only be used t9 process you request for

tickets. Your details will not be passed to any third party without your consent. Please visit the BBC's
Privacy & Cookies Policy (www.bbc.co.uk/privacy) for more information.

Competitions
[Please see these Guidelines for further informatibn and guidance]

If the information collected is ONLY going to be used in connection with the competition
AND the competition terms and conditions réfer to the BBC’s privacy policy it is not
necessary to display the privacy notice below. However, only the minitum necessary
information should be collected. ‘

To enter please fill in the form below. *required information

Your Answer {In 100 words or less):

Ll

*Your name:

5

*Your address:

*Your postcode:

Your telephone no:

cEEEE

Mobile telephone This privacy notice is
no: tq be used where
*Your email ;zrt‘:?:;v:e?:fq !
Address: collected AND/OR the

information will be
Before you send in the form, please read the competition | retained and uséd for
« terms and conditions ) marketing purposes

Contact the IPC Team at: dpa.officer@bbc.co.uk

The BBC would like to retain your details for future related use, for example to send
you email updates about forthcoming shows, tours and events. Are you happy for us
C B

to do this and to contact you in the future? Yes

The BBC will only use your persbnal details for the purposes of administering this competition,
unless you have opted to rereive email updates about forthcoming shows, tours and events, and
will not publish them or provide them to anyone not connected with this competition without
your pertission. Pléase visit the BBC's Privacy & Cookies Policy (www.bbc.co.uk/privacy) for
more information.

Texts, Telephone and contact us

Guidance: Where users are provided with a teleph ber, a text ber, email
address or means of sybmitting personal information, photo;raphs or user generated
content the following Privacy Notice should appear on the webpage:

Any personal information You slibmit will be held by the BBC and will only be used in relation to your
bmission, query or Your details will not be passed to any third party without your consent.
Please visit the BBC's Privacy & Cookies Policy (www.bbg.co.uk/ grlvac‘n for more information.

[This section is still under review].

Linking to external website

Guidance: This is not a Privacy Notice as such, but you need to add a line of text after the
link to external website.

Taq apply online, go to [INSERT EXTERNAL WEBSITE URL]. The BBC has no control over and is not
responsible for the content on external websites. The BBC recommends that you check their

privacy policy about how they plan to use your personal information. Some sites may send or
host your personal information outside the European Economic Area.
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Version control

For Distribution to CPs

Version [[Date . | Changes_ Version approved by
V1 August 2008 Lucy McGrath ‘
V2 June 2009 Section 12.4.4 - CCTV requests from | Lucy McGrath
insurance companies
V3 November Section 176 - updated to reflect the Penn Jarvis
2009 current BBC position on encryption.
V4 January 2010 Module 3 Contacting the Audience — Lucy McGrath
amended
Module || Marketing - added.
Section 114 ~ guidance on “send to a
friend” and viral marketing added
Module |5 Data Secisrity breaches —
amended
Module 8 Privacy Notices - added
V5 May 2010 Module 5 — Children’s and Young Polly Ralph
People’s Personat Data ~ CRB sectian
amended
V6 June 2010 Module 15 — Contact details for Data Penn Jarvis
Security Breach procedures updated .
V7 August 2010 Module 12 ~ Revised Penn jarvis
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