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INTRODUCTION
Information and inte lligence leakage poses a s ign ifican t and growing threat to 
the operational e ffectiveness of the M P S . M isu se  of M P S  information and 
information, com m unication and technology sys tem s m ay result in the lo ss  of 
public confidence in our ability to safeguard information.

Th is code of conduct sum m arises Se rv ice  po licy  on the use o f M P S  
information and information and com m unication system s. You  shou ld  be 
aware that in stances of m isuse m ight result in d isc ip lina ry  action and may 
constitute a crim inal offence. .

USE OF MPS INFORMATION
Only use information for official policing pu rposes that constitute part o f your 
public duty. Th is  covers information in all form ats e.g. text, irnages, 
photographs and videos.

H U se  for persona l purposes is s tr ic tly  fo rb id d e n  -  Th is  inc ludes using M P S  
information w ithin b logs on the internet.

Ij Y ou  cannot a cce s s  information fo r personal or fam ily reasons. If you be lieve  
;| you may be in that situation you m ust bring the matter to the attention o f your 
I  line managem ent.

On ly share information with those with a genu ine ‘need to know ’ . C h e ck  with 
your line m anagem ent or information m anager if you are in any doubt before 

jx; re leasing any information.

On ly use and d isc lo se  information in acco rdance  with leg islation e.g. Data 
f  Protection Act, 1998 and the Freedom  of Information Act, 2000.

The statutory C ode  of P ractice  on M anagem ent o f Po lice  Information 2005 
defines ‘po lice inform ation’ a s “information fo r a polic ing purpose” (e.g. crime 
and public protection).

Po lice  information is a corporate resource and m ust be sea rchab le  and 
retrievable by those that need to use it for officia l purposes. U n le ss  officially 
sanctioned to do otherw ise by m anagem ent you m ust store po lice  information 
in the re levant ‘corporate reposito ry ’ (i.e. M P S  file plan, reg istered file, or key 
M P S  system , e.g. CRIM INT). Y o u  m ust not store po lice  information w here it 
cannot eas ily  be searched  for and retrieved. P o lice  information input or 
p rocessed  in non-corporate system s (e.g. in loca lly  deve loped  
spreadsheets/databases, in your A W A R E  ‘hom e d irectory ’ , or on stand a lone 
computer), m ust be transferred into the corporate repository at the earliest 
opportunity.

Em ail is not a corporate repository it is  a com m unication tool. P o lice  
information that needs to be retained m ust be stored in the re levant corporate
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repository, rather than as the contents of an em ail in your inbox or other 
Outlook folder.

On ly share information with those with a genu ine ‘need to know ’. C h e ck  with 
your line m anagem ent or information m anager if you are in any doubt before 
releasing any information.

On ly use and d isc lo se  information in acco rdance  w ith legislation e.g. Data 
Protection Act, 1998 and the Freedom  of Information Act, 2000. Y o u r loca l 
information m anager w ill be able to e ither adv ise  you on this in the first 
instance, or refer more com p lex issues to the Pub lic  A c ce s s  Office, Dol2(3-3).

USE OF MPS INFORMATION, 
TECHNOLOGY SYSTEMS

COMMUNICATION AND

Yo u  must not, un less your duties require you to do so:

□ Create, adapt, view, d isp lay or transm it any m aterial that is defamatory, 
racist, sexua lly  exp lic it or pornographic, sexist, hom ophobic, relig iously 
offensive, illegal, in breach of the M P S  diversity and equal 
opportunities po lic ies or otherw ise offensive.

□ Open, execute, store or install onto any M P S  information system , 
transm it or so lic it from others any software or executab le  files.

□ Create, adapt, store, v iew  or transm it any m alic ious code  (e.g. a 
com puter v irus or worm)

Yo u  must not under any c ircum stances use any information, com m unication 
or techno logy system  for persona l bus iness  reasons.

The  only information, com m unication, and technology system s in relation to 
w hich any persona l use w ill be perm itted are the M etphone te lephone system , 
m obile te lephones, facs im ile  (fax) m ach ines, M icrosoft Word, E xce l and 
Outlook (email) on A W A R E .

O n ly  a very lim ited and reasonab le  am ount of persona l use will be perm itted 
[see Pe rsona l U se  of M P S  Information, Com m unication and Techno logy 
S ystem s S O P s  on the Information M anagem ent website  for details].

The use o f any other M P S  or national information system  for personal 
purposes is s tr ic tly  fo rb id d e n  and may lead to d isc ip linary action. It may 
constitute a crim inal offence.

PROTECTIVE MARKING
Y o u  must:

□ M ark  information In acco rdance  w ith the Protective Marking System . 
Information not requiring a protective m arking shou ld  be m arked Not 
Protective ly  Marked.
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□ Ensu re  information is stored, c irculated and d isposed  o f in acco rdance  
with the protective marking.

ACCESS CONTROL
Yo u  must;

□ Protect your passw ord(s) to information system s.

□ Log off before leaving a workstation. You  are accountab le  for actions 
undertaken under your use r identity.

□ Ensure  information is appropriate ly secu red  when offices are left 
unattended.

□ Lim it a cce ss  to all information on a ‘need to know ’ basis. 

MONITORING AND AUDIT
It should be noted that as part of the proper m anagem ent of the M P S , its 
pub lic  functions and its resources, it is necessa ry  to m onitor information 
system s to the extent perm itted by law. On occas io n s  this m ay result in the 
deletion o f information.

Deta ils of the w eb pages you vis it are recorded and m ay be audited.

The  monitoring and record ing of com m unications w ill on ly be used  w here  the 
leve l of intrusion is proportionate to the matter under investigation or 
evaluation.

Y o u  must report inc idents of m isuse or security  b reaches to your line 
m anagem ent.
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Information Code of Conduct Acknowledgement Form

I have read, understood and undertake to comply with the Metropolitan Police Service 
(MPS) Information Code of Conduct.

I understand that misuse of MPS information or any information, communication or 
technology system may result in disciplinary or criminal proceedings.

Signature: Date:

Name:

R ank  / Appointment: 

W arran t / P ay  No:
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